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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHWK COAEPXKUT KOMaHAbI AN YNPaBAeHNs yCTPONCTBOM Air NoCpesCcTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFo, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3W MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBbI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AO0KYMEHT

JaHHOe pyKOoBOACTBO NpeAHa3HauYeHo A5 CETEBbIX aAMUHNCTPATOPOB MW CNELMANNCTOB
Mo BbIYNCINTENbHOWN TEXHMKE, OTBEYAIOLLMX 33 HAaCTPOWKY 1 NoaaepxKy Air Ha mecTe.
OHoO TakxXe npegHa3Ha4yeHo A/1a onepaTopoBs, KOTopble ynpaBastoT Air. JOKyMeHT
OXBaTblBaeT TEXHUYECKMe NpoLeaypbl MOALEPXKKN BbICOKOTO YPOBHS A1
root-afMMHUCTPATOPOB U COTPYAHMNKOB TEXHNYECKOWN noaaep>kku Air.

2 CTpYKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesbl:

3HaKOMCTBO C KOMaHAHOM B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHZHOW CTpokW Air, ee repapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnucaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpOKe ANa HacTpoliku Air.

3 YcnoBHblIe 0603HaUYeHus

B onncaHMmn KOMaHZ NCNob3YOTCs cnegyroLlme o603HaueHs:

YKUPHbIA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblAENAOTCS
YXXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBeJeHbl B TOYHOCTU Kak YKa3aHo B
onucaHuun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNeHVS AaHHbIX,
BBeJEeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEO6XOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCA

I [ Heobsi3aTeNbHbIM 371EMEHT ]
Heobs3aTeNbHbIMN.

JneMeHThI B YrnoBblX cKobKax ABNsTCA

I «0043aTe/IbHbIN 37IEMEHT>
06s13aTe/IbHbIMW.
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BBegeHue

x|y]2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/It0YEBbIE C/I0BA FPYNNMpPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepTMKa/NbHOWN YepTo.

OnurcaHmne Kaxaoi KOMaHAbl pa3zefieHo Ha ciegyroLye noapasaens:

OnwcaHwne OnuncaHwe TOro, 4To KOMaHZAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCMNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTpPOoiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBO/AA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecam
AAHHbIN KOHTEKCT He MeeT CMbIcNa ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpauums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdeiic NpocT,
HeKoTopble NPVMepbl 0YEBUAHbI, HO OHU
BKJ/IOUEHbI A1 ICHOCTW.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMK K CBefeHUID". MprMeYvaHuns cogepxar
rnosne3sHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecs B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawmn geicTBns MoryT NnpmeecTi K
noBpexaeHnto obopyf0BaHNSA AW NoTepe AaHHbIX.
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

Mpoueccop MediaTek MT7628AN MIPS® 24KEc 580 MHz

OnepaTtuBHas namaTb ESMT M14D1G1664A 128Mb DDR2

dnew-namaTb Winbond 25Q256JVFQ 32Mb SPI
Ethernet MopTbi Mukpocxema MpumeuaHuns
5 VIHTerpmpoBaHHas
MeTka CkopocTb MpumeuaHusa
0 100 M6éuT/c Mopt WAN
1 100 M6uT/c
2 100 M6éuT/c
3 100 M6uT/c
4 100 MéuT/c
Wi-Fi YacToTHbIN | MuKpocxema MNpuMeyaHus
AnanasoH
247TTy MediaTek MT7603 802.11bgn 2x2
(on-die)
5MTy, MediaTek MT7613BEN |802.11an+ac 2x2, BF, MU-MIMO
(PCle Gen 2.1)
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3HAaKOMCTBO C KOMaHAHOW
CTPOKOU

B 3ToV rnaBe onuncaHo, Kak No1b30BaTbCA MHTepdecom KoMaHAHOM cTpoku (CLI) Air, ero
vepapxmyeckas CTpyKTypa, YPOBHM aBTOPU3aLN 1 BOSMOXHOCT KOHTEKCTHO MOACKA3KU.

OCHOBHOE CPeACTBO YNpaB/ieHNs MapLLpyTM3aTopoM Air — 3To MHTepdeinic KOMaHAHOW
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/eL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbINOIHNTb, YTOBbI MPUBECTIN YCTPONCTBO B 3aZaHHOE COCTOsIHME.

Air nmeeT Tpu BNAA HACTPOeK:

TekyLme HaCTPOMKM running config 3To Habop KOMaH/, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCSA B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MNOC/e Nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeNIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPe SHEProHe3aBNUCMONA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aumnm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikum no ymonuaHuto  default config 370 3aBOACKME HACTPOMKIN, KOTOPLIE
3anncbIBaOTCA MpY Npomn3BoAcTBe Ha Air. RESET Ha kopnyce
No3BOJIAET COPOCUTL CTAPTOBbLIE HACTPOIKM Ha 3aBOACKME.,

®aiinbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUHYHO, 6e3
y4acTusi KOMaHAHOW cTpoKK. MNpu 3TOM criegyeT MOMHUTb, YTO CTPOKM HauMHatoLLmecs ¢
! MITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumBon npober,
[LOMKHBI BbITb 3aKN0YEHbI B A4BOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLLVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHWI NEXUT Ha UX aBTope.

2.1 BBoa KOMaHA B KOMaHAHOM CTpoOKe

KomaHAHbI nHTepripeTaTop Air pa3paboTaH Takium 06pa3oMm, UTo6bl UM MOT MO/Ib30BaTbCs
KakK HauMHaoLLMIA, TaK 1 OMbITHbLIV NoNb30oBaTeNb. Bce KOMaHAb! M NapaMeTpbl UMeLoT
SICHbIE U IErKO 3aNOMVHaLLMeCs Ha3BaHWUS.
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KomaHAb! pa3buTbl Ha rpynnbl U BbICTPOEHbI B Miepapxuto. TakMm 06pasom, Ans
BbINONHEHNSI KaKOV-NM60 HAaCTPOMKM MONb30BaTeN0 HY>XXHO NoC/eA0BaTeNbHO BBECTU
Ha3BaHWS BNOXEHHbIX FPYMNn KOMaHZA (Y310BblX KOMaHZA) 1 3aTeM BBECTY KOHeUHYH
KOMaHAy € napameTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAol
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopg B rpynny

HEKOTOpre y310Bble KOMaHAbI, cogep>Kallne Ha6op AOYEPHUX KOMaH/, MO3BONAKOT
NnoJsib30BaTeNN0 BbINO/IHUTE «BXOA» B rpynny, UTO6bI BBOAUTH AOYepHME KOMaHAbI
HENnocpeACTBEHHO, HE TPaTA BpeMA Ha BBOA MMEHU y3}'IOBOVI KOMaHAbl. B aTom cydae
MeHAETCA TEKCT NpurnatleHna KOMaHAHOoM CTPOKN, UTOo6bI MONBL30BAaTE b BUAEN, B KAKOW
rpynne oH HaxoAnmTcA.

JobaBneHa koMaHAa exit iy no HaxaTuto KombuHaunm knasuw [Ctri]+[D] BeInonHAETCA
BbIXOJ, U3 rpynnsbl.

Hanpumep, npu Bxoge B rpynny interface npurnalueHme KOMaHAHOM CTPOKM MEHSAEeTCS
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Aicnonb3oBaHWe CNpPaBKU U
aBTOAONOJIHEHUA

26

[na Toro uto6bI caenaTb NPOLLECC HACTPOMKN MaKCUManbHO YA06HLIM, MHTepdeic
KOMaHAHOWN CTPOKM NMeeT PYHKLIMIO aBTOA0MNONHEHNS KOMaHA 1 NapaMeTpoB,
noZcKasblBas onepaTopy, Kakme KOMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BNOXEHHOCTN.
ABTOZOMNONHEHME paboTaeT No HaxaTuto knasuww [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0/Vlan2
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(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKky Mo TekyLein KoMaHZge BCcerga MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2
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2.3 Npedpukc no

ﬂpe¢|/||<c No Ncnonb3yeTcd AN1A OTMEHDbI AEMCTBMH KOMaH/Abl, nepeg KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHga interface oTBeyaeT 3a co3jaHne ceTeBOro MHTepdeiica ¢ 3afiaHHbIM
nmeHeMm. Npedukc no, NCNob3yeMblli C 3TON KOMaHAOW, BbI3biBaeT 0bpaTHOe fencTBre —
yaaneHue nHtepoderica:

(config)> no interface PPPoOEO

Ecnu komaHaa cocTaBHasi, No MOXeET CTaBUTbLCS Nepeg NtobbiM ee yneHoM. Hanpumep,
koMmaHza service dhcp Bkntouaet cnyxby DHCP 1 coCTOUT U3 ABYX YacTeli: service —
NMeHW rpynnbl B nepapxmm komaHg, n dhcp — KoHeuHoM KoMaHAbl. MNpedrKc No MOXHO
CTaBUTb Kak B Hayane, Tak 1 B cepeAnHe. [leicTare B 060Mx cyvasx byaeT OANHAKOBbLIM:
OCTaHOBKa CNYX6bI.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

28

MHoruve koMaHAbl 061a4at0T CBOMCTBOM LOeMN0meHmMHOCMU, KOTOPOe NPOosIBAETCA B
TOM, YUTO MHOFOKPATHbIV BBOZA 3TUX KOMaHJ, MPUBOANT K TEM Xe U3MEHEHUAM, YTO U
OofHOKpaTHbIN. Hanpumep, komaHAa service http gob6aBnseT cTpoky «service http» B
TeKyLe HaCTPOMKMW, 1 NPV MOBTOPHOM BBOJE HMNYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosifeT 406aBNSATb He OfHY, a8 HECKO/IbKO 3anuceri, ecnu
BBOAWTb MX C pasHbIMU aprymMeHTamu. Hanpumep, ctatmyeckve 3anucu B Tabamue
MapLipyTusaumu ip route nnv ¢punbTpbl access-list Job6aBnAOTCA NocnesoBaTeNbHO, U
3aTeM NPUCYTCTBYIOT B HAaCTPOIKax B BUAE CMNCKA:

Hpmmep 2.1. Ucnonb3oBaHVie KOMaHAbI € MHOIroKkpaTHbIiM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anuncm n3 Takux Tabanu, MoXxHo YAaNnATb No OfHON, ncnonb3yq npec|>l/||<c no, 1 yKa3blBas
B aprymeHTe kKoMmaHAbl, Kakyto MMe@HHO 3anncb Tp66yETCF| YAANNTb!:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config
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.1,

ip route 1.
.1.3.

ip route

55.255.255.0 PPTPO
55.255.255.0 PPTP1

(R gy

02
02

2.5 CoxpaHeHue HacTpoekK

TekyLie 1 CTapTOBble HACTPOMKM XpaHATCS B dpalinax running-config n startup-config.
Ansi TOro 4To6bl COXPaHUTL TeKyLLMEe HACTPOKN B SHEPrOHE3aBUCMMYHO NMaMsATb, HYXXHO
BBECTM KOMaHZAY KOMMPOBaHWs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTno)KeHHas nepesarpys3ka

Ecnn Air HaxoAMTCS Ha 3HAUUTENIbHOM YAafeHU OT ofepaTopa U yrnpaeBasieTcs no ceTy,
BO3HMKAET OMacHOCTb MOTEPSATh CBA3b C HAM MO MPUYMNHE OLUNBOUHbIX AeACTBUA

onepaTopa. B 3Tom cniyyae nepesarpyska 1 BO3BPAT K COXPaHEHHbIM HacTpoikam 6yayT
3aTPYAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/I0XEHHO nepesarpysku,

BbINOHUTb «OMaCHbIE» HACTPOIKM, 3aTeM BbIK/TIOUNTb TaliMeEp Y COXPaHUTb U3MEHEHUS.
Ecnv B npoLiecce HaCTPOLiKK CBSI3b C YCTPONCTBOM ByAeT noTepsiHa, onepaTopy A0CTaTOUHO
BYAeT A0XAaTbCA aBTOMATNUECKOW nepesarpyskiu 1 NOAKIHUYNTLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMONb3YHTCA AN yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoIACTBe.

3.1.1 copy

OnucaHwne

Mpedukc no
MeHsieT HacTpoOViKun
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

KonunposaTb cogepxumoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NPOLUVBKYM, COXPaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME U Ap.

Het
Het

HeTt

(config)>  copy ¢«sources «destinations

AprymeHT 3HayeHne |OnucaHue

source Wms ganna  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
CKONMPOBAaTh.

destination Wmsa gavina  |MNyTb K KaTanory, Kyga éyaeT ckonmpoBaH
dann.

Hanpumep, coxpaHeHme HacTpoek Aenaercs Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASKTCA NceBAOHMMaMU. MoiHble MeHa
darinoB koHUrypaumm aTo system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

Bepcus OnucaHve

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb ¢aiin ns namatu Air.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
filename Mms ¢anna  |MyTb K ariny, KOTOPbIA HEO6XOANMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.14ls
OonucaHue BbiBecTy Ha akpaH cnncok ¢ainnos B yKkazaHHOM KaTanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]

AprymeHTbl

AprymeHT 3HaueHue

OonwucaHune

directory CTpoka

MNyTb K KaTanory. Jlo/ixxeH cogepxxaTb UMSA
balinoBo cUCTeMbI 1 HEMOCPEACTBEHHO
nyTb K KaTanory B popmare < paiinosas
cumcTema >: < nyTb >. Mpumepsl ¢painosbix
cuctem — flash, temp, proc, usb n 1. 4.

Mpumep (config)> 1s FILES:

rel: FILES:

com

entry, type
name:

entry, type
name:

size: 188

entry, type
name: spe

entry, type
name: por

entry, type
name: vid

Hos

entry, type
name:

D:

R:

IMAX.mkv

6912512

D:
edfan

D:
table

D:
eo

D:
af nanka

WcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.00 JlobaBneHa

KomaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het
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Cunoncuc (config)> mkdir «directory»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.

Mpumep (config)> mkdir SANDSK:/test

FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

UcTopus nsmeHeHnii

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

3.1.6 more
OnucaHwne BbiBeCTV Ha 3KpaH cofepXXmMMoe TeKCToBOro gaiina NnoCcTpoyHoO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
filename Ums gavina |MonHoe nma Ganna unm NCeBAOHUM.
Npumep (config)> more temp:/resolv.conf

UcTopuns nameHeHuii

nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTCs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedrkcom no yaansieT Crnmcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list wname>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun ¢unbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuIo GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

MNpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»
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(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
<«destinations <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-ports «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHThl

AprymeHT 3HauyeHue |OnucaHue
tcp Knoyesoe TCP npoToKo”.
C/1080
udp Knyesoe UDP npoTokon.
C/10B0
icmp Knyesoe ICMP npoTokon.
C/10B0
esp Knwyesoe ESP npoToko/.
CJ1080
gre Kmouesoe GRE npoTokos.
CJ1080
ipip Knwyesoe IP in IP npoToOKO/.
CJ1080
ip KnwyeBoe IP-npoTokon (BkarouaeT B cebsa TCP, UDP,
CJ/10BO ICMP v npouyne).
source IP-agpec Ajpec ncToyHmka B 3aronoske IP-nakera.
source-mask IP-macka Macka, nprmeHeHaeMas K agpecy

NCTOYHMKA B 3aronoske IP-nakeTa, nepes
CpaBHeHVeM c source. CyliecTByeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

source-port

Llennoe uucno

MopT nctouHwka B TCP nnmn UDP 3aronoBske.

source-end-port

Lenoe u4ucno

OkoHuaHue gmnanasoHa NnopToBs
WNCTOYHMKA.

src-port-operator|lt OnepaTop «MeHbLUe» ANA CPpaBHEHUS
rnopTa C yKa3aHHbIM source-port.
eq OnepaTop «paBHO» AN1S1 CPAaBHEHWNSA NOPTA
C YKasaHHbIM source-port.
gt OnepaTop «bosnbLUe» And CpaBHEHWS
nopTa C yKasaHHbIM source-port.
destination IP-agpec Appec Ha3HayeHwusA B 3arosnioske IP-nakera.
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AprymeHT 3HayeHue |OnucaHue

destination-mask|IP-mMacka Macka, nprimeHeHsaemMas K agpecy
HasHayeHus B 3arosioske IP-nakera, nepej
CpaBHeHMeM c destination. CyuliecTsyeT
ABa cnocoba BBOJA Macku: B
KaHOHMYecKkon popMe (Hanpumep,
255.255.255.0) nBBUgEe 6MTOBOIN A/IVIHbI
npedwukca (Hanpumep, /24).

destination-port|lenoe umucno |[lopT HasHaveHua B TCP nnn UDP

3aronoBke.
destination-end-port|lesnoe uucno |OkoHYaHVe gMana3oHa NopToB
Ha3HayeHws.
dst-port-operator|lt OnepaTop «MeHbLUe» 415 CpaBHEHUS

nopTa C yKa3aHHbIM destination-port.

eq OnepaTop «paBHO» A1 CPaBHEHMA NOPTa
C YKa3aHHbIM destination-port.

gt OnepaTtop «6obLue» 418 CpaBHEHUS
rnopTa C yKa3aHHbIM destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

UcTopus nsmeHeHni Bepcus onwvcaHuve
2.00 [JlobaeneHa komaHaa access-list deny.
2.06 HoBoe 3HaueHune ip 66110 406ABNEHO B apryMeHT
protocol.
2.08 JlobaBneHbl HOBbIE MPOTOKO/bI €Sp,gre v ipip.
2.09.A.2.1 Jlob6aBneHbl AnanasoHbl MOPTOB.

3.2.2 access-list permit

OnucaHue Job6aBnTb paspeLuatoLLiee NpaBuaIo GuabTpaLnm NakeToB B yKa3aHHbIN ACL.
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Mpedukc no

MeHsieT HacTpoiKkun

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

AprymeHTbI

(config-acl)>

KomaHga ¢ npedurkcom no yaansiet npasuso.
Ja
Aa

permit (tcp | udp) <source <source-mask>

[ port((<«src-port-operator: <source-port)|

( range <source-ports <source-end-port,))]
«destinations <destination-mask>

[ port((<«dst-port-operator>«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)>

permit (icmp | esp | gre | ipip | ip)<source<source-mask»

«destinations «<destination-mask»

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator: <source-ports)|
(range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator>«destination-port)|
(range «destination-port «destination-end-port))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHT 3HayeHne |OnucaHue
tcp Knwyesoe TCP npoToKko7.
CJ1080
udp Knwyesoe UDP npoTokonn.
CJ/1080
icmp Kmouesoe ICMP npoTtokon.
CJ1080
esp Knoyesoe ESP npoToko/.
CJ1080
gre Knoyesoe GRE npoToKo-n.
CJ1080
ipip KnwyeBoe IP in IP NnpOTOKO.
CJ1080
ip KnwyeBoe IP-npoTokon (BKAtOYaeT B cebsa TCP, UDP,
CJ/10BO ICMP n I'IpOl-II/IE).
source IP-agpec Ajpec ncrtoyHvika B 3arosioske IP-nakera.
source-mask IP-macka Macka, nprimeHeHaeMas K agpecy

MCTOYHKKa B 3arosioBke IP-nakeTa, nepey,
CpaBHeHMeM c source. CyliecTByeT ABa
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AprymeHT

3HauyeHue

OnucaHue

cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOI ANVHBI NpeduKca
(Hanpumep, /24).

source-port

Lenoe u4ucno

MopT nctouHmka B TCP vnn UDP 3aronoske.

source-end-port

Lenoe uucno

OkoOH4YaHVe ananasoHa nopTtoB

NCTOYHMKA.
src-port-operator|lt OnepaTop «MeHbLUe» A5 CPaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» A1 CPAaBHEHUSA NOPTa
C YKa3aHHbIM source-port.
gt OnepaTtop «6obLue» 418 CpaBHEHUS
nopra C yKasaHHbIM source-port.
destination IP-agpec Ajpec Ha3HayeHuA B 3arosioske IP-nakera.
destination-mask|IP-macka Macka, nprmeHeHaemMas K agpecy

Ha3HayeHus B 3aronoske IP-nakeTta, nepes
CcpaBHeHueM c destination. CywiecTByeT
ABa cnocoba BBOJA Macku: B
KaHOHM4YecKo popMe (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOIN ANIVHbI
npedukca (Hanpumep, /24).

destination-port

Lenoe u4ucno

MopT Ha3HauyeHwaA B TCP namn UDP
3arosioBke.

destination-end-port

Lenoe w4ucrno

OkoHuaHwue grnanasoHa NnopToBs

dst-port-operator

Ha3HayeHwus.

1t OnepaTop «MeHbLUe» AN CPpaBHEHUS
nopra C ykasaHHbIM destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHNS NOPTa
C yKasaHHbIM destination-port.

gt Onepatop «bonbLue» AN cpaBHEHNS

rnopTa C yKa3aHHbIM destination-port.

Mpumep
255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »

port range 8080

Network::Acl: Rule accepted.

9090

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »

192.168.1.1 255.

255.255.0

Network: :Acl: Rule deleted.
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(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

WcTopuns nsmeHeHunit |Bepcus onucaHue
2.00 JobasneHa KomaHaa access-list permit.
2.06 HoBoe 3HaueHue ip 6b110 fO06aBNEHO B apryMeHT
protocol.
2.08 Jlo6aBneHbl HOBbIE MPOTOKO/bI esp,gre v ipip.
2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OnucaHune OTKNOUUTL NpaBuao ACL UK OrpaHNYNTb BpeMsi ero paboTbl pacncaHmnem.
KomaHza ¢ npedprKcom no BKIKOUAET NPaBUIO NN OTMEHSAET pacnmcaHue.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBOg, [a

CuHoncuc (config-acl)>  rule <index> (disable | schedule <schedule»)

(config-acl)> no rule <index> (disable | schedule)
AprymeHTbI AprymeHT 3HauyeHue OonucaHue

index lenoe 4ucrno |Homep npasuna ACL.

disable Kriwyesoe OTKNtounTb Npasmno ACL.

c/1080
schedule Pacnucaune |HasBaHMe pacnncaHms, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.

NMpumep (config-acl)> rule 0 disable

Network: :Acl: Rule disabled.

(config-acl)> rule 0 schedule acl_schedule
Network::Acl: Rule schedule set to "acl schedule".

(config-acl)> no rule 0 disable
Network::Acl: Rule enabled.

(config-acl)> no rule 0 schedule
Network::Acl: Rule schedule removed.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JobaBneHa komaHaa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

JocTtyn K rpynne KoMaHA AN HacTporikmn npodbunei 3awmnTel AdGuard DNS.
Het

Het

MHorokpaTtHbIia BBog, Het

BxoXkaeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

3.3.1 adguard-

OnuncaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

(adguard-dns)
I (config)> adguard-dns

(config)> adgquard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns.

dns assign

HasHaunTb npodunb 3amThl XOCTy. 10 yMOYaHMIO A/15 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
standard.

Aa
[Ja
Ja
(adguard-dns)>  assign [ <host» ] <type»

(adguard-dns)> no assign [ <host> ]

AprymeHT |3HaueHue OnucaHve

host MAC-agpec XOoCT, K KOTOpOMY NpuMeHsieTcs npodunb
3aWmnThl. Ecnn He ykasaH, npodpuib
NpUMeHsIeTCA KO BCEM XOCTaM.
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AprymeHT |3HauyeHue OnucaHve
type default 3awmTa He UCNoJib3yeTcs.
standard Bnoknposka peknamel, TpekuHra n ¢uLinHra
family BnokupoBka peknamebl, TPeKNHra, PuLLMHra,
CaTOB A/151 B3POC/IbIX, BKNOUNTL 6e30MnacHbI
nouck B bpaysepe.

Mpumep

UcTopuns nameHeHuii

3.3.2 adguard-

OnucaHune
Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

(adguard-dns)> assign default
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1le:84:85:12:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Bepcus OnucaHve
2.12 [JobaeneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepuTb AOCTYNHOCTb CNyX6bl AdGuard DNS.
Het

Het

HeTt
I(adguard-dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHaa adguard-dns check-availability.

3.3.3 adguard-dns enable

OnucaHune BrntounTs cnyxby AdGuard DNS.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncunc I (adguard-dns)>  enable

I (adguard-dns)> no enable

Mpumep (adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHza adguard-dns enable.

3.4 bwmeter run

OnucaHune N3MepuTb MakCManbHYH NPOMYCKHYIO CMOCOBHOCTL NHTepderica.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het

Cunoncnc (config)> bwmeter run<interface»
AprymeHTbI AprymeHT |3HauyeHune onucaHue
interface |Uma uHTepgeiica|llonHoe nMa HTepderica NAn NCeBAOHMM.
MNpumep (config)> bwmeter run ISP
download:
current: 0O
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WcTopusa nsmeHeHum

maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

current:
maximum:

download:

maximum:
average:

(<]

75886929
76628563

75886929
76628563

75886929
76628563

75886929
76628563

76670127
73928630

Bwmeter::Client: Run completed.

Bepcusa

OnucaHmne

2.10

JobaBneHa komaHAa bwmeter run.

3.5 cloud control agent buffer-size

OnuncaHwmne

Mpe¢ukc no

MeHsieT HacCTpoWKKn

YCTaHOBUTb MakCMManbHbI/ pasmep AaHHbIX, NOyYaeMblIX
MapLUpyTX3aTOpPOM. 0 YMONYaHWIO NCNOb3yeTcs 3HadeHne 384 K6aiT.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoav4aHuio.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

I(conﬂg)> cloud control agent buffer-size «in-bytes>

44

CnpaBoyHuK KomaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

in-bytes Lenoe uucno |Pa3mep bydepa B baliTax. MoxeT npuHMMaTh
3HaueHVe B jManasoHe oT 32768 1o 16777216
BK/IHOUMTENBHO.

(config)> cloud control agent buffer-size 500000
CloudControl::Agent: Receive buffer size set to 500000 bytes.

(config)> no cloud control agent buffer-size
CloudControl::Agent: Buffer size configuration reset to default.

Bepcus OnucaHve

2.12 Jlo6aBneHa komaHga cloud control agent buffer-size.

3.6 cloud control client connect

OnucaHune

MNpedukc no

MeHsieT HaCTPOMKN

3aper|/|CTp|/|pOBaTb HOBOrO K/IMeHTa. MakCrMasibHOe KOTMYeCTBO KJINEHTOB
5.

KomaHga ¢ npedpurKcom no yaanseT KAneHTa.
Ja
Ja

MHorokpaTHbIl/i BBog, /[la

CviHoncuc

AprymeHThl

(config)> cloud control client <id> connect <name> [ «<modulus>
<exponent ]

(config)> no cloud control client[<id>] connect

AprymeHT 3HauyeHue OnuncaHwue

id CTpoka 256-6UTHbIN naeHTUdUKaToOp KAneHTa
3anncaHHbIN B LUECTHAALATEPUYHOM
dopmaTe PUKCMPOBAHHON ANVHBI.

name CTpoka MpounsBonbLHOE UMK, ANHA KOTOPOro He
npesbiwaeTt 64 cumeoaoB UTF-8.

modulus lenoe 4ucrno |KOMMOHEHT OTKPbITOro RSA-K/0Ua K/ineHTa.
Ero pasmep fomkeH 6bITh B Anana3oHe [1024,
1536] 6uT. EChn He ykasaH, wndposaHme He
BbIMOJIHAETCA.

exponent UYenoe uucso |KOMMOHEHT OTKPbITOro RSA-kto4a KaveHTa.
Ecnu He ykasaH, WwndpoBaHme He
BbIMONHAETCA.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config)> cloud control client a78d...30ab connect test_client

connect:

PHI1c3VsdD48Y21kPmRhMDQ1IMGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
JNDAZNTZmODRU1YWNkZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl: :Agent: Client connection initiated.

(config)> cloud control client a78d...30ab connect
CloudControl: :Agent: "test client" client disconnected.

Bepcusa

OnucaHwmne

2.05

JobasneHa komaHza cloud control client connect.

3.7 cloud control client name

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

HEPEI/IMEHOBaTb 3aperncTpmMpoBaHHONo KJIMEHTa.

Het

Ja

Het

(config)> cloud control client <id> name <name>

AprymeHT 3HayeHne |OnucaHue

id CTpoka 256-6UTHbIN naeHTUdUKATOP KINEHTA
3anMcaHHbIN B LUeCTHaALATEPUYHOM
bopmate PuKCMpoBaHHOM ANNHBI.

name CTpoka MNpown3BosibHOE UMS, A/INHA KOTOPOTro He
npesbiaeTt 64 cimsosioB UTF-8.

(config)> cloud control client a78d...30ab name "New Client"
CloudControl: :Agent: A client name changed.

Bepcus

OnucaHmne

2.05

Job6aBneHa komaHaa cloud control client name.

3.8 cloud control client session timeout

OnuncaHwne

YCTaHOBUTb TaM-ayT KNMEHTCKOW ceccum B cekyHAax. Mo yMonyaHuto
ncnonb3yeTtca 3HaveHme 300.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

KomaHga ¢ npedunkcom no yctaHaBAMBAaET 3HaYeHVe TaliM-ayTa no
YMOTYAHUIO.

Ja
Aa
Ja
(config)> cloud control client<id> session timeout <seconds>

(config)> no cloud control client[<id>] session timeout

AprymeHT 3HauyeHue OnuncaHwue

id Ctpoka 256-6UTHbIN naeHTUdUKaTOp KAneHTa
3anMcaHHbIN B LUECTHAALATEPUYHOM
dopmaTe PUKCMPOBAHHON ANVHBI.

seconds Uenoe uucno |lepmnog BpemMeHW, B TeHeHMe KOTOPOro
ceccust MoxeT 6e3ecTBoBaTh, 6e3
KaKoro-nm6o B3aMMoAencTBmUSA C KOHEUYHbIM
nonb3oBaTeneM. MoXeT NPpUHNUMAaTb
3HaueHVs B AnanasoHe oT 30 go 600 cekyHA,
BKJTHOUYNTENBHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl::Agent: "test client" session timeout set to 35 »
seconds.

(config)> cloud control client a78d...30ab session timeout
CloudControl::Agent: "test client" session timeout set to 300 »
seconds.

Bepcus OnucaHue
2.05 JobaeneHa komaHaa cloud control client session
timeout.

3.9 cloud control2 security-level

OnuncaHwune

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YcTaHoBUTL ypoBeHb 6e3onacHocTu cepBuca Cloud Control2 ang mobunbHoro
npunoxeHus Keenetic. Mo ymMon4aHWIO Ha3Ha4vYeH ypoBeHb 6e30MacHoCT
public.

Het

Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config)> cloud control2 security-level (public | private)
AprymeHTbI AprymeHT |3HaueHune OnwucaHue
public Knwuesoe cnoso |Joctyn Kk Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.
private |Kmwyesoe cnoso |[octyn Kk Cloud Control2 paspeLueH To1bKO
Ans private nHTepdericos.
Mpumep (config)> cloud control2 security-level public

CloudControl2: :Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

3.05

Jlo6aBneHa komaHga cloud control2 security-level.

3.10 cloudflare-dns

OnucaHune JocTyn K rpynne KOMaHA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.

Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

BxoxxaeHue B rpynny (cloudflare-dns)

CuvHoncuc

I (config)> cloudflare-dns

MNpumep (config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

3.05

Jo6aBneHa komaHaa cloudflare-dns.

3.10.1 cloudflare-dns assign

OnucaHwue Ha3HaunTb npodunb 3awmThl XOCTY. 10 yMOYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga ¢ npe¢|/||<c0M No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (cloudflare-dns)>  assign [ <host» ] «type>
(cloudflare-dns)> no assign [ <hosts ]
AprymeHTbI AprymeHT |3HaueHne |OnucaHue
host MAC-agpec XOCT, K KOTOpPOMY NpuMeHsieTcs Npodub
3awmThl. ECn He yKkasaH, npodunb
NMPUMEHSIETCA KO BCEM XOCTaM.
type default 3almTa He UCNoJib3yeTcs.
standard BesonacHbii DNS, 6e3 610KMpoBKN.
malware BnokvpoBKa BpeAoHOCHbLIX NporpamMm.
family BnokvpoBka BpeJOHOCHbLIX MPOrpamMMm 1 caliToB
4NS B3POC/bIX. .
Npumep (cloudflare-dns)> assign default

CloudflareDns: :Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default

CloudflareDns: :Client:
with "default" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard

CloudflareDns: :Client:
with "standard" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware

CloudflareDns: :Client:
with "malware" profile.

"c0:b8:83:c2:cb:11" has been reassociated

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family

CloudflareDns: :Client:
with "family" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns: :Client: Default type set.

WcTopuns nsmeHeHunit |Bepcusa

OnucaHune

3.05

Job6asneHa komaHaa cloudflare-dns assign.
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naBa 3 OnncaHme KoMaHp,

3.10.2 cloudflare-dns check-availability
OnucaHwne MpoBepuTb AOCTYNHOCTL cnyx6bl Cloudflare DNS.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns: :Client: Cloudflare DNS is available.

MCTOPMH N3MeHeHU Bepcmﬂ onvicaHue

3.05 Jo6asneHa komaHga cloudflare-dns check-availability.

3.10.3 cloudflare-dns enable

OnucaHune BkntounTb cnyx6y Cloudflare DNS.
KomaHga ¢ npednkcom no ocTaHaBAMBAET CNIYXKOy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog Het

CnHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns::Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns: :Client: Cloudflare DNS disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

3.05 JlobaBneHa komaHaa cloudflare-dns.

3.11 components

OonucaHue [0CTyn K rpynne KOMaHZ 415 ypaBieHNsi KOMMOHEHTaMV MUKPOMNPOrpaMMbl.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

Bxo>xaeHue B rpynny (config-comp)

CnHoncuc (config)> components
UcTopus nsmeHeHnii Bepcums OonucaHue
2.00 JobaBneHa KOMaHAa components.

3.11.1 components auto-update channel

OnucaHue 3a4aTb NCTOYHMK KOMIMOHEHTOB AN4 (I)yHKLl,I/II/I aBToO6HOBNEHUA. 1o
YMOJTYaHUIO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CnHoncuc (config-comp)>  auto-update channel <channel

(config-comp)> no auto-update channel

AprymeHTbI AprymeHT |3HaueHme |OnucaHune

channel stable KOMMOHEeHTbLI MOJIHOCTLIO MPOTECTVPOBAHbI
M peKoMeHAyrTCa 419 YCTaHOBKW. B
Beb-mHTepderice 3TOT KaHaN yKa3aH Kak
Penus.

beta KomnoHeHTbI cogep>kaTt HoBelLwme GyHKLMN
1 yCOBepLUEHCTBOBAHWS, HO MPOTEeCTVUPOBaHbI
He NoNHOCTLIO. B Be6-MHTepdelice 3TOT kaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilume GyHKLNK
1 NCNONb3YHTCA A5 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

Mpumep (config-comp)> auto-update channel beta
Components: :Manager: Auto-update channel is "beta".

(config-comp)> no auto-update channel
Components: :Manager: Auto-update channel reset to default.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaBneHa komaHaa components auto-update channel.

3.11.2 components auto-update disable

OnucaHune (DyHKLl,VIﬂ aBTOMATMYecKoro 06HOBNEHUSA KOMIMOHEHTOB. o YMO/T4aHUKO
aBTOMaTU4Yeckoe 06HOBEHME BKIHOUEHO.

KomaHga c npedurkcom no BKAtOUaeT aBToMaTnyeckoe o6bHOB/EHMeE.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI/i BBog, /[la

CnHoncuc I(config—comp)> auto-update disable

I (config-comp)> no auto-update disable

Mpumep (config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.09 JlobaBneHa komaHza components auto-update disable.

3.11.3 components auto-update schedule

OnucaHmne MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOr0 O6HOBEHMS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHne A0/XXHO 6biTb CO3AaHO U
HaCcTpoeHo npu nomoLm komaHael schedule action.

KoMaHAa ¢ Nnpedunkcom no pa3pbiBaeT CBsi3b MeXAY pacnmncaHem u
aBTOMaTUYEeCKUM O6HOBNEHUNEM.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-comp)>  auto-update schedule «<schedule;

I (config-comp)> no auto-update schedule
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

nomMoLum rpynnel KoMmaHa schedule.

schedule Pacnncanne |Ha3BaHMe pacnmcaHus, CO34aHHOro npu

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHve
3.03 [JlobaBneHa KoMaHAa components auto-update
schedule.

3.11.4 components check-update

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

MpoBepnTb 06HOBNEHME NPOLUNBKN ANS KaHAMAATA U BEe4OMOro
yctporictea MogynbHon Wi-Fi Cnctembl.

Het
Het

HeT

(config-comp)>  check-update [ force]

AprymeHT 3HayeHue OnuncaHue

force Knoyesoe [MoCcTOAHHO NPOBEPATL Hann4me
(o [o:10 06HOBNEHWI.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Version

Description

2.14

Jo6aBneHa koMmaHaa components check-update.

3.11.5 components commit

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

|_|pI/IMeHI/ITb n3MeHeHns, BHeCeHHble KoMaHaaMu components install n
components remove.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

WcTopus nsmeHeHum

3.11.6 components install

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn

(config-comp)>  commit
Bepcus OnucaHue
2.00 [JobaBneHa KOMaHAa components commit.

Het

Ja

MHorokpaTtHbIiA BBOg, [a

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-comp)>

OTMeTUTb KOMMOHEHT ANd nocneAyroLu,eM YCTaHOBKW. OkoHuaTenbHas
YCTaHOBKa BbIMNOJ/IHAETCA KOMaHAOI‘/JI components commit.

install «component

AprymeHT

3HauyeHue

OnucaHue

component

CTpoka

HaszBaHue koMmnoHeHTa. CNncok
AOCTYMHbIX AN YCTaHOBKM KOMMNOHEHTOB
MOXET ObITb BbiBeZEH Ha 3KpaH KOMaHAOM
components list.

(config-comp)> install ntfs
Components: :Manager: Component "ntfs" is queued for installation.

Bepcusa

OnucaHune

2.00

JlobasneHa KoMaHAa components install.
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naBa 3 OnncaHme KOMaHA,

3.11.7 components list

OnucaHwue HGDEKJ'IFOLII/ITbCFI Ha Bbl6paHHy}O necoyHuUy n oTMeTuUTb 4114 YCTaHOBKU BCe
KOMIMOHEHTHI, Tpe6y+ou.u/|e M3MeHeEHNA ANA COOTBETCTBUA BEPCN B
rnecoyvHunue. Echm BeINONHNTL KOMaHAy 6e3 aprymeHTa, 1o 6yAET BbiBeAeH
BeCb CNCoK BCceX KOMMOHEHTOB TeKyu.|,e|7| neco4vHumubl (yCTaHOBﬂeHHbIX n
AOCTYNHbIX 4NA yCTaHOBKI/I). Ecnn OTCYTCTBYET NoAK/MH4YEHNE K MHTepHET, TO
6yp,eT BblBE€4EH TONIbKO CMNCOK y>Ke YCTaHOB/1€HHbIX KOMMOHEHTOB.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-comp)>  list [ sandbox ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sandbox Ctpoka YpaneHHasa necoyHuua, Hanpumep stable
nnu beta.
Mpumep (config-comp)> list
firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb5840
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza components list.
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naBa 3 OnncaHme KoMaHp,

2.06.A.6 Job6asneH napameTp sandbox. KomaHaa components
list 4oMKHa NCNONB30BaTLCS BMECTO yCTapeBLUeit

components sync.

3.11.8 components preset

OnuncaHwmne

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NMPOBepbLTE NOC/eHNE BEpCUA
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAo components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

Het
Ja
HeTt

I (config-comp)>  preset «preset;

KonnuectBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PpeKOMeHAyeTCsl MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZAol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWHMMaNbHO BO3MOXHbI AN paboTbl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OoTMeueH.

recommended |PekomeHAyeMbli HA6OP KOMMOHEHTOB byAeT
OTMEYEH AN YCTAaHOBKMW.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib: :libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHue

2.00 JlobaBneHa komaHAa components preset.
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naBa 3 OnncaHme KOMaHA,

3.11.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNEHHOM 113 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.11.10 components remove

OnucaHue OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHu4. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component Crpoka HasBaHue koMrnoHeHTa. Cnncok
AOCTYMNHbIX ANA YAaNneHNs KOMNOHEHTOB
MOXeT ObITb BbiBeAeH Ha 3KpaH KOMaHAOM
components list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 [JobaBneHa KOMaHAa components remove.
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naBa 3 OnncaHme KoMaHp,

3.11.11 components validity-period

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.12 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

YCTaHOBUTbL CPOK aKTyasNlbHOCTU IOKANIbHOIO CNCKa KOMMOHEHTOB. Mo
NCTeUYEHUM 3TOro BpeMeHu byeT aBToMaTUYeCck BbIMOAHEeHa KOMaHAa
components list 4na nonyyeHns TekyLLLero cnucka KOMMOHEHTOB € cepBepa
06HOBIEHU.

KomaHaa c npedurkcoM no ycTaHaBNVBaEeT 3HaUeHMe No yMOYaHWIo, KOTopoe
pasHo 1800.

Ja

Ja

Het

(config-comp)>  validity-period <seconds>

(config-comp)> no validity-period

AprymeHT 3HauyeHue OnucaHwue

seconds Lenoe uucno CpoK aKTyanbHOCTU IOKaIbHOr0O
CMMCcKa KOMMNOHEHTOB B CEKYHAAX.
MoxeT MpUH1MaTb 3HaYeHUs B
AvanasoHe ot 0 go 604800
BK/IFOUUNTE/IBHO.

(config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.

(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.

Bepcus OnucaHve
2.03 Jlo6aBneHa koMaHAa components validity-period.
engine

Bbl6paTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbIA pexumM.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Ja
Aa

Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.13 crypto

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn

(config)>

crypto engine <type

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve
type software |[porpaMmHbIN pexmnm.
hardware |AnnapaTHbI peXnMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa crypto engine.

ike key

Jo6asuTb kntou IKE ¢ aeHTUGNKATOPOM YAANEHHOW CTOPOHBI.

KomaHga ¢ npedurkcom no yganseT yKasaHHbIA Koy,

Ja
Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

AprymeHThl

(config)>

crypto ike key names psk> (<type> <id> | any)

(config)> no crypto ike key name>

AprymeHT 3HauyeHue OnucaHwue
name Crpoka Ha3BaHue kntoya. lonyckaeTtcs
1Crnosib30BaHVe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUEPKNBAHNSA 1
fedwuca.
psk Ctpoka Maponb ans ayteHTUGUKaLUN.
type address MaeHTnounkatopom aensetca IP-agpec.
fqdn NaeHTndrkaTopom ABnSeTCA NoaHoe
JOMEeHHOoe NMs.
dn NaeHTndurKaTopom aBaseTCA JOMEHHOE NMS.
email NaeHTdnKaTopoM SBNAETCH INEKTPOHHbI

agpec e-mail.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHwnii

3.14 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue
id Ctpoka 3HauveHVe ngeHTndmnKaTopa yaaneHHom
CTOPOHBI.
any Kmiwyesoe Pa3peluaeT ncnonb3oBaHue Ko4a A1s
C/10BO no60oi yaaneHHoM CTOPOHBI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: "test": crypto ike key successfully added.

(config)> no crypto ike key test
IpSec::Manager: "test": crypto ike key successfully removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ike key.

ike nat-keepalive

YcTaHOBUTL TaliM-ayT Mexay naketamu keepalive B cnyuae o6Hapy>xeHuUs
NAT mexay KimeHToM 1 cepsepom IPsec. 1o yMOYaHMIO yCTaHOBNEHO
3HauyeHwue 20.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMOIYaHUIO.

Ja

Ja

Hert

(config)> crypto ike nat-keepalive «nat-keepalives

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHue OnucaHwue

nat-keepalive Lenoe 4ucrio Tanm-ayT mexay naketamm
keepalive B cekyHpax. MoxeTt
NnPUHMMaTL 3HaYeHWs oT 5 10 3600

BKIHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec: :Manager: Reset crypto ike nat-keepalive timeout to 20 s.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANS HaCTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aaThb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpm 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja
(config-ike-policy)

(config)> crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT 3HaueHue OnucaHue

name Ctpoka HaseBaHue nonuntmku IKE.
JonyckaeTca ncnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umMdp, ToUKN, NofYEpPKNBAHNA U

feduca.

(config)> crypto ike policy test
IpSec::Manager: "test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus OnucaHue

2.06 JobasneHa komaHaa crypto ike policy.

3.15.1 crypto ike policy lifetime

OnuncaHwne

Mpe¢ukc no

YCcTaHOBUTL BpeMs XN3HWM accouunaumm IPsec IKE. o ymonuyaHmnio
1ncnonb3yeTca 3HaueHe 86400.

KomaHga ¢ npe¢|/||<c0M No BO3BpaLlaeT 3HaveHne No ymoa4aHuio.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Ja

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Llenoe 4ncno Bpemsa xusHu accoupmaummn IPsec
IKE B cekyHAax. MoxeT npUHUMaTb
3HauyeHWs ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHve

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.15.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

3afaTb Bepcuto npoTtokosa IKE. [1o yMon4YaHUIo UCMOJIb3YeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3Ha4eHme no yMonYaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HayeHue OnuncaHwue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".
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naBa 3 OnncaHme KOMaHA,

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.

3.15.3 crypto ike policy negotiation-mode

OnuicaHue YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonuaHuio Ncnob3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHT 3HauyeHune ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3aLmiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpecCcmBHbIN pexum, He 3almulaeT
naeHTndMKaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa komaHga crypto ike policy
negotiation-mode.

3.15.4 crypto ike policy proposal

OnucaHwue Jo6aBnTb B NoNUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
f06aBneHns MeeT 3HaveHne Ans obMeHa JaHHbIMY No npoTokony IKE.

KomaHga c npedurkcom no yaanseTt ccoinky Ha IKE proposal.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.16 crypto

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncunc

Ja
Ja
Aa
(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HaueHue OnucaHwue

proposal Ctpoka HasaHue IKE proposal.
JonyckakTca CMMBO/IbI
natunHckoro andasuTa, undpsl,
TOYKW, Nog4epkmBaHNA N geducol.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy proposal.

ike proposal

JocTyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

KomaHga c npedukcom no yaanset IKE proposal. Mpr 3ToM 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yaanarTcsa CCblIKM Ha JaHHbIN IKE proposal.

Ja

Aa

[Ja

(config-ike-proposal)

I(config)> crypto ike proposal <name»

I (config)> no crypto ike proposal name»
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HaueHue OnucaHwue

name CTpoka HasaHue IKE proposal.
JonyckarTca CMMBObI
natuHckoro andasuTa, undpsl,
TOYKW, NogYepkmBaHNA N geducol.

(config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

Bepcus OnucaHve

2.06 [Jlo6aBneHa komaHga crypto ike proposal.

3.16.1 crypto ike proposal dh-group

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncumc

AprymeHThl

Jlo6aBuTb BelIbpaHHyto DH rpynny B IKE proposal ans paboTbl B pexume PFS.
OuepepHoCTb f0baBneHNS UMeeT 3HaYeHne 415 o6MeHa AaHHbIMY Mo
npotokony IKE.

KomaHga c npedurkcom no yaanset BbIbpaHHy0 rpynny.
[Ja

Ja

Ja

(config-ike-proposal)>  dh-group «dh-group»

(config-ike-proposal)> no dh-group «dh-group»

AprymeHT 3HauyeHue |OnucaHue

dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2

5

14
15
16
17

18
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-ike-proposal)> dh-group 14
IpSec: :Manager: "test": crypto ike proposal DH group "14" »
successfully added.

(config-ike-proposal)> no dh-group 14
IpSec::Manager: "test": crypto ike proposal "test" group type »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JobaeneHa komaHgaa crypto ike proposal dh-group.

3.16.2 crypto ike proposal encryption

OnucaHune Jo6aBuTb Bbl6paHHbIN TN WindpoBaHua B IKE proposal. OuepeaHocTb
AobaBneHns nmeeT 3HaYeHne A1 0bMeHa JaHHbIMU No npoTokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BolbpaHHbIA TUN WdpOoBaHUS.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la

CuHoncuc (config-ike-proposal)>  encryption encryptions

(config-ike-proposal)> no encryption «encryption;

AprymeHTbl AprymeHT (3HauyeHue OonucaHune

encryption |des Tun wndposaHwms IKE.
3des

aes-128-cbc
aes-192-cbc
aes-256-cbc

Mpumep (config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa komaHga crypto ike proposal encryption.
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naBa 3 OnncaHme KOMaHA,

3.16.3 crypto ike proposal integrity

OnucaHue Jo6aBuTb BbIbpaHHOe 3Ha4eHue anroputma nognucn HVAC B IKE proposal.
OuepegHoCTb fo6aBneHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMU NO
npotokony IKE.

KomaHga ¢ npedunkcom no yaanseT Bbl6paHHbIA afiroputMm.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-ike-proposal)>  integrity <integrity»

(config-ike-proposal)> no integrity <integrity»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

integrity md5 Anroputm nognucu HMAC IKE
shal COO6LLEeHMIA.

sha256
sha384
sha512

Mpumep (config-ike-proposal)> integrity sha256
IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.06 [JlobaeneHa komaHza crypto ike proposal integrity.

3.17 crypto ipsec incompatible

OonucaHue OTKNOUNTb MPOBEPKY COBMECTUMOCTM IPsec TyHHenei. Mo yMonyaHuo
HacTpoiKa OTK/I0YEHa.

KomaHaa ¢ npedurkcom no BktoUaeT NpoBepky ob6paTHoO.
Mpedukc no Ja

MeHsieT HacTpoiikn  [la
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

3.18 crypto

OnucaHwne

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

(config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

Bepcus OnucaHve
2.10 [Jlo6baBneHa KkomaHga crypto ipsec incompatible.
ipsec mtu

YcTtaHoBUTbL 3HaueHme MTU, koTopoe byaeT nepegaHo [Psec. Mo ymonyaHuto
ncnonb3yeTca 3HayeHue auto.

Het
Het

Het

(config)> crypto ipsec mtu(auto | <value))

AprymeHT 3HayeHue OnucaHue

auto KnoyeBoe MTU Ha3Ha4vaeTcss aBToOMaTU4Yecku.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHUMATL 3HaUYeHNS

oT 128 po 1500 BKAKOUUTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMaHgaa crypto ipsec mtu.
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naBa 3 OnncaHme KOMaHA,

3.19 crypto ipsec profile

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

[ocTyn K rpynne KOMaHz ANst HACTPONKM Bbi6paHHOro npoduns IPsec. Ecnn
npodunb He HaliZleH, KOMaHAa NbITaeTcs ero Co34athb.

KomaHga c npedunkcom no yaanseT npodunb. Mpu 3TOM CCbIKM Ha AaHHbI
npodrnb aBTOMaTUYECKN YAANAIOTCA N30 BCEX KPUMTOKAPT IPsec.

Ja
Ja
Aa

(config-ipsec-profile)

(config)> crypto ipsec profile <name>

(config)> no crypto ipsec profile <name>

AprymeHT 3HaueHue OnucaHwue

name CTpoka HasBaHune npoduns IPsec.
JonyckaroTca CMMBObI
natunHckoro andasuTa, undpbl,
TOUKW, MoAYepKMBaHNSA U Aeduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.

(config)> no crypto ipsec profile test
IpSec::Manager: Crypto ipsec profile "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec profile.

3.19.1 crypto ipsec profile authentication-local

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

3agatb TN ayTeHTUbMKaLMM N0KaAbHOro xocta. Mo ymonyaHmo
NCNONb3yeTcs 3HayeHne pre-share.

KomaHga ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMOAYaHUIO.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-ipsec-profile)>  authentication-local «auth
(config-ipsec-profile)> no authentication-local
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auth pre-share Ha AaHHbIA MOMEHT eANHCTBEHHOE
JOCTYMNHOe 3Ha4eHwue,
Npumep (config-ipsec-profile)> authentication-local pre-share

IpSec: :Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec::Manager: "test": crypto ipsec profile authentication-local »

UcTopuns nameHeHuii

reset.
Bepcus OnucaHve
2.06 Jlo6aBneHa komaHga crypto ipsec profile

authentication-local.

3.19.2 crypto ipsec profile authentication-remote

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

3ajaTtb TMN ayTEHTI/I(I)I/IKaLI,I/IVI YAaNE€HHOro XocTta. Mo YMONYaHUKO
Mcnonb3yeTcda 3HaveHne pre- share.

KomaHga ¢ I'Ipe(bl/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmon4aHuio.

Ja
Aa

Het

(config-ipsec-profile)>

authentication-remote auth;

(config-ipsec-profile)> no authentication-remote

AprymeHT

3HauyeHue

OnwucaHue

auth

pre-share

Ha aaHHbII MOMEHT eJMHCTBEHHOEe
LOCTYMHOE 3HaueHue.

(config-ipsec-profile)> authentication-remote pre-share

IpSec: :Manager:

"test": crypto ipsec profile »

authentication-remote type "pre-share" is set.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-ipsec-profile)> no authentication-remote
IpSec: :Manager: "test": crypto ipsec profile »
authentication-remote reset.

Bepcus OnucaHue

2.06 JobasneHa KoMmaHaa crypto ipsec profile
authentication-remote.

3.19.3 crypto ipsec profile dpd-clear

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

3afaTb CNOCO6 fecTBUA NPy 06HapY>KeHUK HepaboTatoLero nupa IKE. Mo
YMONYaHMIO NapameTp BK/IOYEH, YTO 03HavaeT yaaneHne MHopmaLmm o
nupe.

KomaHga ¢ npedurkcom no yctaHaBnnBaeT gelicTBue B restart.
Ja
Ja

HeTt

I (config-ipsec-profile)>  dpd-clear

I (config-ipsec-profile)> no dpd-clear

(config-ipsec-profile)> dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".

Bepcus OnucaHve

2.1 JobasneHa koMmaHgaa crypto ipsec profile dpd-clear.

3.19.4 crypto ipsec profile dpd-interval

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTpoViKKn

3agaTb NapamMeTpbl MeToa 4151 06HapyxXeHns HepaboTarowmx IKE nMpoB.
Mo ymonuaHwuio 3HaveHune interval paBHo 30, retry-count paBHoO 3.

KomaHga ¢ npedprkcom no Bo3BpaLlaeT 3Ha4YeHNS MO YMOAYaHUIO.
Ja
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het
CuHoncnc (config-ipsec-profile)>  dpd-interval<intervals>[retry-count]
(config-ipsec-profile)> no dpd-interval
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
interval Lenoe uncsno VHTepBan otnpasku DPD nakeTos
B CekyHAax. MoxeT NpuHMMaTh
3Ha4yeHNs oT 2 40 3600.
retry-count Llenoe u4ucno Kosnmyectso NonbITOK OTApaBKy
DPD nakeTtoB. MoXeT NpUHMMaTh
3Ha4yeHusa oT 3 40 60.
Npumep (config-ipsec-profile)> dpd-interval 5 30

IpSec::Manager: "test":

set to 30.

crypto ipsec profile dpd retry count is »

(config-ipsec-profile)> no dpd-interval

IpSec: :Manager:
reset.

"test": crypto

ipsec profile dpd retry count »

WcTopus nsmeHeHum

Bepcus

OnucaHune

2.06

JobasneHa komaHga crypto ipsec profile dpd-interval.

3.19.5 crypto ipsec profile identity-local

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN

MHorokpaTtHbIiA BBOJ,

3afaTtb IoKanbHbIA UaeHTUPUKaTOP Ana npoduns IPsec.

KomaHza c npedurKcom no yaansieT nokanbHblli naeHTnduKaTop.

Ja
Ja

Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
type address Tuvn naeHTnomkatopa — IP-agpec.
fadn Tun naeHTndmnkaTopa — NoaHoe
JOMeHHoe Nms.
dn Tun ngeHTndnKaTopa — AOMeHHoe
NMS.
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naBa 3 OnncaHme KOMaHA,

Example

UcTopusa nsmeHeHwnii

AprymeHT 3HaueHue ‘Onwcal-wle
email Tun ngeHtTndurkatopa — agpec e-mail.
id CTpoka 3Ha4veHe n1oKanbHOro
naeHtTndukartopa.

(config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".

(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

Bepcus OnucaHue

2.06 JlobasneHa komaHAa crypto ipsec profile identity-local.

3.19.6 crypto ipsec profile match-identity-remote

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHThl

Mpumep

3afatb MAeHTNPUKATOP YAANEHHOI0 XOCTa ANl BbIbpaHHOro npoduns IPsec.

KomaHza c npedurKcom no yaansieT naeHTMoukaTop yaaneHHoro xocra.

Aa
Ja
Hert
(config-ipsec-profile)> match-identity-remote ( <types<id> | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHT 3HayeHue OnucaHue
type address Tun naeHtnoukatopa — IP-agpec.
fqdn Tun naeHTndrkatopa — NOAHoe AOMeHHoe
nms.
dn Tun ngeHTndrkaTopa — AOMEHHOE NMS.
email Tun ngeHTndukaTopa — agpec e-mail.
id Ctpoka 3HaueHuve ngeHTudmnKaTopa yaaneHHoro
XocTa.
any Knwyesoe Pa3spelumnTb ncnosb3oBaHme 1060ro
C/10BO yAaneHHoro xocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote is set to any.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-ipsec-profile)> no match-identity-remote
IpSec: :Manager: "test": crypto ipsec profile »
match-identity-remote reset.

Bepcus OnucaHue

2.06 JobasneHa KoMmaHaa crypto ipsec profile
match-identity-remote.

3.19.7 crypto ipsec profile mode

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

YCTaHOBUTb pexnm paboTbl IPsec. [0 yMOAYaHNIO MCMO/b3yeTCsa 3HaYeHme
tunnel.

KomaHga c npedurkcom no Bo3BpaLlaeT 3Ha4YeHme No yMOAYaHuIo.
Ja

Ja

Hert

(config-ipsec-profile)> mode mode>

(config-ipsec-profile)> no mode

AprymeHT 3HauyeHve |OnucaHve

mode tunnel TYHHENbHbIN peXxuMm, NpY KOTOPOM
Becb IP nakeT wndpyetcs n/nnm
npoBepseTcs Ha MNOA/IMIHHOCTb.

transport |TpPaHCNOPTHLIN pexXuM, Koraa
LWnpyeTcs TONbKO CoAepXMMOoe
IP-nakerta.

(config-ipsec-profile)> mode transport
IpSec::Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 [Jlo6baBneHa komaHga crypto ipsec profile mode.
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naBa 3 OnncaHme KOMaHA,

3.19.8 crypto ipsec profile policy

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3ajaTb CCbIIKY Ha CyulecTByrOLLYO noanTuky IKE (cM. KomaHay crypto ike
policy).

KomaHgaa ¢ npedrKcoM no yaanseT cCbinky.
Ja
Ja
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HauyeHue OnucaHwue

policy CTpoka Ha3saHwue nonutmku IKE. CNncok
AOCTYMHbIX MOJINTUK MOXHO YBUAETb
C NoMoLL b KoMaHAb! policy [Tab].

(config-ipsec-profile)> policy [Tab]
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec profile policy.

3.19.9 crypto ipsec profile preshared-key

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

3afaTb CBA3aHHYO KtoYeByto ¢dpasy Ans JaHHOro npoduns IPsec.
KomaHaa ¢ npepurkcom no yaanseT kntoueyto ¢ppasy.

Aa

Ja

Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-ipsec-profile)>  preshared-key preshare-key»
(config-ipsec-profile)> no preshared-key
AprymeHTbI AprymeHT 3HaueHue OnucaHue
preshare-key CTpoka 3HauyeHue KatoueBor ppasbl.
Mpumep (config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.
(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
preshared-key.

3.19.10 crypto ipsec profile xauth

OnucaHune BkntounTb foNonHUTENBbHY0 ayTeHTUdUrKauumto XAuth ansa pexuma IKEv1. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KoMaHAa ¢ Npedrkcom no oTKIHOUAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-ipsec-profile)>  xauth <type>
(config-ipsec-profile)> no xauth
AprymeHTbI AprymeHT 3HaueHue OnucaHune
type client KnneHTckuin pexmnm,
server CepBepHbI pexumM.
Npumep (config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec: :Manager: "test": crypto ipsec profile xauth is disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile xauth.

3.19.11 crypto ipsec profile xauth-identity

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKa3aTb NOMMH A1 LOMONHNTENIbHOW ayTeHTUOUKALMK XAUth B KIIMEHTCKOM
pexunme.

KomaHga c npedunkcom no yganseT n0oruH.

Ja

Aa

Het

(config-ipsec-profile)>  xauth-identity <identity

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HaueHue OnucaHwue
identity Ctpoka JIorviH Ang KNMEHTCKOro pexvma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcusa OnucaHue

2.06 JobaeneHa komaHga crypto ipsec profile xauth-identity.

3.19.12 crypto ipsec profile xauth-password

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YKa3aTtb NapoJib 418 AONONHUTENBHOW ayTeHTUdUKaumm XAuth B KTMEHTCKOM
pexvme.

KomaHgaa ¢ npedrKcom no cTmpaeT 3HayeHne Naporns.
Aa
Ja

Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.20 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HaueHue OnucaHwue
password CTpoka Maposnb ANA KNNEHTCKOro pexvima
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaatb MHTepBas nepeg yaaneHvem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yAaneHHON CTOPOHbI. [10 yMoA4aHMIo Ncnonb3yeTcs 3HaueHre 10.

KomaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUEHME MO YMOIYAHUIO.,
Ja

Aa

Het

(config)> crypto ipsec rekey delete-delay «delay>

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnucaHwue

delay lenoe 4ucno |3HayeHue 3afepxXKn B cekyHaax. MoxeT
NPUHVMAaTL 3HaYeHWs B AnanasoHe oT 1 Ao
60.

(config)> crypto ipsec rekey delete-delay 1
IpSec::Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.21 crypto

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

WcTopusa nsmeHeHwnii

3.22 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

Bepcus OnucaHve

2.11 [JobaeneHa komaHza crypto ipsec rekey delete-delay.

ipsec rekey make-before

BrkirounTb pexxmm yctaHoBKW HOBbIX IKE SA 0 paspbiBa npegblaymx. Mo
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga ¢ npednKcom no OTKAKUAET 3TOT PEXUM.
Ja
Aa

HeTt

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec::Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.1 Jlo6aBneHa koMmaHga crypto ipsec rekey make-before.

ipsec transform-set

JocTyn K rpynne KOMaHA A5t HACTPONKW BbIBpaHHOro npeobpasosaHns IPsec
ESP BO 2 ¢a3ze. Ecnm npeobpa3oBaHme He HalgeHo, KOMaHA4a MblTaeTcs ero
Co34aThb.

KomaHaa ¢ npedpurkcom no yaanset npeobpasoBaHue. MNpu 3TOM 13 Bcex
KPpUNTOKapT IPsec aBTOMaTmnyecKkmn YAANAKTCA CCbIZIKN Ha AaHHOE
npeobpasoBaHue.

Ja
Aa
Ja

(config-ipsec-transform)

I (config)> crypto ipsec transform-set name>
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naBa 3 OnncaHme KoMaHp,

(config)> no crypto ipsec transform-set name>

AprymeHTbI AprymeHTt 3HayeHue OnucaHue
name CTpoka HasBaHuve npeobpasoBaHus IPsec.
JonyckarTca CMMBOIb
naTuHckoro andasuTa, udpsl,
TOUKW, MoAYepKMBaHNS U Aeduchl.
Mpumep (config)> crypto ipsec transform-set test

IpSec::Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.06 JobaeneHa koMaHgaa crypto ipsec transform-set.

3.22.1 crypto ipsec transform-set cypher

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Jo6aBuTb Bbi6paHHbIN TN WndpoBaHMA B NpeobpasoBaHue IPsec.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BolbpaHHbIA TUN WindpoBaHMUS.

Ja

Ja
Aa
(config-ipsec-transform)>  cypher <«cypher>
(config-ipsec-transform)> no cypher <«cypher>
AprymeHT 3Ha4veHue |OnucaHue
cypher esp-des Tvn wndposaHMa NpeobpaszoBaHUs
IPsec ESP.
esp-3des
esp-aes-128
esp-aes-192
esp-aes-256
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-ipsec-transform)> cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JlobaBneHa komaHga crypto ipsec transform-set cypher.

3.22.2 crypto ipsec transform-set dh-group

OnucaHwue Jo6aBuTb BbibpaHHyto DH rpynny B npeobpasoBaHue IPsec st paboTbl B
pexunme PFS. OuepefHOCTb A0BaBNeHVA UMeeT 3HaYeHne AN obMeHa
JaHHbIMW Mo npoTtokony IKE.

KomaHga ¢ npepurkcom no yaanseT BolbpaHHYO rpynny.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTHbIi BBog, /[la

Cunoncnc (config-ipsec-transform)>  dh-group «dh-group>
(config-ipsec-transform)> no dh-group «dh-group>
AprymeHTbl AprymeHT 3HaueHue |OnucaHune
dh-group 1 DH rpynna ans paboTbl B pexume PFS.
2
5
14
15
16
17
18
NMpumep (config-ipsec-transform)> dh-group 14

IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 Jlo6aBneHa koMaHga crypto ipsec transform-set
dh-group.

3.22.3 crypto ipsec transform-set hmac

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

Jo6aBuTb Bbi6paHHbI anroputm noagnucn HVIAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBNeHNA MMeeT 3HaueHKe 419 0bMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npedpurkcom no yaanseT BblopaHHbIA anropuTMm.
Ja

Aa

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HayeHue OnucaHve

hmac esp-md5-hmac Anroputm noanmnecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 JobaBneHa KoMaHga crypto ipsec transform-set hmac.

3.22.4 crypto ipsec transform-set lifetime

OnuncaHwune

Mpe¢ukc no

YCTaHOBUTL BpeMsi XXN3HW BbIBpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3600.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
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naBa 3 OnucaHve Koma

HA

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

3.23 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN

MHorokpaTtHbliA BBOJ,

Ja

Het

(config-ipsec-transform)>

(config-ipsec-transform)> no lifetime

lifetime <lifetimes

AprymeHT

3HaueHve

OnucaHue

lifetime

Lenoe u4ucno

Bpems xu13H1 npeobpazoBaHms
IPsec B cekyHpax. MoxeTt
NpUHMMaTb 3HavyeHus ot 60 ao
2147483647.

(config-ipsec-transform)> lifetime 8640

IpSec::Manager: "test":
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

crypto ipsec transform-set lifetime set »

Bepcus OnucaHve

2.06 JobasneHa koMaHaa crypto ipsec transform-set
lifetime.

map

[JocTyn K rpynne KOMaHz ANst HACTPOMKM BblI6paHHOI KpUNTOKapThl IPsec.
Ecnm kpynTokapTa He HalieHa, KOMaHAa NbITaeTcs eé co34aThb.

KomaHza c npedurKcom no yaansiet KpUnTokapTy.

Ja
Ja
Aa

BxoxxaeHue B rpynny (config-crypto-map)

CuyHoncuc

AprymeHTbl

(config)>

crypto map name»

(config)> no crypto map <name»

AprymeHT

3HauyeHve

OnucaHwue

name

Crpoka

HasBaHue KpurnTokapTsl IPsec.
JonyckaroTca CMMBObI
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naBa 3 OnncaHme KoMaHp,

AprymeHT 3HaueHue OnucaHwue

natuHckoro andasuTa, undpsl,
TOYKW, NogYepkmBaHNA N geducol.

Mpumep (config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 [JlobaBneHa KoMaHAa crypto map.

3.23.1 crypto map connect

OnucaHwue BkntounTb aBTOMaTMyeckoe 6e3ycnoBHOe coeariHeHve IPsec C yaaneHHowm
CTOPOHOM. HacTporika He MeeT CMbIC/1a, eC/IM OCHOBHOMY YAalIeHHOMY XOCTY
NprCcBOEHO 3HaveHre any (CM. KOMaHay crypto map set-peer). 1o

YMOJ/IYaHUIO HAaCTPOIKa OTK/IIOUEHa U coeAnHeH e byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHgaa c npedrkcom no oTk/IoUYaeT aBToMaTnyeckoe 6e3ycioBHoe
coefVHeHNe.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-crypto-map)>  connect

I (config-crypto-map)> no connect

Mpumep (config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.06 JlobaBneHa koMaHza crypto map connect.
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naBa 3 OnncaHme KOMaHA,

3.23.2 crypto map enable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb BbIbpaHHY KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIFOYEH.

KomaHga ¢ npedprKcoM no oTK/I0UYaeT KpUNTOKapTY.
Ja
Ja

Het

I (config-crypto-map)>  enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHve

2.06 JobasneHa KoMaHAa crypto map enable.

3.23.3 crypto map fallback-check-interval

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Bknountb nepmnoan4yeckyto npoBepky A40CTYNMHOCTU OCHOBHOIO XOCTa
BO3BpaTa Ha HEro B TOM C/iydae, Korga HasHa4eHbl U OCHOBHOW pe3epBHb||7|
yAaneHHble XOCTbl. Mo YMONYaHUKO HaCTpOIZKa OTK/IKOYeHa.

KomaHga c npedurkcom no oTkaroUaeT NpoBepKy.

Ja

[Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HaueHue OnucaHwue

interval-value enoe uucno MNMeproa NpoBepKn B CEKyHAAX.
MoxeT NMprH1MaTb 3Ha4YeHusa oT
60 0 86400.
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naBa 3 OnncaHme KoMaHp,

Mpumep

(config-crypto-map)> fallback-check-interval 120

IpSec: :Manager:
set to 120.

"test": crypto map fallback check interval is »

(config-crypto-map)> no fallback-check-interval

IpSec: :Manager:
cleared.

"test": crypto map fallback check interval is »

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

Jo6aBneHa KoMaHAa crypto map
fallback-check-interval.

3.23.4 crypto map force-encaps

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

MpUHYANTENBbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP anst o6xoaa
firewall n NAT.

KomMaHgaa ¢ npedprKcomM no OTK/IOYAET 3TOT PEXUM.

Ja
Aa

Het

I (config-crypto-map)>  force-encaps

I (config-crypto-map)> no force-encaps

Mpumep

(config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »

enabled.

(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »

WcTopus nsmeHeHwnii

disabled.
Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga crypto map force-encaps.

3.23.5 crypto map I2tp-server dhcp route

OnucaHwne

HasHaunTb MapLLpyT, nepesaBaemMblii yepes coobLieHms DHCP INFORM,
KnneHTam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHne yKkasaHHOro MapLupyTa.
Ecnu BBecT KoMaHAy 6e3 aprymMeHTOB, 6yeT OTMeHEeHO NoJlyyeHmne Bcex

MapLLpYyTOB.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  12tp-server dhcp route <address> anask»
(config-crypto-map)> no 12tp-server dhcp route [ «addresss amasks ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmeHTa. CyLlecTsyeT ABa

crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

Npumep (config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.
(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JlobaBneHa komaHAa crypto map 12tp-server dhcp

route.

3.23.6 crypto map I2tp-server enable

OnucaHwue Brnrountb L2TP-cepBep Ha kpunTokapTe IPsec. 10 ymo/i4aHWIO napamMeTp
BKJ/IHOYEH.

KomaHga ¢ npedrkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  12tp-server enable
I (config-crypto-map)> no 12tp-server enable

NMpumep (config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-crypto-map)> no 12tp-server enable

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

disabled.
Bepcus OnucaHue
2.1 JobasneHa koMaHaa crypto map I2tp-server enable.

3.23.7 crypto map I2tp-server interface

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

CBsi3aTb cepsep L2TP C yKazaHHbIM NHTepdecoMm.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBS3b MeXAy CepBEepPOM U1
nHTepdericom.

Ja
Ja

HeTt

(config-crypto-map)>

12tp-server interface <interface»

(config-crypto-map)> no 12tp-server interface

AprymeHT

3HauyeHue

OnuncaHue

interface

Wms uHTepgerica

MonHoe nMs nHTepderca nm NCeBAOHUM.
Cnncok AOCTYMNHbIX ANs Bbl6opa
nHTepdelicoB MOXHO yBUAETb BBeASA
KoMaHgy 12tp-server interface [Tab].

(config-crypto-map)> 12tp-server interface [Tab]

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.

(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga crypto map I12tp-server interface.

3.23.8 crypto map I2tp-server ipvécp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brnrounte nogaepxky IPv6. [ins kaxgoro L2TP-cepBepa co34ar0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTPOMKa OTK/IOYEHa.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja
Aa

Het

I (config-crypto-map)>  12tp-server ipvécp

I (config-crypto-map)> no 12tp-server ipvécp

(config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.

(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

Bepcus OnucaHve

3.00 Jlo6aBneHa koMaHza crypto map I2tp-server ipvécp.

3.23.9 crypto map I2tp-server Icp echo

OnucaHwne

MNpejukc no

3a4aTb NpaBuW/ia TeCTUPOBaHUSA coeanHeHus L2TP-cepsepa cpeacTsamu LCP
echo.

KomaHga c npedumkcom no otkntouaet LCP echo.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.23.10 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Ja

Het

(config-crypto-map)>  12tp-server lcp echo <intervals <count>

(config-crypto-map)> no 12tp-server lcp echo

AprymeHT 3HauyeHue OnucaHue

interval Uenoe umncno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeyeHe yka3aHHOrMo
NHTepBasia BpeMeHW OT yAaneHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, eli byaet
oTMpaB/ieH Takol 3anpoc € oXnAaHneM
oTBeTa LCP reply.

count lYenoe uucno |Konmyecrso oTrpaBieHHbIX MOAPAs 3anpocoB
LCP echo Ha KOTOpble He bbls1 Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coenHeHWe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTbL 3HaveHue MRU, koTopoe byaeT nepefaHo cepepy L2TP. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1200.

KomaHga ¢ npepurKcom no ycTaHaBAMBaET 3HaYEeHMe Mo YMOTHAHUIO.
Ja

[Ja

Het

I (config-crypto-map)>  12tp-server mru nru»

I (config-crypto-map)> no 12tp-server mru
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.23.11 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

mru UYenoe uucro |3HauveHue MRU. MoxeT MpUHNMAaTb 3HaUeHns
oT 128 go 1500 BkAOUNTENLHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

Bepcus OnucaHve

2.11 [Jo6asneHa komaHga crypto map I2tp-server mru.

map I12tp-server mtu

YcTaHoBUTL 3HaueHune MTU, koTopoe 6yaeT nepesaHo L2TP. o ymonyaHuto
ncnonb3yetca 3HaueHve 1400.

KomaHga ¢ npedurkcom no yctaHaBAMBaET 3HaUEHKMeE MO YMOAYaHUIO.
Ja

Aa

Het

(config-crypto-map)>  12tp-server mtu wmtuw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYesoe uucro |3HaveHme MTU. MoxeT NPpUHUMAaTb 3HaUeHNs
oT 576 po 1500 Bk/IHOUUTENBHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHue

2.11 [JobaBneHa KoMaHaa crypto map l2tp-server mtu.
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naBa 3 OnncaHme KoMaHp,

3.23.12 crypto map I2tp-server multi-login

OnucaHue PazpewnTtb nogxntoyeHme K cepepy L2TP HeCKONbLKMX NoNb30BaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server multi-login

I (config-crypto-map)> no 12tp-server multi-login

Mpumep (config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobaBneHa koMaHaa crypto map I2tp-server
multi-login.

3.23.13 crypto map I2tp-server nat

OnucaHune Bkntoumntb TpaHCaaLUuio agpecos ana cepsepa L2TP.
KomaHga ¢ npedrnkcom no oTKIUaeT TpaHCIAUUIO.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server nat
I (config-crypto-map)> no 12tp-server nat
Mpumep (config-crypto-map)> 12tp-server nat

IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

3.23.14 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(config-crypto-map)> no 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHue

2.1 JobasneHa koMaHaa crypto map l2tp-server nat.

map I2tp-server range

Ha3HaunTb nyn agpecos AN19 KJINEHTOB cepBepa L2TP. [1o ymonyaHuio
ncnonb3yeTca pasmep nyna 100.

KomaHaa c npe¢ukcom no yaanset nyn.

Ja

Ja

Het

(config-crypto-map)>  12tp-server range <begin (end> | <size»)

(config-crypto-map)> no 12tp-server range

AprymeHT 3HauyeHue OnucaHwue

begin IP-appec HauvanbHbIll agpec nyna.
end IP-apgpec KoHeuHbIl agpec nyna.
size Uenoe uucno |Pasmep nyna.

(config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

Bepcus OnucaHue

2.1 JobasneHa KoMaHaa crypto map l2tp-server range.
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naBa 3 OnncaHme KoMaHp,

3.23.15 crypto map I2tp-server static-ip

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

HasHaunTb nocTosiHHbLIN IP-agpec nonb3oBaTento. Monb3oBaTenb B cucTeMe
JOJIKEH MeTb MeTKy ipsec-12tp.

KomaHgaa ¢ npedurKcom no yaanset npuBa3ky.

Ja

Ja

Hert

(config-crypto-map)>  static-ip wsenr address»

(config-crypto-map)> no static-ip wsenr

AprymeHT 3HayeHue OnuncaHue

user CTtpoka Mms nonb3oBarensi.

address IP-agpec HasHauaemsblin IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
static IP removed for user "admin".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga crypto map l2tp-server static-ip.

3.23.16 crypto map match-address

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

YCTaHOBUTb CCbISIKY Ha CYLLIECTBYHOLLMI CANCOK NPaBua GuabTpaLmmv NnakeTos
(cM. KoMaHay access-list). NepBoe NpaBwWo B Cincke byAeT NCNob30BaThCs
ansa ¢asbl 2 IPsec.

KomMaHgaa ¢ npedurKcom no yaansaeT cCbiaky.
Ja
Ja

Het

I (config-crypto-map)> match-address <access-list
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naBa 3 OnncaHme KOMaHA,

(config-crypto-map)> no match-address

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

access-list |Ctpoka HasBaHue cnucka npasun GuabTpaLmn.
Habop AoCTynHbIX ANs BbI6OPa CNNCKOB
MOXHO yBUAETL BBEASA KOMaHAy
match-address [Tab].

NMpumep (config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:
_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 Jlo6aBneHa koMaHga crypto map match-address.

3.23.17 crypto map nail-up

OnucaHune BkntounTb aBTOMaTMYeCcKoe nepecoriacoBaHme npeobpasosaHuii IPsec ESP
npuv Ux yctapeBaHuW. [10 yMOYaHNIO NapameTp OTK/IHOYEH.

KomaHza c npedrKcom no oTkNtoUYaeT aBToMaTUYeCcKoe nepecornacoBaHue.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOgA, Het

CnHoncuc I (config-crypto-map)>  nail-up
I (config-crypto-map)> no nail-up
Mpumep (config-crypto-map)> nail-up

IpSec::Manager: "test": crypto map SA renegotiation enabled.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.23.18 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.23.19 crypto

OnucaHwne

Mpedukc no

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobasneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL MPUOPUTET 419 KPUMTOKapThl [Psec. 1o yMon4aH o NCnosb3yeTca
3HaueHwue 0.

KomaHga ¢ npedrkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHWNIO.
Ja

Ja

Hert

(config-crypto-map)>  priority priority»

(config-crypto-map)> no priority

AprymeHT 3HauyeHue OnucaHwue

priority lenoe 4ucno |3HayeHwe npuoputeta. MoXeT NPpUHNMaTb
3HauyeHus B AnanasoHe ot 0 go 255
BK/IIOUMTE/IbHO.

(config-crypto-map)> priority 255
IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority
IpSec::Manager: "VPNL2TPServer": crypto map priority reset.

Bepcus OnucaHve

2.06 [JlobaeneHa KomaHza crypto map priority.

map reauth-passive

BKNHOUMTE NacCMBHYHO NepenpoBepKy NOANMHHOCTN KpUNTOKapTbl IPsec. Mo
YMOJTYaHWIO NMapameTp BKIHOYUEH.

KomaHgaa ¢ npedrKcom no OTK/I0UaEeT NacCUBHYH MepenpoBepKy
NOA/IMHHOCTM.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHum
3.23.20 crypto
OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

Ja

Het

I (config-crypto-map)>  reauth-passive

I (config-crypto-map)> no reauth-passive

(config-crypto-map)> reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication enabled.

(config-crypto-map)> no reauth-passive
IpSec::Manager: "VPNL2TPServer": crypto map SA passive »
reauthentication disabled.

Bepcus OnucaHue

2.1 JobasneHa KomaHaa crypto map reauth-passive.

map set-peer

Ha3HaunTbL OCHOBHOW yaneHHbIN XOCT A/151 yCTaHOB/EH WS coeauHeHust IPsec.
KomaHga c npedunkcom no yganseTt HacTPOKy.

Ja

Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HayeHue OnucaHue
remote-ip CTpoka IP-agpec nnn gomeHHoe NMsa yaaneHHoro
X0CTa.
any MpurHMNMaTb 106l BXOASLLNE COefMHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JlobaBneHa KkomaHaa crypto map set-peer.

3.23.21 crypto map set-peer-fallback

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTb pe3epBHbI YAANEHHBbI XOCT 419 YCTAHOBNEHWS COEANHEHNSA
IPsec. DTa HacTpolika MOXET 6bITb BbIMOIHEHA MOC/1E HAa3HAYEHWIS OCHOBHOMO
y3/a (CM. KoMaHay crypto map set-peer).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

Ja

Aa

Het

(config-crypto-map)>  set-peer-fallback «remote-ip»

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HaueHue OnucaHwue

remote-ip Ctpoka IP-agpec nnn gomeHHoe nms
yAaneHHOoro xocra.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer-fallback.

3.23.22 crypto map set-profile

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

3ajaTb CCbIIKY Ha CyLLecTBYOLWMIA Npoduib IPsec (CM. KOMaHAy crypto ipsec
profile).

KomaHpaa ¢ npedurKcom no yaansaeT cCbinky.
Aa
Ja

MHorokpaTtHbiiA BBog, Het

98

CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-crypto-map)>  set-profile profile
(config-crypto-map)> no set-profile
AprymeHTbI AprymeHT 3HaueHue OnucaHue
profile CTpoka Nmsa npogung IPsec. Cnmncok
AOCTYMHbIX 415 Bbl6opa npodunen
MOXHO YBUAETb BBeAA KOMaHAYy
set-profile [Tab].
Npumep (config-crypto-map)> set-profile [Tab]
Usage template:
set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".
(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-profile.

3.23.23 crypto map set-tcpmss

OnucaHue YCTaHOBWUTb OrpaHnyeHne MakCMaabHOro pasMepa cermMeHTa UCXoaaLLmx
ceccmin TCP B pamMKax AaHHOro TyHHens IPsec. Ecnn 3HaveHne MSS, koTopoe
nepegaetcs B noJsie 3arosioBka SYN-rakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3sonsieT aBToMaTnyecku
onpeaensTb orpaHnyeHme NMSS.

KomaHpaa ¢ npedpurKcomM no CHMMaeT BCe orpaHunyeHms c MSS.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncue I(conﬂg«xyptownapﬁ> set-tcpmss wss-values

I(conﬁg«xypto¢napﬁ>noset-tcpmss
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.23.24 crypto

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

mss-value Lenoe 4ucno |3HauveHwne BepxHen rpaHmubl MSS. MoxeT
npMHMMaTbL 3HayeHus ot 576 go 1500.

pmtu Bkntountb pexxum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-tcpmss.

map set-transform

3azaTb CCbUIKY Ha CyLlecTByloLLee NpeobpasoBaHue IPsec ESP (CM. KOMaHAy
crypto ipsec transform-set).

KomaHga ¢ npedumnkcom no yganset cCbiky.

Aa

Ja

Het

(config-crypto-map)>  set-transformtransform-set

(config-crypto-map)> no set-transform

AprymeHT 3HayeHue | OnucaHue

transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CANCok
AOCTYMHBIX NPe06pa3oBaHMIn MOXHO YBUAETb
C NOMOLLbI KOMaHAb! set-transform [Tab].

(config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
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naBa 3 OnncaHme KOMaHA,

(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa koMaHaa crypto map set-transform.

3.23.25 crypto map virtual-ip dns-server

OnucaHue YkazaTb DNS-cepBep 415 Bbljauu KAvieHTaMm B cepBepHoM pexxume Virtual
IP.

KomaHga ¢ npedunkcom no yaanseT agpec cepsepa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-crypto-map)>  virtual-ip dns-server «address»
(config-crypto-map)> no virtual-ip dns-server
AprymeHTbI AprymeHT 3HaueHune OnucaHue
address IP-agpec IP-agpec cepBepa DNS.
Npumep (config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".
(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHAa crypto map virtual-ip dns-server.

3.23.26 crypto map virtual-ip enable

OnucaHwue BkntounTb cepBepHbIin pexxum Virtual IP, npy KOTOpOM KnveHTam
NpPOV3BOAMTCA pasjava ajpecoB 13 3aaHHOro guanasoHa. lMpy atom B
KayecTse yAaneHHon nogcetn B cooTBeTcTBYOLWEM ACL MOXHO yKasaTb
NPoun3BONbHOE 3HaYeHNe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHUIO
PEXVM OTK/THOYEH.

KomaHza c nped1KcomM no oTKIOYAET HaCTPOWKY.

Mpedukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

Mpumep (config-crypto-map)> virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa crypto map virtual-ip enable.

3.23.27 crypto map virtual-ip multi-login

OnucaHwue Pa3spewwnTtb nogkntoueHne kK cepaepy Virtual IP Heckonbknx nonb3oBaTenem
C O/]HOTO aKKayHTa.

KomaHga ¢ npedrkcom no oTKAoUaeT HaCTPOKKY.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

NMpumep (config-crypto-map)> virtual-ip multi-login
IpSec: :Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

WcTopuns nsmeHeHunit |Bepcusa onucaHue

3.05 JobasneHa koMaHa crypto map virtual-ip multi-login.
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naBa 3 OnncaHme KOMaHA,

3.23.28 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.23.29 crypto

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

map virtual-ip nat

BKIOUNTL TPAHC/ISILIMIO A4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedurkcom no yaanseT npasuso.
Ja
Ja

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHve

2.08 JlobasneHa koMaHaa crypto map virtual-ip nat.

map virtual-ip range

HacTpouTb frana3oH agpecoB AN14 BblAa4ym K/IMeHTaM B CEPBEPHOM pexunme
Virtual IP.

KomaHga c npedunkcom no yganseT grnanasoH.

Ja

[Ja

Het

(config-crypto-map)>  virtual-ip range <begins (<ends | <size»>)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHne |OnucaHue

begin IP-apgpec Hauano ananasoHa agpecos.
end IP-agpec KoHeL agnarna3oHa agpecos.
size Yesnoe uyucsno |Pa3mep granasoHa ajpecos.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

3.23.30 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHaa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3HauunTb NocTosAHHbIN IP-agpec nosib3oBaTento. Nosib30BaTeNb B CUCTEME
JOJIKEH MeTb MeTKy ipsec-xauth.

KomaHga c npedunkcom no yganseT NpuBsasKy.

Ja

Ja

Ja

(config-crypto-map)>  virtual-ip static-ip wsen @address>

(config-crypto-map)> no virtual-ip static-ip wsen

AprymeHT 3HauyeHue OnuncaHwue

user CTpoka VIMsi nonb3oBartens.

address IP-agpec HasHauaembiln IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHue

3.05 JlobaBneHa komaHAa crypto map virtual-ip static-ip.

3.24 dns-proxy

OnuncaHune

JocTyn K rpynne KomMaHga Ans ynpasnieHus cnyxx6oi DNS-npokcn.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

Bxo)xaeHue B rpynny (config-dnspx)

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config)> dns-proxy

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus OnucaHue

2.04 Job6asneHa KomaHaa dns-proxy.

3.24.1 dns-proxy https upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

JobasuTtb cepeep DNS nosepx HTTPS.

KomaHga ¢ npedumkcom no yaanseT ykasaHHbIn cepeep 13 cnucka. Ecan
BbINOJIHUTL KOMaHAy 6e3 apryMeHTa, TO BeCb CMNCOK cepBepoB byaeT
OuMLLEeH.

Ja

Ja

Ja

(config-dnspx)>  https upstream«wrls [<format>] [ sni <hash>][ on
<interface]

(config-dnspx)> no https upstream [«vri>]

AprymeHT 3HayeHue OnucaHue
url CTpoka Monb3oBaTenbckmin URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxkeHns gaHHbIX DNS.
json
hash CTpoka Xaw ceptnukara TLS.
interface msa Nms nHTepdelica ana HacTpOnKu.
nHTeppeica

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.

Bepcus OnucaHve
3.01 [JobaeneHa komaHaa dns-proxy https upstream.

3.24.2 dns-proxy max-ttl

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CviHoncuc

AprymeHTbI

Mpumep

3agaTb MakcMManbHbIv TTL Ana KaWrpoBaHHbIX 3anuvcen DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Ja

Aa

Het

(config-dnspx)>  max-ttlwmax-ttl

(config-dnspx)> no max-ttl

AprymeHT 3HauyeHue OnuncaHwue

max-ttl Uenoe uucno |MakcmmanbHoe 3HayeHue TTL. MoxeT
npuHMMaTbL 3HaveHus ot 1 4o 604800000
MUAANCeKYHA (1 Hegens).

(config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.24.3 dns-proxy proceed

OnucaHune 3agaTb MHTepBaJ Mexay napasnefibHbIMVY 3anpocamMun, KOTopble OTrpasiseT
DNS-npokcu Heckonbknm DNS-cepsepam. Mo yMOAYaHUIO UCMO/b3yeTcs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMOAYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuAancekyHaax. Moxert npMHMMaThb
3HauyeHusa ot 1 go 50000.
Npumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHza dns-proxy proceed.

3.24.4 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YyeTCs
napameTp auto.

KomaHga ¢ npedunkcom no oTKAKOYaeT 3aLUnTy.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc (config-dnspx)>  rebind-protect (auto | strict)
(config-dnspx)> no rebind-protect
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
auto Knouesoe 3awmTa nHTepdeiicos private.
CJ10BO
strict Knwyesoe 3awmTa noacetein us cnucka IANA IPv4
C/I0BO Special-Purpose Address Registry1.
Mpumep (config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.
WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.04 JobasneHa komaHaa dns-proxy rebind-protect.

3.24.5 dns-proxy srr-reset

OonucaHue YCTaHOBUTbL BpeMsi, Yepes KoTopoe byzeT cbpacbiBaTbCa PeNTUMHT
3anpocoB-oTBeToB DNS-Npokcu. Mo yMONYaHNIO NCMONb3YeTCst 3HaUeHne
600000.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dnspx)>  srr-reset «<srr-reset
(config-dnspx)> no srr-reset
AprymeHTbl Argument |3HaueHme |OnucaHue
srr-reset lenoe umncro |3HaveHMe BPEMEHHOro NMPOMEXYTKa B
MUIINCEKYHAAX. MOXET NpUHNUMaTb
3HauyeHus ot 0 go 600000.
Npumep (config-dnspx)> srr-reset 111

Dns::Manager: Set send-response rating reset time to 111 ms.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-dnspx)> no srr-reset
Dns: :Manager: Reset send-response rating reset time to default.

Bepcus OnucaHue

2.12 JobasneHa koMaHaa dns-proxy srr-reset.

3.24.6 dns-proxy tls upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

JobasuTb cepsep DNS nosepx TLS.

KomaHza c npedurKcom no yaansieT ykasaHHbIin cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CEpBEPOB byaeT
OUMLLeH.

Ja
Ja
Aa

(config-dnspx)>  tls upstream address; [port>] [ sni «fqdns] [ spki
<hash>][on<interface;]

(config-dnspx)> no tls upstream [<address>] [«port:]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec IP-agpec cepsepa.
port Uenoe uucno |lopT cepBepa.

fqdn CTpoka JoMeHHOoe nwus.

hash Ctpoka Xaw ceptndukaTta TLS.

interface Nms
MHTeppeica

Nms nHTepdelica ans HacTpOnKU.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.
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naBa 3 OnncaHme KoMaHp,

(config-dnspx)>no tls upstream
Dns: :Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 JobasneHa komaHaa dns-proxy tls upstream.

3.25 dpn accept

OnucaHue MpnHATL Nonb3oBaTeNibckoe cornatleHvie DPN. 1o NpnUHATUA cornalleHns
KOHUrypaTop He NMpUHMMAaeT HMKaKme KOMaHAbl, KoOMe KOMaHA Ha YTeHue.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config)> dpn accept
Mpumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
WcTopuns nsmeHeHwnii |Bepcus onucaHue

3.05 JobasneHa komaHaa dpn accept.

3.26 dyndns profile

OonuncaHmne JocTyn K rpynne KOMaHA A8 HaCTPOMKM yka3aHHoro npoouns DynDns. Ecan
npo$unb He HalAeH, KOMaHAa MbITaeTcsa ero co3gaTe. MOXHO co34aTb He
6onee 32 npodunei.

KomaHga ¢ npedukcom no yaanset npoduab DynDns.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
BxoxxaeHue B rpynny (config-dyndns)

CuHoncunc I (config)>  dyndns profile wame>

I (config)> no dyndns profile name>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka HasBaHue npodunga. MakcmmanbHasa AnmHa
VMeHV — 64 cumBona.

Mpumep (config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa dyndns profile.

3.26.1 dyndns profile domain

OnucaHue HasHauunTb MK nocTossHHOe floMeHHOe nMS. [Nepey BbiNo/IHeHEM KOMaHAb!
HeobXoAMMO 3aperncTpmpoBaTh JOMeHHOe UMA Ha calite dyndns.com” nam
no-ip.com-.

KomaHaa ¢ npedurKcom no yaanseT HaCTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  domain «domain

(config-dyndns)> no domain

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

domain CTpoka JomMeHHoe nmsa. MakcmmansHas anvHa
AOMEHHOro nmeHn — 254 cumpona.

MNpumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns: :Profile: " WEBADMIN" domain cleared.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile domain.

2 http:\\www.dyndns.com
http:\\www.no-ip.com
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naBa 3 OnncaHme KoMaHp,

3.26.2 dyndns profile password

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YcTaHOBWUTL Naposib 4N goctyna Yepes DynDns.

Aa
Ja

Het

(config-dyndns)>

password (passwords

(config-dyndns)> no password

AprymeHT

3HayeHue

OnvcaHune

password

CTpoka

Maponb ans asTopmsaumn. MakcmmanbHas
ANViHa napons — 64 cmBona.

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

password 123456789
" WEBADMIN": password saved.

no password
" WEBADMIN" password cleared.

Bepcus

OnucaHue

2.00

Job6asneHa komaHaa dyndns profile password.

3.26.3 dyndns profile send-address

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca HTepHeT-coeANHEeHs B
3anpoce DynDns.

KomaHga c npedurKcom no yaansieT HacTpoiiKy.

Ja
Ja

Het

I(conﬁg-dyndn$> send-address

I(conﬁg-dyndnsp>nosend-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aeneHa komaHaa dyndns profile send-address.

3.26.4 dyndns profile type

OonucaHue MpucBonTb DynDns-npodunto TvM, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTPMPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymMeHT |3HaueHue |OnucaHue
type dyndns YKa3blBaeTcd, ecim JOMEeHHOoe MS 4
3aperncTpupoBaHo Ha caiite dyndns.com.
noip YKasblBaeTcs, ecv JOMeHHOe UMS
3aperncTpupoBaHoO Ha canTe no—ip.coms.
rucenter |YKasbiBaeTcs, eCnv JOMEHHOE NMS
3aperncTpupoBaHo Ha calite rucenter®,
custom YKasblBaeTcd, eciv JOMEHHOEe M3
3aperncTpupoBaHo Ha Apyrom caiite (canT
onpegensetca komaHgo dyndns profile url).
Mpumep (config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.
(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa dyndns profile type.

3.26.5 dyndns profile update-interval

OonucaHue YCTaHOBUTb MHTepBas 06HOBNEHMS agpeca Anst DynDns.

KomaHga ¢ npeq)l/n(com NO OTMeHSIET BO3MOXHOCTb OBHOBNEHUS.

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dyndns)>  update-interval «days> days [ <hourss hours ]

[ minutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHTbI AprymMeHT |3HaueHme |OnucaHue

days Lenoe umucno |BpemeHHOWN nHTepBan B AHAX.

hours Uenoe 4ucno |BpemeHHON MHTepBa B Yacax.

minutes lenoe uncno |BpeMeHHOI MHTepBaa B MUHYTaX.

seconds Lenoe umucno |BpemMeHHON NHTepBan B CekyHAax.

NMpumep (config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns: :Profile: Periodic registration disabled.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHaa dyndns profile update-interval.

3.26.6 dyndns profile url

OnucaHwue YkazaTb URL ncnonbsyemoro caiita cnyxosl DynDns.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-dyndns)>  urlwrl
(config-dyndns)> no url
AprymeHTbI AprymeHT  |3HaueHve |OnucaHune
url CTpoka Monb3oBaTenbckmini URL-agpec cnyx6bl
DynDns.
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: " WEBADMIN": URL saved.

(config-dyndns)> no url
DynDns::Profile: " WEBADMIN" URL cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 Jo6aBneHa komaHaa dyndns profile url.

3.26.7 dyndns profile username

OnuncaHue YKasaTb IOrVH Y4eTHO 3anucy A4ns focTyna Yepes DynDns.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dyndns)>  username username>

(config-dyndns)> no username
AprymeHTbI ApryMeHT |3HaueHme |OnucaHue

username CTpoka Vimsa nonb3oBaTensa A8 asTopu3aunm.

MakcrmanbHasa AfiMHa MeHu — 64 cumBona.

Mpumep (config-dyndns)> username test@gmail.com

DynDns::Profile: " WEBADMIN": username saved.

(config-dyndns)> no username

DynDns::Profile: " WEBADMIN" username cleared.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHaa dyndns profile username.

3.27 easyconfig check

OonucaHue [oCTyn K rpynne KOMaHA ANnst HACTPOWKM NPOBePKM AOCTYNa B UHTEPHET. 15
NpOBEpPKN AOCTyMNa B UHTEPHET CHaYana OTNPaBAAITCSA 3aMpoChl K LLKO3Y
Mo yMonyaHuto. Eciv oTBET NosyyeH, TorAa onpalivBatoTcs yaaneHHble
XOCTbl, yKa3aHHble B HacTpoikax. Takxke B HaCTpolikax yka3blBaeTcs
NPOAOMKNTENBHOCTB Y YacToTa 3anpocoB. Ec/iv Bce NpoBepKu NpoigeHbl,
3HAUUT AOCTYN B UHTEPHET ecTb.

MNpedukc no Het
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny
CuHoncuc

Mpumep

UcTopuns nameHeHuii

Het

Hert

(ezconfig-check)
(config)> easyconfig check

(config)> easyconfig check
(ezconfig-check)>

Bepcus OnucaHve

2.00 JobasneHa komaHaa easyconfig check.

3.27.1 easyconfig check exclude-gateway

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

OTK/OUMTE MPOBEPKY LLK03a MO YMOAYaHW0. [0 yMOYaHWN0 3TOT NapameTp
BK/TOYEH.

KomaHga ¢ npedrkcom no BkAKOHAET NpoBepKy 06paTHO.
Ja
Ja

HeT

I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

(ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.27.2 easyconfig check host

OnucaHwne

3agaTb MMsI XOCTa, K KOTOPOMY 6yAyT OTNPABAATLCS 3aNpochl 47151 TPOBEPKN
AOCTyrna B UHTepHET. M0 yMONYaHMIo NCNONb3YTCA agpeca ya. ru, nic. ru,

google.com.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpaLlaeT MMeHa XOCTOB No yMO/14aHUIo.

116

CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (ezconfig-check)>  host <host»
(ezconfig-check)> no host [ <host> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host Wms xocta  |MA nnun agpec yaaneHHOro xocra.
Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.
(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.
(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JlobasneHa komaHaa easyconfig check host.
3.01 AprymeHT host Takxe npuHumaet n IP-agpeca.

3.27.3 easyconfig check max-fails

OnucaHune YKa3aTb KOJINYeCcTBO Noc/iefoBaTe/IbHbIX HeYJauHbIX 3aNpoCcoB K XOCTaM,
3a/laHHbIM € nomoLblo KoMaHabl easyconfig check host. Mo ymonyaHuio
1NCNOoNb3yeTca 3HayeHue 3.

KomaHaa ¢ npeprKcom no Bo3BpaLLaeT 3HayeHne Mo YMONYaHWIO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count Uenoe umncno |KonnuectBo HeyAauHbIX 3arpocoB. MoxeT
NPUHMMaTb 3HaYeHWA B Npejenax oT 2 o
8 BKIOUNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa easyconfig check max-fails.

3.27.4 easyconfig check period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3a4aTb MPOAC/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHNIO NCNONb3YeTCH
3HayeHune 10.

KomMaHza ¢ npedprKcomM no BO3BpaLLAET 3HAUYEHME MO YMOIYAHUIO.,
Ja

Ja

Het

(ezconfig-check)>  period period>

(ezconfig-check)> no period

AprymeHT 3HayeHne |OnucaHue

period UYenoe uucno |VIHTepBan npoBepku B cekyHAax. MoxeTt
NPMHNUMAaTL 3HayYeHns B gnanasoHe ot 10
40 60 BKIOUYNTENBHO

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> Network: :InternetChecker: Check period reset »
to default (10 seconds)

Network: :InternetChecker: Check period reset to default (10 »
seconds) .

Bepcus OnucaHve

2.00 JlobaBneHa komaHza easyconfig check period.
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naBa 3 OnncaHme KOMaHA,

3.28 easyconfig disable

OonucaHue OTKNOUNTB MacTep NepBUYHOL HACTPOIKK. M0 yMONYaHMIO 3TOT NapaMeTp
BK/TOUEH.

KomaHga ¢ npedunkcom no BKIOUaET MacTep nepBUYHON HACTPOKM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CuHoncuc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

3.01 JobasneHa komaHaa easyconfig disable.

3.29 eula accept

OnucaHwue MprHATL NosIb30BaTeNbCKOe cornaleHve EULA. 1o NPUHATUA cornawleHuns
KOH$UrypaTop He NpUHMMAaeT HMKaKmMe KOMaHZAbl, KpoMe KOMaHA Ha uTeHune.

Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue

2.15 Jlo6aBneHa koMmaHaa eula accept.
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naBa 3 OnncaHme KoMaHp,

3.30 igmp-proxy

OnucaHwue JocTtyn K rpynne KomaHa Ans HacTporkn IGMP.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CuHoncuc I(config)> igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

WcTopuns nsmeHeHnit |yersion Description

2.06 [Jlo6baBneHa KoMaHAa igmp-proxy.

3.30.1 igmp-proxy force

OnucaHwue MprHYANTENbLHO BKAOUYNTL CTapyto Bepcuto IGMP. No ymonyaHmio 3T1a
HaCTPOIiKa OTK0YEHa 1 BepCUs NPOTOKO/1a BbIOMpaeTcs B aBTOMaTUNYECKOM
pexuvme.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CnHoncuc (igmp-proxy)>  force «protocols
(igmp-proxy)> no force
AprymeHTbI AprymeHT 3HaueHue OonucaHue
protocol igmp-vl MpUMeHUTb GUNbTPALMIO K BXOAALLIM
nakeTam.
igmp-v2 MpUMeHUTb GUNBbTPaLMIO K MCXOASALLINM

nakeTtam.

Mpumep (igmp-proxy)> force igmp-vl

Igmp::Proxy: Forced protocol: igmp-vl.
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naBa 3 OnncaHme KOMaHA,

(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa komaHaa igmp-proxy force.

3.31 igmp-snooping disable

OnucaHwue OTtknrounTtb IGMP snooping. KomaHaa A0CTyNHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Touka floctyna.

KomaHgaa ¢ npedurkcom no Bkarovaet IGMP snooping.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncnc I(config)> igmp-snooping disable

Mpumep (config)> igmp-snooping disable
Igmp::Snooping: Disabled.
(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.12 JobaBneHa koMmaHaa igmp-snooping disable.

3.32 interface

OnucaHune JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbiIbpaHHOMo nHTepdeiica. Ecin
nHTepdenc He HalileH, KOMaHAa NbITAaeTCA ero co3AaTb.

Vima nHTepdelica 3agaeT ero knacc, KOTopblii Hac esyeT onpejeneHHble
CBOIACTBA, CM. AnarpamMmbl B [punoxernin. KomaHabl pa6oTatoT
NPUMEHNTENbHO K knaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMNCaHNN KOMaHZbI.

KomaHgaa ¢ npedurkcom no yaanset nHtepderic.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 1 21



naBa 3 OnncaHme KoMaHp,

BxoxxaeHue B rpynny (config-if)

CuHoncuc (config)> interface name>

(config)> no interface name>

AprymeHTbI AprymeHT |3HauyeHune OonucaHue

name Wms uHTepgesica|llonHoe nMs nHTepderica Mnn NCeBAOHNM.
CrncoK AOCTYMHbIX NHTepdericoB MOXHO
yBUAeTb C NOMOLLbIO KOMaHAb! interface
[Tab].

NMpumep (config)> interface [Tabl

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbLte
Yota
Bridge
PPPoE
SSTP
PPTP
L2TP
Wireguard
OpenVPN
IPIP
TunnelSixInFour
Gre
EoIP
TunnelSixToFour
Chilli

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JlobaBneHa koMmaHaa interface.

3.32.1 interface atf disable

OnucaHwue OTknouunTb ATF ana AP 5 I'Tu. Mo ymMon4aHMIo HacTpoliKa BbIKAKOYeHa.

KomaHga ¢ npedprKcoM Nno OTKHOYaET HAaCTPOIKY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFiMaster

CuHoncuc I (config-ify>  atf disable

I (config-if)> no atf disable

Mpumep (config-if)> atf disable

Network: :Interface: :Rtx: :WifiMaster:

Fairness disabled.

(config-if)> no atf disable

Network: :Interface: :Rtx::WifiMaster:

Fairness enabled.

"WifiMasterl": Airtime »

"WifiMasterl": Airtime »

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.02 JlobaBneHa koMmaHaa interface atf disable.

3.32.2 interface atf inbound

OnucaHue Bkntountb ATF TONIBKO AN1A nMepeAaydn BXogAwmx naketos and AP 51T, Mo

yMONYaHNKO HaCTpOIZKa BbIK/TOYEHa.

KomaHga ¢ npedurkcom no oTKA0YaeT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica WiFiMaster

CuHoncunc I (config-if)>  atf inbound

I (config-if)> no atf inbound

Mpumep (config-if)> atf inbound

Network: :Interface: :Rtx::WifiMaster:

Fairness inbound is set.

(config-if)> no atf inbound

Network: :Interface: :Rtx::WifiMaster:

Fairness inbound is unset.

"WifiMasterl": Airtime »

"WifiMasterl": Airtime »
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.02 JlobaBneHa komaHaa interface atf inbound.

3.32.3 interface authentication chap

OnucaHune BkntounTb noagaepxky ayteHTudumkaumm CHAP.
KomaHga ¢ npedpurkcom no oTkarouaeT CHAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication chap

I (config-if)> no authentication chap

Mpumep (config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

CHAP.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa interface authentication chap.

3.32.4 interface authentication eap-md5

OnucaHwue BrkntoumnTtb nogaepxky ayteHtTudumkaumm EAP-MDS.
KomaHgaa ¢ npedurkcom no otknrovaet EAP-MDS.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-md5

I (config-if)> no authentication eap-md5
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> authentication eap-md5
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network: :Interface::Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHga interface authentication eap-md5.

3.32.5 interface authentication eap-mschapv2

OnucaHwue BkntounTb noagepxky ayreHTudumnkaumm EAP-MSCHAPV2.
KomaHga ¢ npedpurkcom no oTkntouvaet EAP-MSCHAPv2, MS-CHAPV2.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuHoncue I (config-if)>  authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network: :Interface::Supplicant: "IKE®": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network: :Interface: :Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
3.05 Job6aBneHa komaHaa interface authentication
eap-mschapv2.

3.32.6 interface authentication eap-ttls
OnucaHue BrntounTtb nogaepxky ayteHTuoumkaumm EAP-TTLS.
KomaHga ¢ npedurkcom no oTkntouvaet EAP-TTLS.

Mpe¢ukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
Network::Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.

(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHve

2.00 Job6aeneHa komaHAa interface authentication eap-ttls.

3.32.7 interface authentication identity

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

YKaszaTb MS Nonb30BaTens Ang ayTeHTdrKaLmm ycTpoincTea Ha yaaneHHon
cucTeme. Vicnonb3yeTcs ana nogkntodeHunin PPTP, PPPoE v L2TP.

KomaHga ¢ npednkcom no cTmpaeT paHee 3alaHHOE 1MS Mob30BaTens.
Ja

Ja

Het

Secure

(config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHT 3HauyeHue OnucaHwue

identity Ctpoka Vims nonb3oBaTtens Ana ayreHTudumnkaumun.

(config-if)> authentication identity mylogin
Network: :Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JlobaeneHa komaHga interface authentication identity.

3.32.8 interface authentication mschap

OnucaHwue BkntounTb noagaepxky ayteHTudumkaumm MS-CHAP.
KomaHga ¢ npedpurkcom no oTkntovaet MS-CHAP.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS-CHAP.

(config-if)> no authentication mschap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »

MS-CHAP.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHga interface authentication mschap.

3.32.9 interface authentication mschap-v2

OnucaHwue BrkntounTtb nogaepxky ayteHTudumkaumm MS-CHAPV2.
KomaHpga ¢ npedurkcom no otkatouaet MS-CHAPV2.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.

Bepcus OnucaHve
2.00 JlobaBneHa komaHaa interface authentication
mschap-v2.

3.32.10 interface authentication pap

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxxky ayteHTUduMKaumm PAP.
KomaHga ¢ npepurkcom no oTkarouaeT PAP.
Ja

Aa

Het

Secure

I(conﬁ94ﬂ> authentication pap

I(conﬁg-ﬁﬁ>noauthenticationpap

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
PAP.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface authentication pap.

3.32.11 interface authentication password

OnuncaHune

YKkasaTb Naposnb Ans ayTeHTudmKaLmm ycTpoicTBa Ha yAaneHHOM cucTeme,
Wcnonb3yetca ana nogkntoueHuin PPTP, PPPoE n L2TP.

KomaHga ¢ I'Ipeq)I/IKCOM No CTUPAEeT 3Ha4YeHme napona.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

Secure

(config-if)> authentication password password»

(config-if)> no authentication password

AprymeHT 3HauyeHue OnuncaHwue

password CTpoka Maponb ans ayteHTUdGUKaLMN.

(config-if)> authentication password Aihoi2chal
Network: :Interface: :Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network::Interface::Supplicant: "PPTPO": password cleared.

Bepcus OnucaHue
2.00 JobaeneHa komaHga interface authentication
password.

3.32.12 interface authentication peap

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

Brknrountb noaaepxky EAP-PEAP meTofa NpOBepKM NOAJMHHOCTN.
KomaHga ¢ npedurkcom no oTkntoyaet wndpoBaHme EAP-PEAP.
Aa

Ja

Het

Secure

I(conﬂ94ﬂ> authentication peap

I(conﬁg4ﬂ>noauthenticationpeap

(config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHga interface authentication peap.

3.32.13 interface authentication shared

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

BKAHOUUTL pexXnm ayTeHTUGUKaLMK C pazdesndembiM KH4YoM. DTOT PEXUM
NCMOIb3yeTCs TONbKO B COMeTaHUU € LindpoBaHuem WEP. Pazdessemble karoyu
3ajaloTca komaHgow interface encryption key.

KomaHaa c npedrKcoM no nepeBoAnT ayTeHTUUKALMIO B OTKPLITLIA PEXNM.
Ja

Aa

Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network::Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network: :Interface: :Rtx::AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHue

2.00 JobaeneHa komaHaa interface authentication shared.

3.32.14 interface authentication wpa-psk

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YCTaHOBUTL NpeABapUTE/IbHO COMNaCoBaHHbINV KN4 ANs ayTeHTUdrKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asiaHune knto4a B Buge 256-6utHoro
LWeCcTHaALATEPMYHOrO Ymcna, Nnbo B Buge ctpokm ASCII-cumBonos. Bo
BTOPOM CJly4ae CTPOKa UCMOJIb3yeTcs Kak KogoBas ppasa /15 reHeprpoBaHUs
Knoya (napons).

KomaHga ¢ npedurkcom No oTMeHsAeT HacTPOIKY.
Aa
Ja

Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica WiFi

CuHoncuc (config-if)> authentication wpa-psk psk>

(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

psk Ctpoka MpeaBapuTENbLHO COrNacoBaHHbIV K4 B
BUAe 256-61THOrO WeCcTHaALATEPUYHOrO
ymcna, CocTosALLero 13

64 wecTHaguaTepuyHbIX undp, NMbo B BUAE
cTpoku ASCII gnmHol oT 8 0 63 CLUMBO/IOB,

NMpumep (config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK set.

(config-if)> no authentication wpa-psk
Network: :Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JlobasneHa komaHga interface authentication wpa-psk.

3.32.15 interface backhaul

OnucaHwue BkntounTb noasaepxky VLAN pnst 6€CnpoBOAHOIO COeAMHEHUS MEXAY
poyTepamu Keenetic B pexume trunk. [10 yMon4yaHMo HacTporika OTKAOUeHa.

KomaHga ¢ npedprKCcoOM No OTK/HOUaET HAaCTPOWKY.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFiMaster

CnHoncuc I (config-if)>  backhaul

I (config-if)> no backhaul

Mpumep (config-if)> backhaul
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPointl": »
backhaul mode enabled.

(config-if)> no backhaul
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
backhaul mode disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.02 JlobaBneHa komaHa interface backhaul.

3.32.16 interface band-steering

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3anycTnTb cnyxey Band Steering ana AP 5 Ty, Mo ymon4aHuMio HacTpoiika

BK/IFOYEHa.

Ana npaBunbHoOM paboTbl Band Steering HEOGXOAMMO BbIMONHUTL CiefytoLume

yCcnoBus:

* BKJ/OYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX ofMHaKkoBble SSID

* OHN NMEKT OAMNHAKOBbIE NapaMeTpbl 6e3onacHoOCTU (Tvin LIJVICI)pOBaHI/Iﬂ,

3HayeHue KNYa, UT. 4.)

KomaHga ¢ npedukcom no oTkarouaet Band Steering.

Aa
Ja
HeTt

WiFiMaster

I (config-if)>  band-steering

I (config-if)> no band-steering

(config-if)> band-steering

Network: :Interface::Rtx::WifiMaster:

enabled.

(config-if)> no band-steering

Network: :Interface: :Rtx: :WifiMaster:

"WifiMasterl": band steering »

"WifiMasterl": band steering »

disabled.
Bepcus OnucaHve
2.09 JobasneHa komaHgaa interface band-steering.

3.32.17 interface band-steering preference

OnuncaHwmne

3ajaTb NpeanoYTUTENbHbIN Ananas3oH Ana TexHonoruu Band Steering. MNo

YMOJZIYaHWIO 3Ha4YeHne He onpejesieHo.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica WiFiMaster

CuHoncnc (config-if)>  band-steering preference <band>

(config-if)> no band-steering preference

AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me
band 2 [AnanasoH 2,4 Tw,
5 AnanasoH 5Ty,
Npumep (config-if)> band-steering preference 5

Network::Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference is 5 GHz.

(config-if)> no band-steering preference
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": band steering »
preference disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.09 Job6asneHa komaHaa interface band-steering
preference.

3.32.18 interface bandwidth-limit

OnucaHune YcTaHOBUTb TapnHY CKOPOCTb NHTEPHET-CoeAnHeHUA ans nHTepderica.
Ncnonb3yeTtca ana onpegeneHns 3arpyskmn kaHana npu aHanmse tpaduika
(komaHAa service ntce). Mo ymonyaHuio yctaHoBneHa ckopocTb 6000 KéunT/c.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HaUEHWE MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CnHoncuc | (config-ifi>  bandwidth-limit Limit

| (config-ifi> no bandwidth-limit
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naBa 3 OnncaHme KoMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
limit Lenoe 4ucno |3HayveHue TapndHOM CKOPOCTU
WMHTEepHeT-coeanHeHns B KounT/c.

Mpumep (config-if)> bandwidth-limit 1000
Ntce::BandwidthLimits: Set bandwidth limit 1000 Kbps to Bridge0.

(config-if)> no bandwidth-limit
Ntce::BandwidthLimits: Set default bandwidth limit 6000 Kbps to »

Bridge0.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.06 JobaeneHa komaHga interface bandwidth-limit.

3.32.19 interface ccp

OnucaHune BrntoumnTb noagep>xky npotokona CCP Ha aTane ycTaHOBAEHUS COeMHEHNS.
KomaHga c npedurkcom no otknrouaet CCP.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CuHoncuc | (config-if>  ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface ccp.

3.32.20 interface channel

OnucaHwue YCTaHOBUTL pajMokaHa (4acToTy BellaHus) Ans 6ecnpoBOAHbIX
nHTepdericos. Htepdericel Wi-Fi npuHMMaloT B KadecTBe HOMepa KaHana
uenble yncna ot 1 g0 14 (AmanasoH Yactot oT 2.412 T 10 2.484 TTu) n ot 36
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

[0 165 (amana3soH yactoT oT 5.180 'y go 5.825 Mu). Mo ymonyaHwmio
NCNosib3yeTcsi 3HaYeHme auto

KomaHgaa ¢ npedurKcom no ycTaHaBAMBaeT 3HaveHMe Mo yMOYaHuIo.
Aa

Ja

HeTt

Radio

(config-if)>  channel «channel

(config-if)> no channel

AprymeHT 3HayeHne |OnucaHue
channel number Homep paavo kaHana.
auto Howmep paano kaHana onpejensercs
aBTOMaTUYeCKWU.

(config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": channel set »
to 8.

(config-if)> channel 36
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHue

2.00 Job6aBneHa koMmaHaa interface channel.

3.32.21 interface channel auto-rescan

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

3aAaTb pacnucaHve 418 aBTOMaTUYeCKOro CKaHMPOBaHWA Pajno KaHaloB.
Mo ymon4yaHuio NnapaMeTp OTKIOYEH.

KomaHgaa ¢ npedprKcoM no oTK/H0HaeT HacTPOIKY.
Ja
Ja

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Radio

(config-if)>

channel auto-

rescan [ <hh>:«mm Jinterval <intervals

(config-if)> no channel auto-rescan

AprymeHT 3HauyeHue OnuncaHwue

interval 1 VIHTepBa/ NOBTOPHOIro CKaHMPOBaHUSA B
6 yacax.
12
24

(config-if)> channel auto-rescan interval 1
Network::Interface: :Rtx::WifiMaster: "WifiMaster0@": scheduled »
interval 1 hour.

auto rescan,

(config-if)> no channel auto-rescan
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": auto rescan »

disabled.
Bepcus OnucaHve
2.07 JobaeneHa komaHaa interface channel auto-rescan.

3.32.22 interface channel width

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

YCTaHOBUTb LUMPUHY NOAOCHI MPOMYCKaHWSA AN yKa3aHHOro kaHana. Mo
YMOJTYaHWNIO NCMONb3YeTCs 3HaUeHue 40-below .

KomaHgaa c npedrKcom Nno ycTaHaBNVBAET 3HAUEHME MO YMONUAHWIO.

Ja
Ja
Het

Radio

(config-if)>

channel width

(config-if)> no channel width

widths

AprymeHT

3HaueHve

OnucaHue

width

20

YCTaHOBUTb NONOCY NPOMNYCKaHWsi PaBHYH
20 Mru.
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naBa 3 OnncaHme KOMaHA,

AprymeHT |(3HayeHue OnucaHwue

40-above Pacumputb nonocy nponyckaHmsa o 40 MIy,
NCNOJb3ys C/ieAyOLWNA KaHa.

40-below PacLumputb nonocy nponyckaHms o 40 MIy,
NCNONb3YsA NpeablAyLLUni KaHan.

Mpumep (config-if)> channel width 20
Network::Interface::Rtx::WifiMaster: "WifiMasterQ@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface: :Rtx::WifiMaster: "WifiMasterQ@": channel »
bandwidth settings reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 Jo6aBneHa komaHaa interface channel width.

3.32.23 interface chilli coaport

OnucaHue Ykazatb UDP-NopT, Ha KOTOPbIV 6yAyT OTNPaBAATLCSA 3anpoCkl Ha OTK/IKOYEHE
oT RADIUS-knneHTa.

KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHTbI AprymeHT |3HaueHme |OnucaHune
coaport UYenoe uucro |Homep nopta CoA.
Mpumep (config-if)> chilli coaport 3940

Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jo6aBneHa komaHga interface chilli coaport.

3.32.24 interface chilli dhcpif

OnucaHune HasHaunTb nutepdeinc Chilli ceteBoMmy cncteMHomy nHTepdericy.
KomaHga ¢ npeprKcoM No OTMeHSAeT NPUBA3KY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
dhcpif Ums nHtepgesica|lonHoe nMa nHTepdenca Unm NCeBaoOHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.32.25 interface chilli dns

OnucaHue Ykasatb IP-agpec cepsepa DNS.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

Mpumep (config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli dns.

3.32.26 interface chilli lease

OnucaHue HacTpouTb Bpems apeHAbl NOAKIHYEHHOro KaneHTckoro IP-agpeca. Mo
YMOJIYaHUIO NCMNOJIb3YeTCcHa 3HaueHue 3600.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CnHoncumc (config-if)>  chilli lease <lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lease lenoe uucro |Bpema apeHabl B cekyHAax. MakcMmMasnbHoe
3HayveHue 259200.

MNpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli0": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 1 39



naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.11 JobaeneHa komaHaa interface chilli lease.

3.32.27 interface chilli logout

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

MpUHYANTENBHO OTKNOUNTL MAC-agpec yka3aHHOro KIneHTa.

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli logout (<mac> | all)

AprymeHTbl AprymMeHT  |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpmpoBaHHOro KIMeHTa.
all Keyword OtknrounTb Bce MAC-agpeca.

Mpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli@":

service restarted.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.10 JlobaBneHa komaHga interface chilli logout.

3.32.28 interface chilli macauth

OnucaHue BintoumnTtb GYHKLMIO MPOBEPKM NOANVHHOCTY NMOMb30BaTenein TONbKO Ha
OCHoBaHWW rnpoeepkn MAC-agpeca.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc I (config-ify)>  chilli macauth

I (config-if)> no chilli macauth
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naBa 3 OnncaHme KOMaHA,

NMpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli macauth.

3.32.29 interface chilli macpasswd

OnuncaHmne YcTaHOBUTbL Naponb A8 NpoBepkun noaanHHocTn MAC-agpeca.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.11 Job6asneHa komaHga interface chilli macpasswd.

3.32.30 interface chilli nasip

OnucaHue YctaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonsieT
HaCTPOWUTb 1 UCNO/B30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHTbI AprymeHT |3HaueHue OnucaHue
address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.
wan Ums uHTepgerica |IP-agpec ykasaHHoro WAN-uHTepoderica.
auto Knw4esoe cnoso |IP-agpec Tekywiero WAN-nHTepdelica.
Mpumep (config-if)> chilli nasip 95.213.215.187

Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.32.31 interface chilli nasmac

OnucaHune YcraHoBuUTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMon4yaHuto ncnosnbsyetcd MAC-agpec rocteBoi ceTu.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUo.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli nasmac mac>
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naBa 3 OnncaHme KOMaHA,

(config-if)> no chilli nasmac

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
mac MAC-apgpec HoBsblin MAC-agpec ans RADIUS
Called-Station-ID.

Mpumep (config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli0": NAS MAC address cleared.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.1 JobaBneHa komaHaa interface chilli nasmac.

3.32.32 interface chilli profile

OnucaHwne HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nutepdeiica Chilli

Cutoncnc (config-ifi>  chilli profile qrofile

(config-if)> no chilli profile

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
profile Ctpoka HassaHwue npoduna RADIUS-cepBepa.
Mpumep (config-if)> chilli profile Wi-Fi_SYSTEM

Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHgaa interface chilli profile.
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naBa 3 OnncaHme KoMaHp,

3.32.33 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tuvn nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 CTpoka Agpec BTopuyHoro RADIUS-cepBepa.
Npumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHza interface chilli radius.

3.32.34 interface chilli radiuslocationid

OnucaHue 3agaTb naeHTUdMKaTOp MecTonosioxxeHns RADIUS-cepsepa. OH A0MKeH ObiTb
B dopmate isocc=, cc=, ac=, network=.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHTbI AprymeHT 3HaueHve |OnucaHune

radiuslocationid |Crpoka 3HauveHne naeHTndmnKaTopa
MeCTOrMOJIOXEHNSA.

NMpumep (config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,
Chilli::Interface: "Chilli0@": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli®": radiuslocationid cleared.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.32.35 interface chilli radiuslocationname

OnucaHune 3a4aTb Ha3BaHMe MecTononoxeHus RADIUS-cepsepa.
KomaHga c npedurkcom no yganseTt HaCTPOWKY.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiuslocationname <radiuslocationname;

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCcTonoN0XeHUA.

Mpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli@": radiuslocationname cleared.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.10

JlobaBneHa komaHaa interface chilli
radiuslocationname.

3.32.36 interface chilli radiusnasid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb MAEHTNOUKATOP CepBepa CeTEBOro A0CTyra.

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

Ja
Aa
HeTt

Chilli

(config-if)>

chilli radiusnasid <radiusnasid>

(config-if)> no chilli radiusnasid

AprymeHT

3HauyeHne |OnucaHvie

radiusnasid

CTpoka NaeHTrndunkaTop NAS.

(config-if)> chilli radiusnasid keeneticru_12
Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli@": radiusnasid cleared.

Bepcus

OnucaHune

2.10

Job6aBneHa komaHaa interface chilli radiusnasid.

3.32.37 interface chilli radiussecret

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

YcTaHOBUTbL 06LWMIA KNtoY Ans 06oux RADIUS-cepBepoB.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Het

Chilli
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHT 3HayeHne |OnucaHue

radiussecret CTtpoka 3HaueHue Kaua.

(config-if)> chilli radiussecret 12df34fd

Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

Bepcus OnucaHve

2.10 JobaeneHa komaHaa interface chilli radiussecret.

3.32.38 interface chilli uamallowed

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YKa3aTb pecypc, K KOTOPOMY K/IMEHT MMeeT A0CTyn 6e3 nepBUYHOIA
ayTeHTUdMKaLuu.

KomaHAa ¢ npedurkcom no yganseT pecypc 13 cnucka. Ecnv BbINoAHUTL
KOMaHzy 6e3 apryMeHTa, To BeCb CMNCOK PeCypCcoB ByAeT OUULLEH.

Ja

Aa

Ja

Chilli

(config-if)>  chilli uamallowed wamallowed>

(config-if)> no chilli uamallowed [ «wamallowed> ]

AprymeHT 3HauyeHue OnucaHwue

uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

(config-if)> chilli uamallowed 188.166.114.0/24

Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »

garden.

(config-if)> chilli uamallowed www.example.link

Chilli::Interface: "Chilli@": "www.example.link" added to walled »

garden.
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naBa 3 OnncaHme KoMaHp,

UcTopusa nsmeHeHwnii

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from »
walled garden.

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli0@": "www.example.link" removed from »
walled garden.

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli uamallowed.

3.32.39 interface chilli uamdomain

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

YKa3aTb fOMeH, K KOTOPOMY K/INEHT UMeeT JOCTyn 6e3 nepBrUYHOW
ayTeHTUPUKaLmmn.

KomaHaa ¢ npepurkcom no yaanseT JoOMeH 13 cnucka. Ecam BeINOAHUTL
KOMaHAy 6e3 aprymeHTa, To BeCb CMUNCOK AOMEHOB byzeT OUKLLeH.

Aa

[Ja

Ja

Chilli

(config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«uamdomains ]

AprymeHT 3HayeHue OnuncaHwue

uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli0@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.10 JlobaeneHa komaHaa interface chilli uamdomain.

3.32.40 interface chilli uamhomepage

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcraHoBUTb URL-agpec goMalluHelr cTpaHuLbl 419 nepeHanpaBieHus
HeaBTOPM30BaHHbIX MOAb30BaTeNel.

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Chilli

(config-if)>  chilli uamhomepage wvamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT 3HaueHue |OnucaHue

uamhomepage Crtpoka Monb3oBaTenbckmin URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcus OnucaHue

2.10 Job6asneHa komaHaa interface chilli uamhomepage.

3.32.41 interface chilli uamport

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOA,

Ykasatb TCP-nopT A8 NOAKIH0UYEHNA aBTOPN30BaHHbLIX KNMeHTOB. 1o
YMONYaHWIO NCMOJIb3yeTcs 3HaueHre 3990.

KomaHga ¢ npedprKcom no yctaHaBAMBaeT NOPT MO YMOAYAHUIO.
Ja
Ja

Het
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naBa 3 OnncaHme KoMaHp,

Tun nutepdeiica Chilli

CuHoncnc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
uamport lenoe 4ucno |Homep nopra.
NMpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHaa interface chilli uamport.

3.32.42 interface chilli uamsecret

OnucaHue YCTaHOBUTL 06K Ktou Mexay UAM-cepsepom u Chilli. UAM-knrou
NCMNONb3yeTcsa ANA X3LWMPOBaHNSA 3anpoca nepes BbluncieHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamsecret wamsecret>

(config-if)> no chilli uamsecret

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
uamsecret CTpoka 3HaueHve Ktoya.
Mpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to "".
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.32.43 interface chilli uamserver

OnucaHue YctaHosuTb URL-agpec Beb6-cepsepa A/15 NpoBepKy NOASTIMHHOCTY K/INEHTOB.
KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
uamserver Crtpoka Monb3oBaTenbcknini URL-agpec
Beb-cepBepa.

Mpumep (config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.10 Job6aBneHa komaHaa interface chilli uamserver.

3.32.44 interface chilli uamuiport

OnucaHue Ykazatb TCP-NOpPT 415 06CTYXXMBAHNS BCTPOEHHOIO KOHTeHTa. 10 ymonyaHuio
1ncnonb3yeTca 3HaueHre 4990.

KomaHga ¢ npedunkcom no yctaHaBAMBaET MOPT MO YMOSTUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Chilli

(config-if)>  chilli uamuiport wamuiport,

(config-if)> no chilli uamuiport

AprymeHT 3HayeHue |OnucaHue

uamuiport lenoe 4ucno |Homep nopta.

(config-if)> chilli uamuiport 3945
Chilli::Interface: "Chilli@": uamuiport set to 3945.

(config-if)> no chilli uamuiport
Chilli::Interface: "Chilli@": uamuiport reset to default.

Bepcus OnucaHue

2.10 Job6aBneHa komaHga interface chilli uamuiport.

3.32.45 interface compatibility

OnucaHune

MNpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHOBUTbL CTaHAapThl 6eCNpoBOAHON CBA3M, C KOTOPbLIMUK AOJIXXEH bbITb
COBMeCTUM AaHHbI becnpoBogHon agantep (MHTepdeiic). ina nHtepdelicos
Wi-Fi cOBMEeCTMMOCTb 3aaeTcs CTPOKOM 13 NaTUHCKMX 6ykB A, B, G, N,
0603HavarLLMX AoNoNHeHWs K cTaHgapTy IEEE 802.11. K npumepy, Hannune
B CTPOKe COBMeCTUMOCTU BykBbl N ByfeT 03HauaTb, YTO JaHHbIN agantep
CMOXKeT B3anmMogencTeoBaTth € 802.11n-COBMeCTUMbIMN YCTPONCTBaMU Yepes
pagvokaHan. Habop fonycTUMBIX CTPOK COBMECTUMOCTM OonpejenseTcs
annapaTHbIMY BO3MOXHOCTSAMW KOHKPETHOro ajantepa 1 TpeboBaHuaMN
COOTBETCTBYIOLLMX AONONHEHN K cTaHAapTy IEEE 802.11.

Mo ymonuaHwio ang yactotsl 2,4 Iy ncnonbsyetca ctpoka «<BGN», «<AN» —
ana 5w,

Het
Ja
Het
Radio
(config-if)>  compatibility annex>
AprymeHT 3HaueHue ‘OnwcaHme
annex B, G, N Ana 2,4T1Tu.
A, N Ana 5T7Tu.
A, N+AC JononHuTtenbHbln ctaHaapT IEEE.
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NMpumep (config-if)> compatibility N
Network: :Interface: :Rtx: :WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jo6aBneHa komaHga interface compatibility.
2.06 Jlo6aBneH HoBbI cTaHAapT AC.

3.32.46 interface connect

OnucaHune 3anycTnTb Npouecc NOAKNYEHNS K YAaNeHHOMY y31y.
KomaHga ¢ npedurkcom no npepbiBaeT coejunHeHme.

Mpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP, IP

CuiHoncuc (config-if)>  connect [ via wia]

(config-if)> no connect

AprymeHTbI AprymeHT |3HayeHue OnwucaHue

via Wmsa unntepgerica |VIHTepdeiic, yepes KOTOpPbIN
OCYLLeCTBASAETCH NOAKNOUEHNE K
yaaneHHomy y3ny. [ina PPPoE aToT
napameTp ABAsSeTCA 06583aTe/IbHbIM.

Mpumep (config-if)> connect via ISP

(config-if)> no connect

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHga interface connect.

3.32.47 interface country-code

OnucaHune HasHaunTb nHTepdeicy 6ykBeHHbI KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-kaHanos. Mo yMon4aHuio yctaHoBneHo 3HayeHue RU.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio

CuHoncuc (config-if)>  country-code «code>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
code Ctpoka Koa cTpaHbl.
Mpumep (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": country code »
set.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHaa interface country-code.

3.32.48 interface debug

OnucaHwue BkOUNTL OTAAAOUHbIN pexrM NoAKAYeHUs PPP. B 0TNaf04yHOM pexuvme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NoAgpobHas nHpopmMaums o xoae
noaknto4veHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ npednkcom no oTKAoYaeT 0TNAALA0UHBIA PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CuHoncumc | (config-if)>  debug

I (config-if)> no debug

Mpumep (config-if)> debug
Network::Interface::Base: Debug enabled.

(config-if)> no debug
Network: :Interface::Base: Debug disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jo6aBneHa komaHga interface debug.
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3.32.49 interface description

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HasHaunTb Npon3BOIbHOE ONMCaHVe ceTeBOMY NHTepdelicy.
KomaHga ¢ npedurkcom no cTmpaeT onvcaHue.

Ja

Ja

Het

(config-if)>  description «description»

(config-if)> no description

AprymeHT 3HayeHne |OnucaHue

description Ctpoka Mpoun3BonbHOe onucaHne nHTepderica.

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface description.

3.32.50 interface down

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

OTKNOUYNTE ceTeBOV MHTepdEnC 1 3anncaTb B HACTPOMKN COCTOSAHME «downNn».

KomaHga c npedrnKcomM no BKAOUaeT ceTeBoOV HTepdeinc n yaanset «down»
N3 HaCcTpOeK.

Ja

Aa

HeTt

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.
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WcTopusa nsmeHeHum

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHue

2.00 JobaBneHa komaHaa interface down.

3.32.51 interface duplex

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YcTaHOBUTb AynnekcHbi pexxum Ethernet-nopTa. Mo ymonyaHuio 3agaHo
3Ha4veHue auto.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne No YMOAYaHUIo.
Ja

Ja

Het

Ethernet

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HayeHne |OnucaHue
mode full Pexxvm nonHoro gynnekca.
half MonyaynnekcHbIA pexum.
auto ABTOMAaTUYECKMIA JYNNEKCHbIT PeXUM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHue

2.06.B.1 Job6asneHa komaHgaa interface duplex.
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3.32.52 interface dyndns profile

OnucaHue MpuBsA3aTh K ceTeBOMY MHTepdeicy npodunb DynDns. MNepes BoinonHeHNEM
KOMaHZabl NPodub A0MKEH 6bITb CO34aH 1 HACTPOEH rpynnoi komaHa dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MeXAy npoduaem n
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-if)>  dyndns profile profile

(config-if)> no dyndns profile

AprymeHTbI AprymeHT |3HaueHme |OnucaHme

profile CTpoka HasBaHune npoduns DynDns.

Mpumep (config-if)> dyndns profile TEST
DynDns::Profile: Interface set.

(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.02 Jlo6aBneHa komaHga interface dyndns profile.

3.32.53 interface dyndns update

OnucaHwue O6HOoBUTL BpY4HYto IP-agpec ana DynDns. o ymonyaHuio KoMaHaa paboTtaeT
B COOTBETCTBUM C MOAUTUKOI NocTaBLLUmKa ycnyr DynDns, KoTopbli He
no3sonseT 06HoBAATL IP canwkom yacto. Kntouesoe c1oBo force no3sonseT

06HOBUTL IP B 06X0/ MOAUTUKN MOCTaBLLMKa YCAYT.
MNpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config-if)> dyndns update [ force]

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 1 57



naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT |3HayeHue OnuncaHwue
force Kmoyesoe csoBo |HeyuuTbiBaTb peKOMeHAOBaHHYH YacToTy
06HOBNIEHVSA.

(config-if)> dyndns update

Bepcus OnucaHve

2.00 JobasneHa komaHaa interface dyndns update.

3.32.54 interface encryption anonymous-dh

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

Mpumep

UcTopus nsmeHeHwnii

Bkntounts Anonymous DH anga SSTP-cepBepoB 6e3 ceptudukaTa.
KomaHga ¢ npedpurkcom no oTknrovaet Anonymous DH.

Ja

Ja

HeTt

SSTP

I (config-if)>  encryption anonymous-dh

I (config-if)> no encryption anonymous-dh

(config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

Bepcusa OnucaHue

2.13 JobasneHa komaHaa interface encryption
anonymous-dh.

3.32.55 interface encryption disable

OnucaHwue
Mpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

OTkAUUTL WndpoBaHme Ha 6ecnpoBOSHOM NHTepdeiice.
Hert
Aa

Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHum

WiFi
I (config-if)>  encryption disable

(config-if)> encryption disable

Network::Interface: :Rtx::AccessPoint:

wireless encryption disabled.

"WifiMaster®/AccessPoint0": »

Bepcus OnucaHue

2.00 Job6asneHa KomaHaa interface encryption disable.

3.32.56 interface encryption enable

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumnTb WwWndpoBaHMe Ha 6ecnpoBogHOM MHTepdelice. [1o ymonyaHuio

ncnonb3yetcs WnpposaHme WEP.

KomaHga c npedurKcom no oTktouaeT WindpoBaHme Ha 6ecnpoBOAHOM

nHTepoderice.

Ja

Ja

Hert

WiFi

I (config-if)> encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption enabled.

(config-if)> no encryption enable

Network: :Interface: :Rtx: :AccessPoint:

wireless encryption disabled.

"WifiMaster@/AccessPoint0": »

"WifiMasterQ@/AccessPoint0": »

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption enable.

3.32.57 interface encryption key

OnucaHwne

HasHaunTtb Kntoum wndpposaHuns WEP. B 3aBUCUMOCTIM OT pas3psgHOCTY, KoY
MOXeT 6bITb 3a4aH 10 WwecTHaguaTepnyHbIMU undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN K04, UK 26 LWeCTHaLaTePUYHbIMN
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Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

umdpamu (13 cumonamm ASCIT) WEP Bcero moxeT 6bITb 3agaHo oT 1 g0 4
KAouen wndpoBaHUS, N OANH U3 HUX AOJIXKEH OblTb Ha3HaYeH KJIHOYOM MO
YMOYaHUIO.

KomaHga c npedunkcom no yaansieT Koy,

Aa

Ja

Ja

WiFi

(config-if)>  encryption key «ids («values> [default] | default)

(config-if)> no encryption key «id>

AprymeHT 3HayeHne |OnucaHve

id Yenoe uucno |Homep knrova. Bcero MoxHo 3agaThb 40
ueTblpex Katouei.

value Crpoka 3HaueHue KYa B Bue
LecTHaguaTepPUYHOro YMcsa, COCTOSALLLEro
13 10 v 13 26 undp.

default Knwyesoe YKasbIBaeT, YTO AaHHbIN KoY byaeT
C/10BO MCMOb30BaH N0 YMOJTYaHUIO.

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface: :Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface encryption key.

3.32.58 interface encryption mppe

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoViKKn

BrntounTtb nogaepxky wudposaHusa MPPE.

KomaHgaa ¢ npedurkcom no oTkntovaeT wndposaHune MPPE.
Ja

Ja

MHorokpaTtHbIiA BBog, Het
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Tun nutepdeiica PPTP

CnHoncuc I (config-ify>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jo6aBneHa komaHga interface encryption mppe.

3.32.59 interface encryption owe

OnucaHwue BkntounTb anroputMel obecneyeHms 6esonacHoct OWE Ha 6ecnpoBOAHOM
nHTepderice. Mo yMONUYaHMIO HAaCTPOLiKa OTKAOUEHa.

KomaHga c npedumkcom no otkaroyaeT nogaepxky OWE.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
OWE algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.00 JobasneHa komaHgaa interface encryption owe.
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3.32.60 interface encryption wpa

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumnTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBOgHOM
nHTepodeiice. becnpoBogHOM NHTEPdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnons3oBaHme WPA v WPA2, ogHako nogaep>ka WEP aBToMaTUUeCKn
OTKNKOHaEeTCs Npu BKAKYEHUN ntoboro ns WPA.

KomaHga ¢ npedpurkcom no oTkatouaeTt WPA.
Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa koMmaHga interface encryption wpa.

3.32.61 interface encryption wpa2

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

Brntountb anroputmel obecnedeHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoAHOM NHTepdelice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmecTHoe ncrnonb3osaHue WPA n WPAZ, ogHako noaaepsxka WEP
aBTOMAaTMYeCcKn OTK/IIOHaeTCa NpU BKAKYEHUN 1106010 13 WPA.

KomaHga ¢ npedurkcom no oTknro4aeT WPAZ2.
Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jo6aBneHa koMmaHga interface encryption wpa2.

3.32.62 interface encryption wpa3

OnucaHune BkntounTb anroputMmbl obecneveHums 6esonacHoctu WPA3 Ha 6ecnpoBOgHOM
nHTepodeice. becnpoBogHON NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOIKa OTKAKOYEHa.

KomaHga ¢ npedprKcom no oTKAoYaeT nogaepxky WPA3.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica WiFi

CuiHoncuc I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

Npumep (config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.

(config-if)> no encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.00 JobasneHa komaHAa interface encryption wpa3s.

3.32.63 interface encryption wpa3 suite-b

OnucaHwune BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmTel
KOHbUMAeHUManbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKOYEHa.

MNpejukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica WiFi

CuHoncurc I (config-if)>  encryption wpa3 suite-b
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Mpumep

WcTopusa nsmeHeHum

(config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPointl": »
WPA3 SuiteB enabled.

Bepcus OnucaHue

3.01 JobaBneHa komaHga interface encryption wpa3 suite-b.

3.32.64 interface flowcontrol

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

HacTtpoiika ynpaBneHua notokom Ethernet Tx/Rx. Mo ymonyaHuto GyHKLNS
BK/IHOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

HeTt

Ethernet

(config-if)>  flowcontrol on

(config-if)> no flowcontrol [send]

AprymeHT 3HauyeHue |OnucaHue
send Knwouyesoe YnpasneHve NoToKOM paboTtaeT
CJ/10BO ACNHXPOHHO.

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHve

2.08 JobaeneHa komaHza interface flowcontrol.

3.32.65 interface ft enable

OnucaHwne

Brkarountb noaaepxky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
cTaHgapTa IEEE 802.11r. Mo ymonuyaHuio napameTp OTK/HOUEH.
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Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

[na npaBunbHoOM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 'y Heobxoavimo

BbIMNONTHNTb Cneayrolimne ycnosua:

* BKJ/tOYeHbl 06e Touku goctyna 2,4 My n 5 My,

* Y HUX OfMHaKkoBble SSID

* OHW MIMET OANHAKOBLIE MapamMeTpbl 6e30NacHOCTY (TUMN WndpPoBaHNS —

WPA2 nnun 6e3 napons, naposb, N T. 4.).

KomaHza c npedurKcom no yaansieT HacTpowiky.

Aa
Ja
Het

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable

Network::Interface: :Rtx::AccessPoint:

fast transition enabled.

(config-if)> no ft enable

Network: :Interface: :Rtx: :AccessPoint:

fast transition disabled.

"WifiMaster@/AccessPoint0":

"WifiMaster®/AccessPoint0":

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft enable.

3.32.66 interface ft mdid

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

YcraHoBUTb ngeHTndumkatop Mobility Domain gns FT. Mo ymondaHuio

ncnonb3syeTca 3HayveHUe KN.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpallaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

AccessPoint

| (config-ifi>  #t mdid amdic
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(config-if)> no ft mdid

AprymeHTsl

AprymeHT 3HauyeHue OnucaHwue

mdid CTpoka 3HadveHne ngeHTndrkKaTopa Mobility Domain.

CocTtount 13 2 cumonioB ASCII.

Mpumep

(config-if)> ft mdid 1F
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0Q/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

UcTopuns nsmeHeHnii

3.32.67 interfa

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

Bepcus OnucaHve
213 JobaBneHa komaHaa interface ft mdid.
ce ft otd

BrntounTb noaaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHaapTa IEEE 802.11r. 3TOT TUN FT ncnonb3yeTtca A poyMUHra B
ycTapeBLUMX abOHEHTCKNX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.
Mo ymMonuyaHuo napaMmeTp OTK/IOYEH.

KomaHga c npedurkcom no yganseTt HaCTPOWKY.
Ja

Ja

Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD enabled.

(config-if)> no ft otd
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition OTD disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.13

JobaeneHa komaHzaa interface ft otd.

3.32.68 interface hide-ssid

OnucaHwue BktounTb pexkmm ckpbiTvs SSID. Mpy cNonb30BaHUM 3TOM GYHKLMK, TOUKa
A0CTYyNa He oTObpaXaeTcsa B CncKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCNu No/b30BaTeNto N3BECTHO O CYLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee

SSID, TO CMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMONYaHNIo pexmm
OTK/IHOYEH.

KomMaHgaa c npedprKcomM no OTK/IOYAET 3TOT PEXUM.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica Access Point

CuHoncuc

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid

Mpumep (config-if)> hide-ssid

Network: :Interface: :Rtx: :AccessPoint:

SSID broadcasting disabled.

(config-if)> no hide-ssid

Network::Interface: :Rtx::AccessPoint:

SSID broadcasting enabled.

"WifiMaster@/AccessPoint0":

"WifiMaster@/AccessPoint0":

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.00

[Job6aeneHa komaHaa interface hide-ssid.

3.32.69 interface iapp auto

OnucaHue CreHepupoBaTb koY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, Ytobbl

Ha3HauUTb K04 BPYYHYIO, UCMONb3YyNTe KoMmaHgy interface iapp key.

MNpejukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Bridge

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

167



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I (config-if)>  iapp auto

(config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

Bepcus OnucaHve

3.03 JobasneHa komaHaa interface iapp auto.

3.32.70 interface iapp key

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb KKOY MOBUIBHOTO AOoMeHa IAPP ans ycneLwwHoM CMHXPOHM3aLumn
MeXxay ToukamMm A0CTyna, rae BkatoueH FT (komaHaa interface ft enable).
Toukm focTyna fOMKHbI NpuHagnexaTb ogHon IP-nogcetn. Mo ymonyaHumio
KJIlOY He Ha3Hau4eH.

KomaHza ¢ npedrKCOM No yaanseT K.

Ja

Ja

Het

Bridge
(config-if)>  iapp key <key>

(config-if)> no iapp key

AprymeHT 3HauyeHue OnucaHwue

key CTpoka 3HauyeHwue kntoYa IAPP. MakcManbHasa An1vHa

Knto4a — 64 cmmvBona.

(config-if)> iapp key 11223344556677
Network::Interface: :Rtx::Iapp: Bridge0® key applied.

(config-if)> no iapp key
Network::Interface: :Rtx::Iapp: Bridge® key cleared.

Bepcusa OnucaHve

2.13 Jlo6aBneHa komaHaa interface iapp key.

3.32.71 interface igmp downstream

OnucaHwne

BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIo K
noTpebuTensm rpynnoBo paccbUlkn. Ha ycTponcTee foKHa 6bITh 3anyLueHa
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cyxba service igmp-proxy. JonyckaeTcs Haan4vme HeCKONbKNX MHTepdelicos
downstream.

KomaHga ¢ npedprnkcom no oTMeHseT feiCTBNE KOMaHAbI.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CrHoncuc I (config-ify>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobasneHa komaHaa interface igmp downstream.

3.32.72 interface igmp fork

OnucaHue BkntounTb gybnnpoBaHme Ncxoaamx naketos /GMP upstream B 3aaHHbIN
nHTepoderic. lonyckaeTcs Hannume TobKO 0aHOro nHTepdeiica fork.

KomaHga ¢ npedmnkcom no oTMeHsET feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-ify>  igmp fork

I (config-if)> no igmp fork

Mpumep (config-if)> igmp fork

(config-if)> no igmp fork

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 JlobaBneHa komaHaa interface igmp fork.
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3.32.73 interface igmp upstream

OnucaHue BkntounTb pexuim paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K
MNCTOYHMKY FPYNNOBOW paccblkun. Ha yCTpoicTBe Ao/XHa 6bITh 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTca Haanuyve ToAbKo OAHOMo
nHTepderica upstream.

KomaHga ¢ npednkKcom no oTMeHseT feiiCTBUE KOMaHAbI.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

Mpumep (config-if)> igmp upstream

(config-if)> no igmp upstream

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga interface igmp upstream.

3.32.74 interface include

OnucaHue Yka3zaTb Ethernet-uHTtepdeiic, koTopblii byaeT AgobaBneH B NporpaMmMHbIi
MOCT B KayecTBe nopra.

KomaHga c npedumkcom no yganset nHtepderic ns mocTta.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
Tun nHTepdeiica Bridge

CrHoncumc (config-if)>  include <interface

(config-if)> no include <interface»

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

interface Umsa Wms nnm ncesaoHum Ethernet nHtepdodeiica,
uHTepgesica |KOTOPbLIV AO/IKEH BbiTb BK/IKOUEH B MOCT.
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Mpumep

UcTopuns nameHeHuii

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge@": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0@": removed ISP.

Bepcus OnucaHve

2.00 JobaeneHa komaHga interface include.

3.32.75 interface inherit

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3zaTb Ethernet-uHtepdeliic, koTopblii byaeT Ao6aBneH B NPOrpaMmMHbIi
MOCT B KayecTBe nopTta. B otanume ot komaHapl include, komaHaa inherit
nepeAaeT MOCTY HEKOTOpPbIE HAacTPOKiKK fobaBnsemMoro nHTepderica, Takme
Kak IP-agpec, macky u IP-nceBgoHMMBI. [pun yaaneHn nn6o camoro MocTa,
nnbo nHtepdeiica N3 MOCTa, 3T HACTPOIKU, AaXKe eCI OHW BbLIV U3SMEHEHbI,
6yayT CKONMpPOBaHbl 06PaTHO Ha OCBOBOAMBLUNICA MHTepdeiC.

KomaHga nossonseT fo6aBUTb B MOCT MHTepdeiic, Yepes KOTopbI
OCyLLecTBASETCS ynpas/ieHne yCTPOMCTBOM, N He NOTepsTb ynpasfeHune.

KomaHga ¢ npedurkcom no yaanset nHtepderic u3 MocTa, Bo3Bpallaer
NHTepdency HaCTPOIKK, yHacne0BaHHbIE paHee MOCTOM, U cbpackiBaeT 3Tn
HaCTPOWNKM y MOCTa.

Aa

Ja

Ja

Bridge

(config-if)>  inherit <interface»

(config-if)> no inherit <interface»

AprymeHT 3HayeHue OnuncaHwue

interface Umsa Nmsa nnm ncesaoHum Ethernet nHtepdeiica,
uHTepgesica |KOTOPbLIV AO/IXEH BbITb BK/IKOUYEH B MOCT.

(config-if)> inherit GigabitEthernet0/Vl1an3
Network: :Interface::Bridge: "Bridgel": GigabitEthernet0/Vlan3 »
inherited in Bridgel.

(config-if)> no inherit
Network::Interface::Bridge: "Bridgel": inherit removed.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface inherit.

3.32.76 interface ip access-group

OnucaHune MpurBA3aTb MMEHOBaHHbIM CNUCOK NpaBun dpunbTpaunm (ACL, cm. access-list)
K nHTepdelicy. NapameTp in nam out ykasblBaeT HanpasneHve Tpapurka Ans

KOTOporo byaeTt npumeHATbcA ACL. K ogHOMY MHTepdelicy MoXeT 6biTb
npmBs3aHoO Heckonbko ACL.

KomaHaa ¢ npedpurkcom no oTkntouaet ACL Anst ykazaHHOro nHtepdeiica u
HanpaBneHus Tpaduka.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip access-group acl> «direction

(config-if)> no ip access-group «acls> «direction

AprymeHTbI AprymeHT 3HaueHue OonucaHue

acl Ctpoka Cnuncok npasun ¢uabTpaLmy,
npeaBapuTeNbHO CO3aHHbIN C MOMOLLbIO
KoMaHAbl access-list.

direction in MpUMeHUTb GUNbTPALMIO K BXOAALLM
nakeTam.
out MpUMeHUTb GUNBLTPALMIO K NCXOAALLINM
nakeTtam.
Mpumep (config-if)> ip access-group BLOCK in

Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".

(config-if)> ip access-group BLOCK out
Network: :Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 JobaeneHa koMmaHga interface ip access-group.
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3.32.77 interface ip address

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

N3meHnTb IP-agpec n macky ceteBoro nHtepdeiica. Ecnm Ha nHtepdelice
3anylieHa cnyxba aBToMaTUYeCKON HacTPOMKK aapeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
afpec MoXeT 6bITb Nepe3anycaH.

KomaHga ¢ npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Ja

Ja

Het

IP

(config-if)>  ip address «address> amask>

(config-if)> no ip address

AprymeHT 3HauyeHue OnuncaHwue

address IP-apapec Afpec ceTeBoro nHtepderica.

mask IP-macka Macka ceteBoro nHTepéelrica. Ectb aBa
cnocoba BBOAA MacKn: B KAHOHMYECKOM BUje
(Hanpumep, 255.255.255.0) v B BUAe

61TOBOI ANVHBI NpeduKca (Hanpumep, /24).

OAHO 1 TO Xe 3HauYeHue agpeca ceTu, cocTosLero ns IP-agpeca n macku,
MO>HO BBeCTU ABYMS CNOCO6aMM: yKa3aTb Macky B KQHOHUYECKOM BUAE NN
3a4aTb OUTOBYH ANVHY Npedukca.

(config)> ip address 192.168.9.1/24
Network: :Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.

Bepcus OnucaHve

2.00 JobasneHa komaHgaa interface ip address.

3.32.78 interface ip address dhcp

OnuncaHwne

3anyctntb DHCP-kAMEHT Ana aBTOMaTMYeCKON HaCTPOKM ceTeBbIX
napameTpoB: IP-agpeca n mackn nHtepdeliica, cepsepos DNS n winto3a no
YMONUaHUIO.
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Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

KomaHga c npedurkcom no octaHaBnmBaeT cnyx6y DHCP-knveHTa, yaansaet
AVHaMMYeCcKn HacTpOeHHble NapamMeTpbl 1 BO3BpaLlaeT npeabigyLume
HacTpouku IP-agpeca 1 macku.

Ja
Aa
HeTt

Ethernet

(config-if)>  ip address dhcp [ hostname <hostname> ]

(config-if)> no ip address dhcp

AprymeHT 3HayeHne |OnucaHue

hostname CTpoka MMsa xocTa, KOTopoe nepejaeTcs B nose
12-oin onuyymum DHCP. 310 nmsa He
0653aTeNIbHO AOMKHO 6bITb TaKMM Xe, Kak
NMS XOCTa, BBeJEeHHOe B npoLiecce
rno6anbHON HAaCTPOKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 Job6asneHa komaHga interface ip address dhcp.

3.32.79 interface ip adjust-ttl

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

N3meHnTb NnapameTp TTL nepBOro nakeTa Ans BCEX BXOAALLMX COANHEHNIA
nHTepodelica.

KomaHga ¢ npedrkcoM No OTMeHSAEeT HaCTPOIAKY.
Ja

Ja

Het

IP

I (config-if)> ipadjust-ttl(inc | dec | set) walue
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no ip adjust-ttl

AprymeHT |3HaueHue OnucaHwue

inc KnwyeBoe cnoso |KntoueBoe c10BO, 0603HavatroLlee
yBenudeHmne TTL.

dec KnwyeBoe cnoso |KntoueBoe c10BO, 0603Havatrollee
yMeHblueHune TTL.

set Kriw4esoe cnoso |3meHUTL napameTtp TTL Bcex BXoAALLNX
MakeToB.

value Llenoe uucno BenvnumHa nameHeHust TTL. MoxeT

MPUHVMaTL 3HadeHnsa oT 1 fo 255
BK/IHOUNTENBHO.

(config-if)> ip adjust-ttl inc 1

Network: :Interface::Ip:

"CdcEthernetl": TTL adjustment enabled.

(config-if)> no ip adjust-ttl
Network::Interface::Ip: "CdcEthernetl": TTL adjustment disabled.

Bepcus OnucaHue
2.00 JobasneHa KkomaHaa interface ip adjust-ttl.
2.09 JobaBneHo K14YeBoe C/I0BO set.

3.32.80 interface ip adjust-ttl send

N3meHnTb NnapameTp TTL Bcex NakeToB AN NCXOAALLNX COeAVNHEHNTA
nHTepoderica.

OnuncaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIKy.

Ja
Ja
Het

IP

(config-if)>

ip adjust-ttl

send <send»

(config-if)> no ip adjust-ttl send

AprymeHT

3HayeHue

OonvcaHune

send

Lenoe u4ucrno

BennyvHa nsmeHeHusa TTL. MoxeTt
NprHMMaTb 3HayeHusa oT 1 go 255

BKNHOYNTENBbHO.
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Mpumep

UcTopuns nameHeHuii

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network::Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.32.81 interface ip alias

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

YCTaHOBUTb AOMNONHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(nceBAOHUM).

KomaHga c npedurkcom no cbpacbiBaeT ykasaHHbI NceBAOHNM Ha 0.0.0.0,
TEéM CaMbIM yaandaa ero. Ecnwv BbIMONHUTL KOMaHA4y 6e3 aprymMmeHTa, TO BeCb
Crnnmcok ncesaoHMMOB 6yAET o4nLleH.

Ja

Ja

Ja

IP, Ethernet

(config-if)>  ip alias address> anask»

(config-if)> no ip alias [ <address> amask> ]

AprymeHT 3HauyeHue OnucaHwue

address IP-agpec JonoNHUTENbHbIN ajpec ceTeBoro
nHTepoderica.
mask IP-macka JornonHnTenbHas Macka ceTeBoro

nHTepodeiica. EcTb ABa cnocoba BBOAa MacKu:
B KAHOHMYeCKOM BUje (Hanpumep,
255.255.255.0u B BUAe 61TOBOW AJINHBI

npedukca (Hanpumep, /24).

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": alias 0 reset »
to 0.0.0.0/0.
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(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStationQ": all aliases »

removed.
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.00 JobasneHa KkomaHaa interface ip alias.

3.32.82 interface ip dhcp client broadcast

OnucaHue YcTraHoBUTL 6UT broadcast B coobuieHmsax DHCP Discover, yka3biBatoLLuii
Ha crnocob oTnpaBKy oTBeTa 06paTHO KIMeHTY. Mo ymonyaHuio napameTp
OTKJIFOUEH.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client broadcast

I (config-if)> no ip dhcp client broadcast

Npumep (config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

WcTopusa nsmeHeHU |yersion Description

2.15 [JlobaBneHa komaHga interface ip dhcp client broadcast.

3.32.83 interface ip dhcp client class-id

OnucaHune YKa3aTb NPOU3BOANTENS YCTPOMNCTBA, Ha KOTOPOM paboTtaeT DHCP-KNMeHT
(onuwsa dhcp 60).

KomaHga c npedunkcom no yganseTt HacTPOKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ethernet

(config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHT 3HauyeHue OnuncaHwue

class-id CTpoka Ha3BaHwve nponsBoAnTens ycTporicTea,

3aK/ro4yeHHoOe B ABOI7IHble KaBbIYKW.

(config-if)> ip dhcp client class-id "Air"
Dhcp::Client: ISP DHCP client vendor class is set to "Air".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

Bepcus OnucaHue

2.02 JobasneHa komaHaa interface ip dhcp client class-id.

3.32.84 interface ip dhcp client debug

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BKAOUNTL OTNAA0UHbIV peXXVM. B 0T1af04HOM pexxMe B CUCTEMHbI XXypHan
BbIBOAMTCHA NOAPOOHasa nHpopmaumsa o pabote DHCP-knneHTa.

KomaHgaa ¢ npedrKCoOM no oTKAKOHaeT OTNAAL0UHbIA PEXUM.
Aa

Ja

HeTt

Ethernet

I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.

(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

Bepcus OnucaHve
2.01 JobasneHa komaHga interface ip dhcp client debug.
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naBa 3 OnncaHme KOMaHA,

3.32.85 interface ip dhcp client displace

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

BbITeCHUTB CTaTnuecknin agpec nHTepdeiica what B cnyyae eciv oH
KOH}NNKTYeT € agpecom, nonyvyeHHsIM DHCP-K1MeHTOM OCHOBHOIO
nHTepderica.

[JaHHasi KOMaHAa BbIMOHAETCA aBTOMATNYeCKM NpU NogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOAUT COXPaHeHe KOHGUrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomaHga ¢ npednKcom no oTMeHseT BbiITeCHeHMe AN YKa3aHHOro
nHTepderica.

Ja

Aa

Ja

Ethernet

(config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHT 3HaueHue OnucaHwue

what nms MMs nnm nceBAoHUM nHTepdeiica, yei
uHTepperica cTaTnyeckuin agpec byaeT BblITECHEH.

check-session |Knwuyesoe Mpu Hanu4nn akTUBHOM cecnmn SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonyaHuwo
KomaHaa gobaensietca Bdefault-config.

(config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHue
2.03 JlobasneHa komaHga interface ip dhcp client displace.
2.15 Job6asneH aprymeHT check-session.
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naBa 3 OnncaHme KoMaHp,

3.32.86 interface ip dhcp client dns-routes

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

BrounTb aBTOMaTryeckoe gobaBneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMonyaHuo HacTpoika BKKOYEeHa.

KomaHga ¢ npedprKcoM no OTK/I0UaEeT HaCTPOWKY.
Ja

Ja

Het

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.32.87 interface ip dhcp client fallback

OnucaHwmne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

YCTaHOBUTb 3afaHHbI MONb30BaTeNeM CTaTUYeCcKNi agpec B ciiy4dae
BO3HMKHOBeEHWs owmnboK npu pabote DHCP,

KoMaHAa ¢ npedurkcoM no 0TMeHsIeT HAaCcTPOIiKY, N YCTaHaBIMBAEeT ajpec
0.0.0.0..

Ja
Aa
HeTt

Ethernet

I (config-if)>  ip dhcp client fallback <type>

I (config-if)> no ip dhcp client fallback
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

type CTpoka Tun IP-agpeca. B HacTosiLee BpeMs
peann3oBaH TONbLKO oAVH TN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface ip dhcp client fallback.

3.32.88 interface ip dhcp client hosthame

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHuim

Ha3sHaunTb nms xocTta, koTopoe oTnpasnsetca B DHCP-3anpoce.
KomaHga c npedurkcom no Bo3BpaLlaeT XoCTy MIMs Mo YMOAYaHUIO.
Ja

Aa

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnucaHwue

hostname CTpoka MIMs xocTa ans Ha3HayeHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).

Bepcus OnucaHve

2.00 Job6aBneHa komaHga interface ip dhcp client hostname.
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naBa 3 OnncaHme KoMaHp,

3.32.89 interface ip dhcp client name-servers

OnucaHue Vicnonb3oBaTh agpeca cepsepos DNS nonyyeHHsble no DHCP. 1o ymon4aHuio
3Ta $yHKLUMA BKAOYEHA.

KomaHga c npedurkcom no 3anpeLLaeT NCnonb3oBaTh agpeca DNS-cepeepos
nosiyyeHHble no DHCP.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

Mpumep (config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 [Jlo6aBneHa komaHga interface ip dhcp client
name-servers.

3.32.90 interface ip dhcp client release

OnucaHwue DHCP-knueHT ocBoboOXAaeT apeHAy IP-agpeca v yxoauT B CASLLVIA pexXunMm.
ELle ogHO BbiNOAHEHMeE 3TO KoMaHAbl nepeBoanT DHCP-kANEHT B pexumm
aBToMartuyeckoro nonyyeHus IP-agpeca.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica Ethernet

CuHoncnc I (config-if)>  ip dhcp client release

Npumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aBneHa komaHga interface ip dhcp client release.

3.32.91 interface ip dhcp client renew

OnucaHwue DHCP-knueHT ocBoboXAaeT apeHay IP-agpeca n nepexoanT B pexmnm
noJly4eHnst HoBOro.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHaa interface ip dhcp client renew.

3.32.92 interface ip dhcp client routes

OnucaHune BikntoumnTb nonyyeHve mapLupyToB oT nposaligepa (onuyum dhep 33, 121,
242). Mo ymonuaHuo BKIOYEHO. B HacTpoikax oTobpakaeTcs TONbKO C
npedurkcom no.

KomaHga ¢ npedrkKcom no oTKAoUaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Ethernet
Cunoncnc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes
Mpumep (config-if)> ip dhcp client routes

Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface ip dhcp client routes.

3.32.93 interface ip flow

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

BkntounTb ceHcop NetFlow Ha 3aaaHHOM UHTepdelice. Mo yMONYaHWO 3TOT

napameTp OTKJIIOYeH.
KomaHga ¢ npeprKcom no oTKHO0
Ja

Aa

Het

IP

(config-if)>  ip flow«directi

(config-if)> no ip flow

yaet ceHcop NetFlow.

on

AprymeHT 3HaueHue |OnucaHue
direction ingress Céop BxogdLero Tpaduka.
egress C6op ncxogsulero Tpaduka.
both C6op 1 BXOAALLEro, U NCXOAALLEro
Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow co
"Home" in "ingress" directio

(config-if)> ip flow egress
Netflow: :Manager: NetFlow co
"Home" in "egress" direction

(config-if)> ip flow both
Netflow: :Manager: NetFlow co
"Home" in "both" direction.

llector is enabled on interface »
n.

llector is enabled on interface »

llector is enabled on interface »

Bepcus OnucaHue

2.11 JobasneHa komaHgaa interface ip flow.
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naBa 3 OnncaHme KOMaHA,

3.32.94 interface ip global

OonuncaHmne YcTaHOBUTb A1 HTepdelica cBoCTBO «global» c napameTpom. 3To CBOMCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMoN4aHuto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaensath global-nHtepdeicel, kak
BejyLLue B rnN06anbHyo CeTb (B MHTEpHET).

MapameTp cBoicTBa «global» BnnseT Ha npuopuTeT HTepdeiica B Npase
YCTaHOBUTb MapLUPYT MO yMONYaHWo0. Yem npropuTeT 60nbLue, TeM
XenartesbHee 419 NO/Ib30BaTENSA BbIXOA B IN106a1bHYH CeTb Yepes yKa3aHHbIN
nHTepdeic. C NOMOLLIbIO NpropuTeTa peannsyeTcs GyHKLMA pe3epBrpOoBaHNS
noaxntoveHns B HTepHeT (WAN backup) «global».

Mo yMONYaHMIO HaCTPOMKa OTKAOUEHa.
KomaHga ¢ npedurkcom no yaanseT CBONCTBO.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

priority Uenoe u4ucno |MpuoputeT nHTepderica npm yctaHoBKe
MapLupyTa no ymondaHuto. MoxeT
NpUHMMaTbL 3HayveHusa oT 1 o 65534.

order Uenoe uymcno |OTHOCUTENBHbIA MPUOPUTET MEXAY
nHTepdericamm. MoxeT NPUHNMATb
3HaueHus ot 0 10 65534, Ho He 6osee, uem
KONNYECTBO rnobanbHbIX MHTEPhENCoB.

auto Knio4yesoe ABTOMaTM4YecKoe BblYMCNeHne

C/10B0 npuoputeta nHTepdeiica. iHtepdeiic
pacnonaraeTcs 6mxKe K KOHLLY CrncKa, HO
BblLLe nopsajaka X.

Mpumep (config-if)> ip global 10
Network::Interface::IP: "L2TP0": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO0": order is 1.

(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no ip global
Network::Interface::IP: "L2TPO": global priority cleared.

Bepcus OnucaHue
2.00 JobasneHa KomaHaa interface ip global.
2.09 [JlobasneHbl aprymeHTbl order un auto.

3.32.95 interface ip mru

OnucaHune

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

YcTaHOBUTb 3HaveHne VMRU KoTopoe byaeT nepesaHo yaaeHHOMY Y31y Npu
yCTaHoBAeHUU coeanHeHna PPP (IPCP). o ymonyaHUo UCnosib3yeTcs
3HaueHVe 1460.

KomaHga ¢ npedprKcoOM no oTMeHsieT AeiCTBME KOMaHAbI.
Ja

Ja

Het

PPP

(config-if)>  ipmru wmru

(config-if)> no ip mru

AprymeHT 3HauyeHue OnucaHue

mru Lenoe uucno |3HauveHue MRU.

(config-if)> ip mru 1492
Network: :Interface::Ppp: "PPPoEO": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

Bepcus OnucaHue

2.00 Job6aBneHa komaHgaa interface ip mru.

3.32.96 interface ip mtu

OnucaHune

YCTaHOBUTL 3HaueHKe MTU Ha ceTeBOM UHTepdeiice. MNpun ycTaHOBIEHUN
coefMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y3/1y 6yAyT OTAPaBASTLCA
nakeTbl yka3zaHHoOro pasmepa MTU aaxe ecnw ToT 3anpocun MTU MmeHbLLero
3HaveHws.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedprikcoM no copackiBaeT 3HaueHue MTU Ha To, koTopoe 6b110
40 nepBoro npuMeHeHMAa KoMaHabl.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip mtu mtw

(config-if)> no ip mtu

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
mtu UYesoe yucso |3HauveHme MTU. MoxeT npUHUMaTb 3HaUYeHns
OT 64 10 65535 BKIKOUNTENBHO.

Mpumep (config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network: :Interface::Base: "GigabitEthernetl": static MTU reset »

to default.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa KomaHga interface ip mtu.

3.32.97 interface ip nat loopback

OnucaHue BkntounTb 0bpaTHyto TpaHcnsauuio agpecos (NAT loopback) ana otnpaskum
JIOKaNnbHbIX 3anNpocoB J1oKalbHOMY cepBepy U3 VIHTepHeTa. [1o yMoi4aHuio
3TOT NapaMeTp BK/KOUeH 418 nHTepdericos JomallHel ceTu (YypoBHM
6e3onacHocTu private un protected).

KomaHga ¢ npedurkcom no oTknrovaet NAT loopback.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica IP

CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa ip nat loopback.

3.32.98 interface ip remote

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTbL CTaTUYeckuii agpec yaaneHHoro ysna.
Ja

Ja

HeTt

PPP

(config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHT 3HauyeHue OnuncaHwue

address IP-appec Ajpec yaaneHHoro ysna.

(config-if)> ip remote 192.168.2.19
Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

Bepcus OnucaHve

2.00 [Jlo6aBneHa komaHga interface ip remote.

3.32.99 interface ip tcp adjust-mss

OnucaHwne

Mpejukc no

YCTaHOBWUTb OrpaHnyeHne MakCMMaaibHOro pasMepa cerMeHTa UCxXoaaLLmx
ceccuia TCP. Ecnm 3HadveHue VSS, KOTopoe nepeaaeTcs B NoJie 3arofioBka
SYN-nakeToB, npeBbIlWaeT 3ajaHHOe, KOMaH4a MeHdeT ero. KomaHza
nprMeHsieTcd K nHTepdericy n gelicTByeT Ha Bce ncxogsiime TCP SYN-nakeThbl.

KomaHza ¢ npedprKCOM No oTMeHsIeT AeCTBME KOMaHAbI.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ja

Het

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT (3HauyeHue OnucaHwue

pmtu KmiwyeBoe c¢1080|YCTaHOBNTL BEPXHIOKO rpaHuLy MSS,
paBHYy0 MUHVManbHOMY MTU Ha nyTn K
yAaneHHoMmy y3ny.

mss Llenoe uucno MSS BepxHAsA rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network: :Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHue

2.00 Job6asneHa komaHga interface ip tcp adjust-mss.

3.32.100 interface ipcp default-route

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

Mcnonb3oBaTb agpec yaaneHHOoro y3na Kak LUA3 Mo YMONYaHUI0.

KomaHga ¢ ﬂpe¢I/IKCOM no 3anpeliaeT nsSMeHeHKre WaK3a no ymoa4aHumio.

Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.
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naBa 3 OnncaHme KoMaHp,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

Jo6aBneHa komaHga interface ipcp default-route.

3.32.101 interface ipcp dns-routes

OnucaHwne
BK/ItOUYEHaA.

Mcnonb3oBaTb MapLUpyThl Nofay4YeHHble no IPCP. 1o yMon4YaHUo HacTpoika

KomaHga ¢ npeprKcoM no yaanset HaCcTPOMKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica PPP

CuHoncuc

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

Mpumep

(config-if)> ipcp dns-routes

DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.02

Job6asneHa komaHaa interface ipcp dns-routes.

3.32.102 interface ipcp name-servers

OnucaHune

Vcnonb3oBaTb agpeca cepsepoB DNS, nosyyeHHble no IPCP. Mo ymon4aHuio

HaCTpoWKa BK/OYEHa.

KomaHga ¢ npedrkcom no 3anpeLlaeT Cnoib30BaTh ajpeca cepsepoB DNS
nosiyyeHHble rno IPCP.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPP

CuvHoncuc

I (config-if)>  ipcp name-servers
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naBa 3 OnncaHme KOMaHA,

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.32.103 interface ipcp vj

OnucaHwue BknrounTb oxatme 3aronoskos TCP/IP meTogom BaH fko6coHa. Mo
YMONYaHMIO HAaCTPOKiKa OTK/IOUEHa.

KomaHga ¢ npedurkcom no oTkAoUaeT oxaTue.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica PPP

CnHoncunc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
cid Kroyesoe Brknrountb coxkatmne Connection ID B
c/10BO 3aro/ioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga interface ipcp vj.

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

191



naBa 3 OnncaHme KoMaHp,

3.32.104 interface ipsec encryption-level

OnuncaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

3asaTb YpoBeHb LWdpoBaHUA Ans [Psec-COefNHEHWs], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymonyaHmto — normal.

MoApo6HOe onMcaHme KaXza0ro YpoBHS MPUBOANTCS B [1pUIOXKEeHNN.

KomaHga ¢ npedprKcom no ycTaHaBAMBaeT ypoBeHb LWMGPOBAHNSA MO
YMOJTHaHUIO.

Ja
Aa
HeTt

Secure

(config-if)>  ipsec encryption-level <level>

(config-if)> no ipsec encryption-level

AprymeHT 3HaueHue |OnucaHue
level weak Cnabblin ypoBeHb, BK/IKOUEHbl aNropUTMBbI
DES n MD5.
normal CoBMeCTUMbI € 60NBLLINHCTBOM CUCTEM
ypoBeHb, npuoputet otaaetca AES128 n
SHA1.

normal-3des |CoBMeCTUMbIV C 6ONbLUNHCTBOM CUCTEM
ypoBeHb, npuopuTteTt otaaetca 3DES v
SHA1.

strong CaMblli CUNbHBIN YpOBeHb, 0653aTenbHO
BKtoYeH PFS, npuoputeTt oTgaetca AES256
n SHA1.

weak-pfs To e camoe, 4To 1 weak, HO Ans BTOpPOIi
dasbl BKAtoveH PFS group 1 m 2.

normal-pfs |To>e camoe, uToun normal, HO AN15 BTOPOIA
¢dasbl BKAtoYeH PFS group 2 u 5.

normal-3des-pfs| To ke camoe, 4To 1 normal-3des, HO And

BTOpOW ¢a3bl BkAoYeH PFS group 51 14.

(config-if)> ipsec encryption-level weak
Network: :Interface::Secure: "Gre0": security level is set to »
"weak" .

(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.08

JobaBneHa komaHaa interface ipsec encryption-level.

3.32.105 interface ipsec force-encaps

OnucaHune BkntounTb noaaepxxky NpUHYANTENbHOW NHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHener. Mo yMonyaHuto 3ta GyHKLMA OTKI0UEHa.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica Secure

CuHoncuc

I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

enabled.

(config-if)> no ipsec force-encaps
Network::Interface::Secure: Force ESP in UDP encapsulation »

disabled.

WcTopuns nsmeHeHunit |Bepcus

OnucaHune

2.12

Job6asneHa komaHaa interface ipsec force-encaps.

3.32.106 interface ipsec ignore

OnucaHune OTKNOUNTE 06pabOoTKy BXOAALLMX IKE-NaKkeToB cyXbbl IPsec Ha HTepdelice.

KomaHza c nped1KcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Secure

CuvHoncuc

I (config-if)>  ipsec ignore
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I (config-if)> no ipsec ignore

Mpumep (config-if)> ipsec ignore
IpSec::Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0®" removed from IPsec ignore list.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface ipsec ignore.

3.32.107 interface ipsec ikev2

OnucaHwue Bkntountb npotokon IKEV2 ansa IPsec-coeHeHUs, aBTOMaTnU4eckm
CBSA3aHHOrO C TyHHeneMm. o ymonyaHutio ncnonbsyercs npotokon IKEv1.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMOoAYaHuIo.
Mpe¢ukc no [Ja
N3meHuTb HacTpoiiku [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Secure

CuHoncumc I (config-ify>  ipsec ikev2

I (config-if)> no ipsec ikev2

Mpumep (config-if)> ipsec ikev2
Network: :Interface::Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.10 Jlo6aBneHa komaHga interface ipsec ikev2,

3.32.108 interface ipsec nail-up

OnucaHune BKOUMTL aBTOMaTUYECKME N3MEHEHNS CEKPETHBIX KNoUein AN TYHHenein
L2TP/IPsec, EoIP/IPsec, Gre/IPsec, IPIP/IPsec. [To ymonuyaHuio napameTp
BKJIHOYEH.

KoMaHga ¢ npedprikcoM No OTKAOUAET HAaCTPOIAKY.

Mpedukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Secure

I(conﬂgJﬂ> ipsec nail-up

I(conﬁg—ﬁﬁ>noipsecnai1-up

(config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up
Network: :Interface::Secure: SA renegotiation disabled.

Bepcusa

OnucaHune

2.12

JobaeneHa koMmaHgaa interface ipsec nail-up.

3.32.109 interface ipsec preshared-key

OnucaHune

Mpedunkc no
N3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

YcraHoBUTb KoY PSK ansa IPsec-coegnHeHWs, aBTOMaTUYeCK CBA3aHHOIo

C TyHHEenem. Takxe BKtOYaeT Ucnob3oBaHue [Psec pNs 3Toro TYHHEnNA.

KomaHga ¢ I'Ipe¢I/IKCOM no C6paCbIBaeT 3Ha4yeHne Kak4a.

Ja
Ja
HeT

Secure

(config-if)>

ipsec preshared-key ey

(config-if)> no ipsec preshared-key

AprymeHT

3HayeHue

OnwucaHune

key

CTpoka

3Ha4veHne cekpeTHoro PSK-ktoua.

(config-if)> ipsec preshared-key 12345678

Network: :Interface: :Secure:

"Gre0@": preshared key was set.

(config-if)> no ipsec preshared-key

Network: :Interface: :Secure:

"Gre0": preshared key was reset.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 Jo6aBneHa komaHga interface ipsec preshared-key.

3.32.110 interface ipsec proposal lifetime

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb BpeMs XN3HU TpaHchopMaumm IPsec Phase1 Ha nHTepdeiice.
Mo ymonyaHwmio ncnonb3syercs 3HayeHve 28800.

KomaHga ¢ npedrkcom no BO3BpaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

Secure

(config-if)>  ipsec proposal lifetime «lifetimes

(config-if)> no ipsec proposal lifetime

AprymeHT 3HauyeHue OnucaHwue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpvHMUMaTb 3Ha4YeHns oT
60 n0 2147483647.

(config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.

(config-if)> no ipsec proposal lifetime
Network::Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.

Bepcus OnucaHue

2.1 JobasneHa komaHga interface ipsec proposal lifetime.

3.32.111 interface ipsec transform-set lifetime

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiKK

YCTaHOBUTb BpeMs XM3HU TpaHchopmauumm IPsec Phase2 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HayveHne 28800.

KomaHgaa ¢ npedrKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIo.
Ja
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

Het

Secure

(config-if)> ipsec transform-set lifetime «lifetime>

(config-if)> no ipsec transform-set lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime lenoe umucno |Bpems xun3Hm npeobpasoBaHunsa IPsec B
cekyHAax. MoxeT NpyHMUMaTh 3Ha4YeHns ot
60 0 2147483647.

(config-if)> ipsec transform-set lifetime 2222222
Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

(config-if)> no ipsec transform-set lifetime
Network: :Interface: :Secure: IPsec ESP transform-set lifetime »
reset to 28800 s.

Bepcus OnucaHve
2.1 JobasneHa komaHaa interface ipsec transform-set
lifetime.

3.32.112 interface ipv6 address

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

HactpouTtb IPv6-agpec Ha nHTepdelice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTca aBToMaTnyeckn. BBoj agpeca BpyyHyto AenaeT ero
CTaTNYecKknM.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Ja

Ja

Aa

(config-if)>  ipv6 address (<address> | auto)

(config-if)> no ipv6 address [ «address; | auto]

AprymeHT 3HauyeHne |OnucaHue

address IPv6-agpec |Aapec DNS-cepsepa.

auto Krmouesoe BkIUUTb AHaMKMYecKoe Ha3HaveHve
CJ/10BO ajpeca.
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Mpumep (config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHgaa interface ipv6 address.

3.32.113 interface ipv6 force-default

OnucaHue Ncnonb3oBath MHTepdeinc B kKauecTse LW/03a Mo ymondaHuio ans IPv6. Mo
YMOJIHaHUIO NapamMeTp OTK/IHOYEH.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
Npumep (config-if)> ipv6 force-default

interface is forced to be the default IPv6 gateway
VICTOleﬂ N3MeHeHUun Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa interface ipv6 force-default.

3.32.114 interface ipv6 name-servers

OnucaHue HacTtpouTb nonyyeHmne nHdopmaumm ot DNS. Ecnm ykasaH aprymeHT auto,
BktoyatoTcd DNS-3anpocsl DHCPv6.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Cunoncuc I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]
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AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

AprymeHT 3HayeHue |OnucaHue
auto Knwyesoe BkntounTb aBTOKOHGUrypaumio DNS.
CJ/1080

(config-if)> ipv6 name-servers auto

Name servers provided by the interface network are accepted.

Bepcus

OnucaHune

2.00

JobasneHa komaHgaa interface ipv6 name-servers.

3.32.115 interface ipv6 prefix

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.32.116 interface ipv6cp

OnuncaHwne

HactponTb generaumio npedukca. Ecnm ykasaH apryMeHT auto , npepukc
3anpaluvBaetca Yyepes DHCPv6-PD.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

Ja
Ja

HeTt

(config-if)>

ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ «prefix> | auto]

AprymeHT 3HayeHne |OnucaHue

auto Knoyesoe BknounTb generaunto npedukca.
CJ10BO

prefix lpegukc Ykasatb npedpurKc BpyUHYHO.

(config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.

Bepcus

OnucaHue

2.00

JobasneHa komaHgaa interface ipv6 prefix.

Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHoBNeHNSA coegVHEeHNS.

KomaHga ¢ npedurkcom no oTkatouaet IPv6CP.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

PPP

I (config-if)>  ipvécp

I (config-if)> no ipvecp

(config-if)> ipv6cp
IPv6CP enabled.

Bepcusa

OnucaHune

2.00

JobasneHa komaHga interface ipvé6cp.

3.32.117 interface Icp acfc

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHThl

Mpumep

BknounTb cornacoBaHve napaMeTpoB OKATUS nosiell KOHA/6H020 YPOo8Hs
Address u Control. Mo yMON4YaHMIO HaCTPOlKa OTKAOHEHa.

KomaHga ¢ npedprKcoM no oTKAOHaeT AaHHYIO OMLMIO 1 BCe 3anpockl
YAaNeHHOM CTOPOHbI Ha cornacoBaHue ACFC OTK/TIOHSAROTCA.

Ja
Ja
HeT

PPP

(config-if)>

(config-if)> no lcp acfc

lcp acfc [cid]

AprymeHT 3HayeHue OnucaHue
cid KmwyeBoe Brknrountb coxkatne Connection ID B
CJ10BO 3arojioBkax.

(config-if)> lcp acfc cid
ACFC compression enabled

(config-if)> no lcp acfc cid

ACFC compression disabled
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jlo6aBneHa komaHga interface Icp acfc.

3.32.118 interface Icp echo

OnucaHune 3agaTb NpaBufa TeCTUPOBaHWA coeanHeHnsa PPP cpeactBamun LCP echo.
Mo ymonuaHwuio interval paBeH 30, count paBeH 3.
KomaHga c npedumkcom no otkntouaet LCP echo.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]

(config-if)> no lcp echo

AprymeHTbl AprymeHT |3HayeHue |OnucaHue

interval lenoe uucno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHgax. Ecnu B TeueHue yka3aHHOro
NHTepBaJia BpeMeHW OT YAaNeHHOW CTOPOHbI
He 6bln nony4yeH LCP 3anpoc, el byaeT
OTMpaB/ieH Takol 3anpoc € oXnaHnem
oTBeTa LCP reply.

count Uenoe umncno |Konuuyectso oTrpaBieHHbIX MOAPSS 3anpocoB
LCP echo Ha KOTOpble He bbls Nony4veH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuck 6e3 oTBeTa, coeaviHeHVe byaeT

pa3opBaHo.
adaptive Knwouyesoe Pppd 6yget otnpaensaTb 3anpoc LCP echo
C/10B0 TO/IbKO B TOM C/ly4ae, eciu OT yAaneHHoro

y3na HeT Tpaduka.

Mpumep (config-if)> lcp echo 20 2
Network: :Interface: :Ppp: "PPPoEO": LCP echo parameters updated.

(config-if)> no lcp echo
Network::Interface::Ppp: "PPPoEQ": LCP echo disabled.

VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 JobaeneH napameTp adaptive.
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3.32.119 interface Icp pfc

OnucaHune BkntoumnTb cornacoBaHme napamMeTpoB CKaTUs nos/s Protocol 8 3020108KaX
PPP. Mo yMON4YaHMIO HAaCTPOiKa OTK/AKOYEHa.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT JaHHYH ONUUI0 1 BCe 3anpocChl
yAaHEHHOVI CTOPOHbI Ha corsiacoBaHne PFC OTK/IOHAIOTCA.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tuvn nHtepdeiica PPP

CuHoncuc (config-if)>  lcp pfc [cid]

(config-if)> no lcp pfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Knoyesoe BknounTb coxatme Connection ID B
C/10B0 3aronoBKax.
Mpumep (config-if)> lcp pfc cid

PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.03 Jlob6aeneHa komaHga interface Icp pfc.

3.32.120 interface Idpc

OnucaHwue BrntounTb LDPC Ko ANnA ToYKK goctyna 5 . Mo ymonyaHuio ¢yHKUmA
BbIK/IlOYEHa.

KomaHga ¢ npedumkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  ldpc
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I (config-if)> no ldpc

MNpumep (config-if)> ldpc
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC enabled.

(config-if)> no ldpc
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": LDPC disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.07 JobasneHa komaHgaa interface ldpc.

3.32.121 interface led wan

OnucaHune MNMoka3bIBaTb COCTOSIHME NHTepeica C MOMOLLBLI0 MHAMKATOPA. [JoXeH 6bITb
BblbpaH napameTp SelectedWan npm nomoLLm KomaHgbl system led. Mo

YMOYaHMIO HAaCTPOIKa OTK/IOHeHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  led wan

I (config-if)> no led wan

Mpumep (config-if)> led wan
Network::Interface::Led: Selected WAN GigabitEthernetl.

(config-if)> no led wan
Network::Interface::Led: Selected no WAN.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6aBneHa komaHaa interface led wan.

3.32.122 interface lldp disable

OnucaHune OTKNIOUNTL areHT LLDP Ha nHTepdeiice. Mo ymonyaHuio GyHKLUNS BKIOYEHA.
KomaHga ¢ npedurkcom no BkarouaeT LLDP areHT.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

I(config-if)> 1ldp disable

I (config-if)> no 1ldp disable

(config-if)> 1ldp disable
Network::DiscoveryManager: LLDP agent is disabled on interface »
"ISP".

(config-if)> no 1ldp disable
Network: :DiscoveryManager: LLDP agent is enabled on interface »
"ISP".

Bepcus OnucaHve

2.1 [Jlo6aBneHa komaHga interface lldp disable.

3.32.123 interface mac access-list address

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

Jo6asutb MAC-agpec B cnncok npasua ¢uabTpaumy nHTepderica. Tun
CnucKka AoCTyna ycTaHaBAnBaeTcs kKoMaHaol interface mac access-list type.

KomaHga ¢ npedurkcom no yaansiet ykasaHHbln MAC-agpec ns ACL.
Ja
Ja
Ja

Access Point

CuHoncuc (config-if)> mac access-list address «address>
(config-if)> no mac access-list address «address>
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address MAC-apgpec MAC-agpec, KOTOpbIi HEO6X0AMMO J,06aBUTb
BACL.
NMpumep (config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0/AccessPointl": added »
64:a2:1f9:53:b2:12 to the ACL.
(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network::Interface: :Ethernet: "WifiMaster®/AccessPointl": removed »
64:22:f9:53:b2:12 from the ACL.
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WcTopusa nsmeHeHum

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
cleared.

Bepcus OnucaHue

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.32.124 interface mac access-list type

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb TUN CA1CKa Npasua uabTpauum nHtepderica. Mo ymonyaHumo
TUMN He onpejeneH (NPUCBOEHO 3HayeHre none).

HeTt

Ja
Het

Access Point

(config-if)> mac access-list type <type>

AprymeHT 3HauyeHue OnucaHwue

type none Tvn cnucka npaBun GuUAbTpaLMmM He
onpeaeneH.
permit B cnvicok 6yayT 06aBNSiTECA TONBLKO

paspeweHHble MAC-agpeca.

deny B cnuncok byayT f06aBAATLCA TOILKO
3anpewteHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network::Interface::Ethernet: "WifiMaster@/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHve

2.00 [JlobaeneHa komaHza interface mac access-list type.

3.32.125 interface mac address

OnucaHwne

HasHaunTe MAC-agpec Ha yka3aHHbIn ceTeBol nHTepderic. Agpec 3agaeTcs
B LWeCTHaauaTepu4HoM popmaTe 00:00:00:00:00:00. KomaHaa no3BonseT

YyCTaHOBUTL 10601 agpec, HO NpegynpexzaeT Nonb30BaTeNs, ecnv B HOBOM
ajpece yctaHoB/eH 6UT «multicast» nnn cépolueH 6uT «OUI enforced».

KomaHga c npedurkcom no Bo3BpaLlaeT nHTepdelicy ncxoaHboin MAC-agpec.
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naBa 3 OnncaHme KoMaHp,

MpegynpexaeHre: V3meHeHne MAC-agpeca Ha HTepdeiice Wi-Fi 3anpelueHo.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica MAC

CuHoncuc (config-if)>  mac address mac>

(config-if)> no mac address

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
mac MAC-agpec HoBbii MAC-aapec nHtepdeliica.
Mpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 JobaeneHa komaHaa interface mac address.

3.32.126 interface mac address factory

OnucaHune HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.
MNpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nHtepdeiica MAC
CuHoncuc (config-if)> mac address factory name>
AprymeHTbl AprymeHT 3HaueHue ‘Onwcal-wle
name lan NHTepdelicy byaeT npuceoeH "LAN"
MAC-agpec.
wan NHTepdelicy byaeT npmucsoeH "WAN"
MAC-agpec.
wlan5 NHTepdelicy byaeTt npmucsoeH "WLANS"
MAC-aapec.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-if)> mac address factory lan
Core::System::UConfig: done.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface mac address factory.

3.32.127 interface mac band

MprBA3aTb 3aperncTpMpPOBaHHbIV XOCT K YaCTOTHOMY AManasoHy 2,4 nam 5

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

Mu,.

KomaHga c npedurkcom no yaansieT cBsisb. ECV BbINOAHUTL KOMaHAy 6e3
aprymeHTa, To BeCb CMM1COK CBSiI3ei ByAeT OUMLLIEH.

Ja
Ja
Aa
Bridge

(config-if)>

mac band mac> <band»

(config-if)> no mac band [ mac> ]

AprymeHT 3HauyeHue OnuncaHwue
mac MAC-appec MAC-agpec 3aperncTpmpoBaHHOro KAneHTa.
band 0 AvanasoH 2,4 Ty,

1 AnanasoH 5Ty,

(config-if)> mac band c0:b8:83:c2:cb:11 0
Network: :Interface: :Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:cb:11 to 2.4 GHz.

(config-if)> mac band c0:b8:83:c2:ch:11 1
Network::Interface::Rtx::MacBand: "Bridge0": bound »
c0:b8:83:c2:chb:11 to 5 GHz.

(config-if)> no mac band c0:b8:83:c2:cbh:85
Network: :Interface: :Rtx::MacBand: "Bridge0": unbound »
c0:b8:83:c2:cb:85 from 2.4 GHz.

(config-if)> no mac band
Network: :Interface: :Rtx::MacBand: Unbound all hosts.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

3.05 JlobaBneHa komaHaa interface mac band.

3.32.128 interface mac bssid

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

YcTaHoBUTb HOBbI MAC-agpec Touku goctyna 2,4 unn 5 Iy B pexxume WISP.
KomaHga c npedukcom no Bo3BpaLlaeT nHTepdericy ncxoaHoln MAC-agpec.
Ja

Aa

Het

WifiStation

(config-if)>  mac bssid <bssid>

(config-if)> no mac bssid

AprymeHT 3HauyeHue OnucaHwue

bssid MAC-agpec HoBblin MAC-agpec nHtepdeiica ToUkun
AocTyna.

(config-if)> mac bssid 56:ff:20:00:1e:11
Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

Bepcus OnucaHve

2.13 JobaBneHa komaHaa interface mac bssid.

3.32.129 interface mac clone

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

MpuceonTtb nHTepdericy MAC-agpec Bawero K.
Het

Ja

Het

MAC, IP

I (config-if)>  mac clone
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-if)> mac clone

Bepcus OnucaHue

2.00 JobaBneHa komaHa interface mac clone.

3.32.130 interface mac repeater

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Brkntountb pexxum MAC-Repeater 6e3 npeobpasosaHus MAC-agpecos.
PyHKLMS AOCTYMHA B peXuMax yCcTporicTBa Ycunutens nnn Agantep. Mo
ymondaHuo pexum MAC-Repeater oTkto4eH.

KomaHga ¢ ﬂpe¢I/IKCOM NO OTKNHKOYAET 3TOT PEXNM.

Ja
Ja
Het

WifiStation

I (config-if)>  mac repeater

I (config-if)> no mac repeater

(config-if)> mac repeater

Network: :Interface: :Rtx::WifiStation:

MAC repeater enabled.

(config-if)> no mac repeater

Network: :Interface: :Rtx::WifiStation:

MAC repeater disabled.

"WifiMasterQ/WifiStation0": »

"WifiMasterQ/WifiStation0": »

Bepcus OnucaHve

2.13 Jlo6aBneHa komaHaa interface mac repeater.

3.32.131 interface openvpn accept-routes

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BKNHOUYMTE NOyYeHMe MapLLPYTOB OT YAaNeHHOW CTOPOHbI Yepe3 OpenVPN.

KomaHga c npedurkcom no oTkAoYaeT HaCTPOIKY.

Ja
Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

OpenVPN
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

I(conﬂgJﬂ> openvpn accept-routes

I(conﬁg-ﬁﬁ>noopenvpnaccept-routes

(config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

Bepcus OnucaHve

2.10 Job6asneHa komaHga interface openvpn accept-routes.

3.32.132 interface openvpn connect

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTb nHTepdeinc ansa coeanHeHmns OpenVPN. Ecam aprymMeHT He 3ajaH,
coeMHeHVe ycTaHaBAMBaeTcs Yepes Nboii nHTepoelic.

HeT

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via nms MonHoe nma nHTepderica Nnm NCeBLOHUM.
MHTEepPenca

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlo6aBneHa komaHga interface openvpn connect.
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naBa 3 OnncaHme KOMaHA,

3.32.133 interface peer

OnucaHune Ha3HaunTb ngeHTndmKaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKN0UeHVe PPP. bonee TOUHbI CMbIC/T HACTPOMKM 3aBUCUT
oT TMna nHtepodeica. Hanpumep, ans PPPoE komaHaa interface peer 3agaet
MMSA KOHLIeHTpaTopa AgocTyna, ana PPTP — nmsa yaaneHHOro Xxocta Wamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbI cepeep C NOPTOM 443 nnm nobsim

APYrim.

KomaHga ¢ npednkcom no oTMeHsAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica PPP

CuHoncuc (config-if)>  peer peenr

(config-if)> no peer

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

peer Ctpoka NaeHTUdnKaTop yaaneHHOM ToUKN
NOAKAYEHNSA NNV agpec yAaneHHoro
cepBepa host.example.net:port. o
yMoO/14aHWio, HoOMep nopTa 443.

Mpumep (config-if)> peer 111

(config-if)> peer host.example.net:5555

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.00 JlobaBneHa komaHga interface peer.
212 JlobaBneHa BO3MOXHOCTb U3MEHSTb NOPT yAaleHHOro
cepsepa.

3.32.134 interface peer-isolation

OnucaHue BintoumnTb nsonaumo 6ecnpoBoAHbIX KANEHTOB B JOMAaLUHEM CerMeHTe.
HacTpoiika npnmeHsieTca Ha nHTepderice Bridge  pacnpocTpaHsaeTcs Ha
BCe BK/II0UeHHble B Hero Touku goctyna. Kpome Toro, 61o0kmpyeTtcsa nepegava
Tpaduka oT 6eCnpoBOAHbIX KNMEHTOB BHYTpY L2-ceTu.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja

HeTt

Bridge

I(conﬂgJﬂ> peer-isolation

I(conﬁg-ﬁﬁ>nopeer-isolation

(config-if)> peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation disabled.

Bepcus OnucaHve

2.10 JobasneHa komaHaa interface peer-isolation.

3.32.135 interface ping-check profile

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

HasHaunTb nHTepdeincy npodune Ping Check.
KomaHga c npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Ja

Het

(config-if)>  ping-check profile profile

(config-if)> no ping-check profile

AprymeHT 3HayeHne |OnucaHve

profile Ctpoka Ha3sBaHne Ha3zHa4yaemoro npoduns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve
2.04 JobaeneHa komaHga interface ping-check profile.
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naBa 3 OnncaHme KOMaHA,

3.32.136 interface ping-check restart

OnucaHwne BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUKM Ping Check (ans
interface HegocTtyneH NHTepHeT). o ymMon4aHmnio GyHKLMS OTKAKOYEHa.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHTbI ApryMeHT |3HaueHme |OnucaHwne

interface nmsa MonHoe nmsa nnan nceBgoHNM UHTepderica,
uHTeppeiica |KOTOPbIA ByseT nepesanyckaTbCs Npu
cpabaTbiBaHUWM Ping Check Ha cBA3aHHOM
nHTepderice. ECNM 3TOT apryMeHT He yKasaH,
nepesanyckaTbcsa byaeT nHTepodeiic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

Mpumep (config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoEO®" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck: :Client: Remove restart settings for "PPPoEQ".

VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa interface ping-check restart.

3.32.137 interface pmf

OnucaHue BkntounTb GyHKUMOHaNLHOCTL PMF.
KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica WiFi
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

Mpumep

UcTopuns nameHeHui

I(conﬂgJﬂ> pmf
I (config-if)> no pmf

(config-if)> pmf
Network: :Interface: :Rtx::WifiStation: "WifiMasterQ/WifiStation0": »
PMF enabled.

(config-if)> no pmf
Network::Interface: :Rtx::WifiStation: "WifiMaster@/WifiStation0": »
PMF disabled.

Bepcus OnucaHve

2.09 JobasneHa komaHga interface pmf.

3.32.138 interface power

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb MOLLHOCTb nepejgatymka ans paAI/IO-I/IHTepq)eI\/’ICOB.
MakcrmManbHast MOLHOCTb nepejatymka orpaHmyeHa ero annapaTtHbIMn
BO3MOXHOCTAMU N TOCyAapCTBEHHbBIMN 3aKOHAMW O PagnNoCBA3N. JaHHas
KOMaHJa No3BOJIAET INLb YMEeHbLUNTb MOLWHOCTb NepeAatoLero yCTpOVICTBa
OTHOCUTENBLHO ero MakCMMaibHOM MOLLIHOCTW, C LieN1bO BO3MO>XXHOI0
CHMXKEeHUA noMex And Apyrmnx yCTpOI7ICTB B 3TOM AManasoHe.

HeT

Ja
Het

Radio

(config-if)>  power powenr

AprymeHT 3HayeHue |OnucaHve
power lenoe umucno |MoLWHOCTb NepegaTymka B NpoLeHTax ot
MakcManbHoM MmowHocTh (oT 1 Ao 100).

(config-if)> power 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface power.
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naBa 3 OnncaHme KOMaHA,

3.32.139 interface pppoe service

OnucaHue YkazaTtb cny6y PPPoE. Ecan cnyx6a He onpeaeneHa, To PPPoE-knneHT byaet
NOAKJIIOYEH K MPOU3BO/IbHON cnyx6e.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica PPPoE

CuHoncuc (config-if)>  pppoe service <service»

(config-if)> no pppoe service

AprymeHTbI AprymeHT |3HaueHme |OnucaHme
service Crpoka HasBaHue cnyx6bl PPPOE.
Mpumep (config-if)> pppoe service TEST

Network: :Interface: :Pppoe: "PPPOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPOEQ": service removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa koMmaHga interface pppoe service.

3.32.140 interface pppoe session auto-cleanup

OnucaHwue OTknouunTb oTnpaBky PADT nakeTa ans He3aBepLueHHOW ceccun PPPoOE. Mo
Mo YMONUYaHWIO GYHKLNSA BKAOYEHA.

KomaHga ¢ npedpurkcom no BkatovaeT oTnpasky PADT nakeTa.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica PPPoOE

CnHoncuc I (config-if)>  pppoe session auto-cleanup

I (config-if)> no pppoe session auto-cleanup
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naBa 3 OnncaHme KoMaHp,

Mpumep (config-if)> pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup
Network: :Interface: :Ppp: "PPPoOEQ@": disabled session auto cleanup.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Jlo6aBneHa komaHga interface pppoe session
auto-cleanup.

3.32.141 interface preamble-short

OnuncaHmne Ncnonb3oBaTb KOPOTKYHO npeambysy.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc I (config-if)>  preamble-short

I (config-if)> no preamble-short

Mpumep (config-if)> preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble enabled.

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": short »
preamble disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface preamble-short.

3.32.142 interface reconnect-delay

OnucaHune YCTaHOBUTb nepunoj BpeMeHn Mexay nonbiTkaMmuy rnepenogkitoyeHns. Mo
YMOTYaHUIO NCMNONb3yeTCA 3Ha4YeHne 3.

KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHuo.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica PPP

CuHoncnc (config-if)>  reconnect-delay «sec>

(config-if)> no reconnect-delay

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
sec Uenoe 4ucno |lMepnog BpemeHn B cekyHAax. Moxet
npMHMMaTbL 3HayeHus ot 3 Ao 600.

Mpumep (config-if)> reconnect-delay 3
Network: :Interface::Ppp: "PPTP1": reconnect delay set to 3 »
seconds.

(config-if)> no reconnect-delay
Network: :Interface::Ppp: "PPTPO": reconnect delay reset to »

default.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.11 Job6asneHa komaHaa interface reconnect-delay.

3.32.143 interface rekey-interval

OnucaHune YKasaTtb neproj BpeMeHy Mexay aBToMaTnyecknmMm n3MmeHeHnsamMm
CeKpeTHbIX KJTIoYein ANA JOoCTyNa K ceTeBbIM YCTpoMCcTBaMm. 10 ymMondaHu1io
1nCcnonb3yeTca 3HaueHye 3600.

KomaHga ¢ npedrkcom no oTKAYaeT U3MEHEHMe KoYel.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncuc (config-if)>  rekey-interval <interval

(config-if)> no rekey-interval

AprymeHTbl AprymMeHT |3HaueHme |OnucaHue
interval Lenoe uymcno |3HaueHue B CEKyHAAX HTEpBasa CMeHb!
K/toYa.
NMpumep (config-if)> rekey-interval 3000

Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-if)> no rekey-interval
Network::Interface::Rtx::WifiMaster: "WifiMasterQ": rekey »
interval disabled.

Bepcus OnucaHue
2.06 Job6asneHa komaHaa interface rekey-interval.
2.15 [JobasneHo 3HaueHme nNo ymon4vaHuo 3600 cekyHA,

3.32.144 interface rename

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Ha3HaunTb NPoV3BO/IbHOE UMS CeTEBOMY UHTepdelicy. K HTepdeiicy MOXHO
o6palllaTbcsi Mo HOBOMY MMeHM Kak no ID.

KomMaHgaa ¢ npedrKcom no yaansieT HacTporiky.

MpeaynpexaeHre: He nepenmeHoBbIBaliTe MHTepdeic Home. 3To MOXeT

Ja
Ja

Het

(config-if)>

npmeBecTn K HenpeackasyeMblM CUCTEMHbIM oLmbKam.

rename <rename»

(config-if)> no rename

AprymeHT

3HaueHue OonvcaHune

rename

CTpoka HoBoe nmsa nHTepdeiica.

(config-if)> rename PPPoEl
Network: :Interface: :Base: "PPPoEO": renamed to "PPPoEl".

(config-if)> no rename
Network::Interface::Base: "PPPoEO": name cleared.

Bepcus

OnucaHune

2.08

JobaBneHa komaHaa interface rename.

3.32.145 interface rf e2p set

OnuncaHwne

VI3MeHUTb 3HaUeHe AaYelikn NamMaTL KaMB6POBOYHbIX AaHHbIX, HAXoAsLLEeAcs
Mo cMmelleHWto of fset Ha 3HaueHMe value Ans yKasaHHOro nHTepdelica.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Radio
CuHoncnc (config-if) rf e2p set«ffset>walue
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
offset llecTren prepmoe| CMeLLieHMe AYeiik naMaTy. MoxeT
yucsio NnPUHYMaTL 3HayeHus oT 1E0 go 1FE.
value llecTren preptoe| HOBOE 3HaveHMe A5 3anncKy B SYeinky
uyncsno namaTn. MoxXxeT NpUHUMaTL 3HaYeHWs OT
0 fo FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JlobasneHa komaHgaa interface rf e2p set.

3.32.146 interface role

OnucaHwne HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdelicy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnonb3yeTcs 415 NPaBUAbHOro oTobpaxeHuns
cBszeri VLAN B Beb-uHTepdeiice 1 He BnmsieT Ha GyHKLUMOHaN.

KomMaHgza ¢ npedpurKcom no yaansiet posb. ECn BINOAHUTE KOMaHAy 6e3
aprymMeHTa, T0 BeCb CNCOK posieit nHTepderica byaet oUnLLeH.

Mpedukc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-if)> rolecroles[ forifors]
(config-if)> no role[ role]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
role inet VHTepdeinc ncnonblyercs Aas NoAKIHYEHNS
K IHTepHeTy.
iptv NHTepdelic ncnonbsyetcs Ansa cnyxool IPTV.
voip NHTepdelic ncnonb3yetcsa ans cnyxosl VoIP.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue
misc NHTepdeiic ncnonesyetca ana IP Policy.
ifor Nmsa MonHoe nmsa nHTepdeinca nam NCeBgoOHNM.
MHTepgerica

(config-if)> role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHue
2.06 JobaBneHa koMmaHza interface role.
2.10 JlobasneH aprymeHT misc.

3.32.147 interface rrm

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

Bkntountb RRM gna nomcka cocefHUX Toyek AocTyna no ctaHgapty IEEE
802.11k c yenbto NpeaoCTaBNEHNSA CMICKA ITUX TOHEK AOCTYrNa aboHEeHTCKOMY
YCTPOMCTBY NO 3anpocy. Mo ymonyaHuio 3Ta onumsa oTkAYeHa.

KomaHgaa ¢ npedrKcoM no yaansietT HacTPOnKY.
Ja

[Ja

Het

AccessPoint

I (config-if)>  rrm

I (config-if)> no rrm

(config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
RRM disabled.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.13 JobaeneHa komaHaa interface rrm.

3.32.148 interface schedule

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

MpucBonTb MHTEpdeiicy pacnvcaHue. Mepey BbINOAHEHNEM KOMaHAbI,

pacnncaHmne A0J/IKHO 6bITb CO34aHO 1 HaCTPOEHO MNMpy NOMOLLI KOMaHAbI

schedule action.

KomaHga ¢ npedrnkcom no paspblBaeT CBA3b MeXAy pacnucaHnem v
nHTepdericom.

Ja

Aa

Het

(config-if)>  schedule <schedule»

(config-if)> no schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |HasBaHMe pacnmcaHus, CO34aHHOro npu
nomMoLum rpynnsl kKoMmaHa schedule.

(config-if)> schedule WIFI

Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcusa OnucaHue

2.06 JobaeneHa komaHga interface schedule.

3.32.149 interface security-level

OnucaHune

YCcTaHOBUTb ypoBeHb 6e30MacHOCTU 415 JaHHOTO MHTepdelica. YpoBHU

6e30MacHOCTU ONpPeAensitoT TOrMKY PaboTbl MEXCETEBOro 3KpaHa:

+ PaspelueHo ycTaHaBAMBaTbL COeAMHEHMS B HanpaBieHnn
private - public.

* 3anpeLyeHo ycTaHaBMBaTb COEANHEHNS, MPUXOAsLLMe Ha NHTepdeiic

public, T. e. B HanpaBneHun public - private n public - public.
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no

MeHseT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

+ CaMo yCTpOMCTBO NPUHMMAET ceTeBble NOAKI0UEHMNS (pa3peLuaeT
yrnpaBneHune) TONIbKO C MHTepdencoB private.

+ lNepepaya AaHHbIX MEXAY HTepdelicamu private MOXeT 6bIThb pa3peLleHa

WK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rnobanbHOro napameTtpa
isolate-private.

+ protected nHTepdelicbl He MMEeKT AOCTyna K YCTPONCTBY U APYTUM
private/protected noacetam, HO OHM UMEIOT JOCTYN K public

nHTepdericam n HTepHeTy. YCTPOCTBO obecneymBaeT 3alUnLLeHHbIM
cerMeHTam TOsbKO AocTyn K cnyxx6am DHCP 1 DNS.

* lMepepaya AaHHbIX OT private nHTepdelica k protected no ymonyaHumto

3anpeLleHa. YTobbl paspelwnTb Takoe B3aMMoAelicTBme, He06XoA4MMO
BbINO/IHUTL KOMaHAy no isolate-private.

MNpvmeyaHune: o ymon4aHMIO BCEM BHOBb CO34aHHbIM MHTepdeincam
npucBanBaeTcs ypoBeHb 6e3onacHocTu public.

Cnnckm goctyna access-list metoT 6o1ee BbICOKNIA
NPUOPUTET, YEM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLbH HUX MOXHO BBOAUTL AOMNONHUTENbHbIE NpaBmia
dunbTpaLMM NakeTos.

Het

Ja
HeTt

IP
I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTO He cyliecTByeT QYHKLMW MOIHOTO OTKAUYEHUS
MeXXCeTeBOro 3KkpaHa, MOXHO OTK/104YaTh ero Ha OTAe/IbHbIX HanpaB/eHUAX.
Jonyctm, TpebyeTca NOAHOCTHIO paspeLlnTb nepejady AaHHbIX Mexay
«JloMallHeN» ceTbto Home 1 rnobanbHoM ceTbio PPPOED. 15 3TOro o6oum
MHTepdericaM Hy>XHO Ha3HauUTb ypoBeHb 6e30MacHOCTU private u
oTKNOUNTL GyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOEO security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MpumeyaHne:  MexceTeBOV 3KpaH N TPAHCIAUMNS agpecoB — GyHKLUK,
npeAHasHa4eHHble A1 peLleHVs NPUHLMNMAaNbHO PasHbIX
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHwnii

3agau. BkntoueHume NAT mexay nHtepéercamm Home u
PPPOEQ B KOHUrypaLmm, NnokasaHHOM BblLLe, He 3aKpbiBaeT
AOCTYyn B ceTb Home cO CTOpOHbI robanbHOM ceTu. [axe
NpY BKJIFOYEHHOM TPAHCNALMN afpecoB KOMaHAom ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETh

Home.
Bepcus OnucaHve
2.00 JobasneHa komaHAa interface security-level.
2.06 Job6asneH napameTp protected.

3.32.150 interface speed

HacTpouTb ckopocTb Ethernet uHTepdeiica. Mo ymonuaHumo 3ajaHo 3HaveHve

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

auto.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Aa
Ja
Het

Ethernet

(config-if)>

speed «speed>

(config-if)> no speed

AprymeHT 3HayeHue OnuncaHwue

10 Krwyesoe CkopocTb coeanHeHnst B M6uT/C.

100 c/10B0O

1000

auto Knoyesoe ABTOMaTM4YecKas HaCTpPOoliKa CKOPOCTMU.
C/10B0

(config-if)> speed 1000
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed set »

to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06.B.1 Jlo6aBneHa koMmaHga interface speed.

3.32.151 interface speed nonegotiate

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWNI0,aBTOMAaTNYeCKas HaCTPOoLika BK/ItOUeHa.

KomaHga ¢ npednKcom no BkIOHaeT aBTOMaTMYeCKy HacTPOKY.
Ja

Aa

HeTt

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHue

2.08 JobasneHa komaHAa interface speed nonegotiate.

3.32.152 interface ssid

OnucaHune

MNpejukc no

YkaszaTb nms 6ecnpoBogHoli cetu (SSID) ana nHtepdeincos «becnpoBogHas
CTaHLMSA» N «TOYKa J0CTYNa». B 3aBMCMMOCTY OT TMNa MHTepdelica 3HaveHne
SSID obpabaTtbiBaeTcs MNo-pasHoMy.

« [lna Toukum goctyna SSID — HeobxoaMMasn HacTpolika, 6e3 KOTOpPOW OHa
He ByaeT NPUHUMaTb MNOAK/IOYEHNS.

+ Ansa ctaHummn SSID onpegensieT, K Kako ToUke f0CTyna oHa byaeT
nogkntoyaTbcs. bes 3agaHHOro SSID cTaHLUMS MOXET MNOAKIUUTLCS K
no6oi AOCTYNHOM 6ecnpoBOAHOM CeTY MO CBOEMY YCMOTPEHMIHO.

KomaHga c npedurkcom no yganseTt HacTPOKY.

Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

SSID

(config-if)>  ssid (auto | «<ssidy)

(config-if)> no ssid

AprymeHT 3HayeHne |OnucaHue

ssid Ctpoka Vimsa 6ecnpoBogHoi ceTn (SSID).

auto Krouesoe SSID 6yseT HazHayeH aBTOMaTUYeCKN,
C/10B0

(config-if)> ssid WIRELESS

SSID saved.
Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface ssid.

3.32.153 interface switchport access

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

YcTraHoBUTb aeHTUdUKaTop VLAN Ha NOpTy AN paboThl B pexumMe ocTyna.
PaspeLuaet nepegady Kagpos ykasaHHoro VLAN B MOpPT v BKIKOYAET yaaneHue
Mapkepa VLAN 13 nepegaBaembiX KagpoB.

KomaHgaa ¢ npedrKcom no yaanset HacTPOKY.
Ja

Ja

Het

Port

(config-if)>  switchport access vlan «id>

(config-if)> no switchport access vlan

AprymeHT 3HayeHue |OnucaHue

vid Uenoe uuncno (peHTnoukatop VLAN docmyna. MoxeT
NpUHMMaTb 3HayeHusa ot 1 go 4094
BK/IHOUNTENBHO.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopusa nsmeHeHum

(config-if)> switchport access vlan 1
Network::Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa interface switchport access.

3.32.154 interface switchport friend

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

HacTpoutb ogHoHanpaBneHHbl VLAN ansa rpynnoBoro Tpadduvika B
pononHeHue K VLAN docmyna. NopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KomaHAa BKIOYaeT nepeajpecaLmio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTsl "friend" nepeaatotca
6e3 Tera.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue |OnucaHue

vid Uenoe umucno |NaeHtnukartop "friend" VLAN. MoxeT
npuHMMaTb 3HayeHuns ot 1 go 4094
BK/IFOUMTENBHO.

(config-if)> switchport friend vlan 2
Network::Interface: :Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport friend.

3.32.155 interface switchport mode

OnucaHwne

YCTaHOBUTb pexuM access Unu trunk ans seliopaHHoro VLAN. Mo ymonyaHuto

YCTaHOBJ/IEH PEXNM access.
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naBa 3 OnncaHme KOMaHA,

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUYEHKe MO YMOAYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Port

Cunoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode access Bkntouunts pexum goctyna VLAN, To ecTb
TaKoOW pexunm, Korga yepes nopT
nepejaroTcs TOJIbKO HEMApPKVPOBaHHbIe
Kagapsbl. Ha BxogdLme kagpbl CTaBUTCA
Mapkep PVID, ycTaHOBNEHHbIi KOMaHAOM
switchport access. [opT aBnseTcs
BbIXO4HbIM TO/IbKO Ansg VLAN ¢
naeHTndumnkatopom PVID. Mpu nepegave
Kagpos B nopt, Mapkep VLAN ¢ HUX
CHUMaeTCS.

trunk BKIIOUUTL pexxnm MynbTUNNEKCUPOBaHNSA
VLAN, korga yepes nopT nepegarorca
Kagpbl, NpUHagnexalyme HeCKoNbKUM
VLAN. Mpwn 3TOM Kaxabl Kagp noMeyeH
MapkepoM. Cncok naeHTnerKaTopos
ceteln VLAN, B KOTOpble BXOAUT NOPT,
yCTaHaB/MBaeTCcs KoMaHaol switchport

trunk.
g-in-q Knw4yeBoe BklounTb ABOMIHOE TErMpoBaHue.
CJ/I0BO
Npumep (config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »
enabled.
MCTOPMH N3MeHeHUn Bepc”ﬂ onvicaHue
2.06 JobasneHa komaHaa interface switchport mode.

3.32.156 interface switchport trunk

OnucaHwue Job6aBuTtb nopt BO VLAN. Paspelunts Nnprem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npmnyem mapkep VLAN 13 nepegaBaembixX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosbko VLAN.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga ¢ npedurkcom no yaanseTt nopT n3 ykaszaHHoro VLAN. Ecnun
NCNosib30BaTb KOMaHAy 6e3 aprymeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja

Aa

Ja

Port

(config-if)>  switchport trunk vlan «vid

(config-if)> no switchport trunk vlan [ vid]

AprymeHT 3HayeHne |OnucaHue

vid Uenoe uucno (geHtndunkaTtop VLAN. JranasoH
AONYCTUMbIX 3HaYeHN — oT 1 fo 4094.

(config-if)> switchport trunk vlan 100
Network: :Interface: :Switch: "FastEthernet0/1": set trunk VLAN »
ID: 100.

Bepcus OnucaHue

2.06 Job6asneHa komaHga interface switchport trunk.

3.32.157 interface traffic-shape

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YCTaHOBUTb Npesen CKOPoCTU NepeAaydn AaHHbIX 418 YKa3aHHOro MHTepderica
B 06€e CTOPOHbI. [0 yMOYaHNIO CKOPOCTb He OrpaHnYeHa.

KomaHpaa ¢ npedrKcom no yaanset HaCTPOKY.
Aa
Ja

Het

(config-if)>  traffic-shape rate «rate> [ asymmetric wpstream-rate;]
[ schedule <schedules ]

(config-if)> no traffic-shape

AprymeHT 3HaueHue OnucaHue

rate Lenoe uncno |3HauyeHMe CKOPOCTU Nepesaydn AaHHbIX
B K6ut/c. OrpaHnyeHve JONXKHO ObiTb B
AnanasoHe oT 64 Kéut/c go 1 rémt/c.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnucaHwue

upstream-rate |Uenoe uucio |CKOPOCTb OTAAUM AAHHbIX B K6UT/C.
OrpaHunyeHe AO/IKHO 6bITh B
AanasoHe oT 64 Kéut/c go 1 rémt/c.

schedule Pacnucanne  |Ha3BaHuWe pacnmncaHus, cCo34aHHOro npu
nomMoLuy rpynnel KomaHg schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation0" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 JobasneHa komaHgaa interface traffic-shape.
3.04 Jlo6aBneH aprymeHT upstream-rate.

3.32.158 interface tsp

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIA BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuvHoncuc

UcTopuns nsmeHeHnii

JocTtyn K rpynne KoMaHA ANns HacTpomkn TSP.

KomaHga ¢ npedpurkcom no oTkaroyaet TSP,

Ja
Aa

Het

TunnelSixInFour

(config-if-tsp)

(config-if)>  tsp

(config-if)> no tsp

Bepcus OnucaHve

2.00 JobasneHa koMmaHga interface tsp.
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naBa 3 OnncaHme KoMaHp,

3.32.158.1 interface tsp password

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOUKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHThl

UcTopusa nsmeHeHwnii

Ha3HaunTb naponb anda gocryna yepes TSP.

KomaHza c npedurKcom no yaansiet naponb.

Ja
Ja
Het

TunnelSixInFour

(config-if-tsp)>

password password>

(config-if-tsp)> no password

AprymeHT 3HayeHue |OnucaHue

password Crpoka Maponb TSP.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface tsp password.

3.32.158.2 interface tsp prefix-length

OnucaHune

Mpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

YKazaTb Heo6X0oAMMYO ANNHY Npedurkca.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.

Aa
Ja
HeTt

TunnelSixInFour

(config-if-tsp)>

prefix-length <length>

(config-if-tsp)> no prefix-length

AprymeHT 3HayeHne |OnucaHue

length lenoe uucno |AnnHa npedukca. MoxeT NpUHMMaTb
TOJIbKO 3HaueHusa 48, 56 nnun 64.

Bepcus OnucaHve

2.00 Job6aBneHa komaHaa interface tsp prefix-length.
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naBa 3 OnncaHme KOMaHA,

3.32.158.3 interface tsp server

OnucaHue IPv4-appec cepBepa, MOAYYEHHbIN OT TYHHENbLHOro cepBuca.
KomaHga ¢ npedurkcom no yaansiet IP cepsepa.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nutepdeiica TunnelSixInFour

CuHoncuc (config-if-tsp)>  server «servers

(config-if-tsp)> no server

AprymeHTbl AprymeHT 3HaueHue |OnucaHune

server IPv4-agpec |IPv4-agpec cepBepa.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 Job6aBneHa komaHga interface tsp server.

3.32.158.4 interface tsp user

OnucaHue YKa3aTb Mg Mofib3oBaTens Ang 4octyna yepes 75P.
KomaHaa ¢ npepurkcom no yaanset nwvs.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica TunnelSixInFour

CuHoncuc (config-if-tsp)>  user wsenr

(config-if-tsp)> no user

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
user CTtpoka JloruH TSP.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface tsp user.
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3.32.159 interface tunnel destination

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3ajatb yAaHEHHbIIz KOHEeU TyHHenNA. Ecnn oH ncnosib3yeTcd cCOBMeCTHO C
aBToMaTu4yecknm IPsec-coegnHeHMeM, CBA3aHHbIM C TyHHEenewm, MHTep¢e|7|c
CTaHOBUTCA NHNLMNATOPOM IPsec-coegmnHeHmns.

KomaHga ¢ npedrkcoM No 0TMeHSAeT HaCTPOIAKY.
Ja

Ja

Het

Tunnel

(config-if)>  tunnel destination «destination

(config-if)> no tunnel destination

AprymeHT 3HayeHne |OnucaHue
destination Ctpoka IP-agpec v goMeHHoe MA yAaeHHOro
XocCTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface: :Tunnel: "Gre0": destination was reset.

Bepcus OnucaHue

2.08 JobaeneHa komaHga interface tunnel destination.

3.32.160 interface tunnel eoip id

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3agatb ngeHtudukatop EoIP-tyHHens.

KomaHza ¢ nped1KcoM no OTMeHsIeT HaCTPOIAKy.

Aa
Ja

Het

Eoip

I (config-if)>  tunnel eoip id «id>
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naBa 3 OnncaHme KOMaHA,

AprymeHTsl

Mpumep

UcTopus nsmeHeHnii

(config-if)> no tunnel eoip id

AprymeHT 3HaueHue |OnucaHue

id Lenoe uucno |\ageHTUdUKaTOp TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 Job6asneHa komaHgaa interface tunnel eoip id.

3.32.161 interface tunnel gre keepalive

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Mpumep

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnucaHwue

interval lenoe umucno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHUMaTb 3Ha4YeHUs oT
0 fo 60. Ecnv npucBouTb 3HaUYeHMe 0, TO
BK/IFOUAETCS TONIbKO OTBET Ha keepalive n
poyTep He byaeT pearmpoBaTb Ha Mi3MeHeHne
COCTOAHUSA TYHHenNs.

count UYesoe uucso |Konnyectso MomnbITOK OTMNPaBKN NakeToB
keepalive. MoxeT NpyHMMaTb 3Ha4YeHUs OT
1 go 20.

(config-if)> tunnel gre keepalive 10 7
Network::Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).
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UcTopuns nameHeHuii

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network: :Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHve

2.10 Jo6aeneHa komaHga interface tunnel gre keepalive.

3.32.162 interface tunnel source

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

3afaTtb IoKanbHbIA KOHeL, TYHHens. ECn oH MCcnonb3yeTcs COBMECTHO €
aBTOMaTUYeCcKUM [Psec-coefriHeHVIEM, CBA3AHHbIM C TYHHENeM, TO BK/IH0YaeTcs
pexuvm npuema coegnHeHni IPsec IKE Ha ycTaHOBNeHMe 3aLWyLEHHOIO
TYHHens.

KomaHga ¢ npeprkcoM No OTMEeHSAEeT HaCTPOIKY.
Ja
Aa
Het

Tunnel

(config-if)>  tunnel source (auto | <interface | <address>)

(config-if)> no tunnel source

AprymeHT 3HaueHue |OnucaHue

auto Knwoyesoe YCTaHOBUTbL TeKyLLi paboTatoLnii
C/I0BO WAN-uHTepdelic.

interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTepdelica

address IP-agpec JNokanbHsbIn IP-agpec TyHHens.

(config-if)> tunnel source auto
Network::Interface::Tunnel: "Gre0": source interface set to auto.

(config-if)> no tunnel source
Network::Interface::Tunnel: "Gre0": source was reset.

Bepcus OnucaHve
2.08 JobasneHa komaHaa interface tunnel source
2.09 [JlobaBneH aprymeHT auto.
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3.32.163 interface tx-burst

OnucaHue BkntounTb arperaumio naketoB Ha ypoBHe Wi-Fi gpaiiBepa (Tx Burst). Mo
YMONYaHMIO NapaMeTp OTK/IHYeH.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config-if)>  tx-burst

I (config-if)> no tx-burst
NMpumep (config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.
VICTOleﬂ V|3MEHeHV||7| Bepcmﬂ onucaHue

2.07 Job6aBneHa koMmaHaa interface tx-burst.

3.32.164 interface tx-queue

OnucaHwue YCTaHOBUTb pa3mep oyepeamn NCXOAALLMX NakeToB Ha MHTepdeiice. Mo
YMOJIHaHUIO yCTaHOBEeHO 3HaveHre 1000.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HaUEHWE MO YMOAYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

Cunoncuc (config-if)>  tx-queue <lengths
(config-if)> no tx-queue
AprymeHTbl AprymeHT 3HaueHme |OnucaHue
length Uenoe uucno |AnvHa ovepean B npegenax ot 0 1o 65536.
Mpumep (config-if)> tx-queue 255

Tx queue length saved.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 Jlo6aBneHa komaHaa interface tx-queue.

3.32.165 interface up

OnucaHune BkntounTb ceTeBol MHTepdeliC 1 3anncaTb B HACTPOIKN COCTOSIHME «Up».

KomaHga ¢ npedrnKcomM no OTK/IKOUYaET ceTeBoM MHTepdelnc n yaanseTt «up»
13 HacTpoek. Takxke MOXeT 6bITb MCMoJIb30BaHa koMaHza interface down.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-if)>  up

I (config-if)> no up
Mpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobasneHa KomaHaa interface up.

3.32.166 interface vga-clamp

OnucaHue BkntounTb HacTpoliky TexHonorum VGA. Mo ymonyaHuio perynmpoBka
OTK/ItOYEHa.

KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica WiFiMaster

CuHoncuc I (config-if)>  vga-clamp «vga-clamp

I (config-if)> no vga-clamp
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HayeHue |OnucaHue

vga-clamp Integer 3HayeHne KoppeKkTMpoBKN. MoxeT
NPUHNMAaTL 3HaYeHWs B AMarnasoHe ot 1
40 8 BKJIKOUYNTENBHO.

(config-if)> vga-clamp 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": VGA clamp
set to 1.

v

(config-if)> no vga-clamp
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": VGA clamp
disabled.

v

(config-if)> vga-clamp 2
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp
set to 2.

\J

(config-if)> no vga-clamp
Network::Interface: :Rtx::WifiMaster: "WifiMasterl": VGA clamp »
disabled.

Version Description
2.09 JobaeneHa komaHga interface vga-clamp.

3.32.167 interface wireguard listen-port

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncuc

AprymeHThl

HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMaKOTCA BXoAsLLMe
noAktoYeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHga ¢ npedurkcom no cbpacbiBaeT 3Ha4eHve nopra.
Ja

Ja

Het

Wireguard

(config-if)> wireguard listen-port port>

(config-if)> no wireguard listen-port

AprymeHT 3HauyeHue OnuncaHwue

port lenoe 4ucno |Homep nopta. MoxeT npnHMMaTL 3HaueHns
B npegenax ot 1 Ao 65535 BkntoumnTesisHO.
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Mpumep

UcTopuns nameHeHuii

3.32.168 interface wireguard peer

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config-if)> wireguard listen-port 11633
Wireguard::Interface: "Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port

Wireguard::Interface:

"Wireguard4": reset listen port.

Bepcusa

OnucaHwmne

3.03

Jo6aBneHa komaHga interface wireguard listen-port.

[06aBunTb NYBANYHbIA KOY YAaneHHOro N1pa, YTobbl HACTPOUTL He3onacHoe
coeAnHeHVe nocpeAcTBOM npotokona WireGuard.

KomaHgaa ¢ npeprKcoM no yaanseT yKa3aHHbIN KoY.

Ja
Aa
Ja
Wireguard

(config-wg-peer)

(config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHT

3HauyeHue

OnucaHue

key

CTpoka

3HauveHMe KnoYa. Jonyckaertca
NCMONb30BaHMe NAaTUHCKNX BYKB, Ldp n
3HaKoB paBeHCcTBa. JnnHa Kno4a
coctaBnset 44 cMmmBoa (npeactaBneHve
CTpokU B 32-6aliTHOM KoaMpoBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=

(config-wg-peer)

>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=

Wireguard::Interface:

"Wireguard4": removed peer »

"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmmg0O="".

Bepcusa

OnucaHune

3.03

Jlo6aBneHa koMmaHga interface wireguard peer.
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naBa 3 OnncaHme KOMaHA,

3.32.168.1 interface wireguard peer allow-ips

OonucaHue [o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejada nakeTos
BHYTPY TYHHens.

MNprMeyaHune:  YTOb6bI pa3pewnTb Nepedady Ha fobble agpeca,
HeobxoAnMOo A06aBUTbL NoAcCeTL 0.0.0.0/0.

KomaHaa ¢ npedpukcom no yaansiet nogceTb. ECv BbINOAHUTL KOMaHAy 6e3
aprymMeHTa, TO BeCb CMNMCOK NogceTer byaeT OUmLLeH.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica Wireguard

CuHoncue (config-wg-peer)>  allow-ips address> <mask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

address IP-agpec BmecTe c mackovi mask 3ajaeT noaceTb
IP-agpecos, noanexaliux TpaHcIaunmn.

mask IP-Macka Macka noacetun. Ectb gBa cnocoba BBOAA
Macku: B KAHOHNYeCKOM Buae
(Hanpwvmep,255.255.255.0) n B BUAe
61TOBOV ANNHBI NpedurKca (Hanpumep,
/24).

Mpumep (config-wg-peer)> allow-ips 0.0.0.0/0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0
Wireguard::Interface: "Wireguard4": add allowed IPs »
"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
Wireguard::Interface: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

VlCTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
3.03 JobaeneHa komaHaa interface wireguard peer
allow-ips.
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3.32.168.2 interface wireguard peer endpoint

OonucaHue YKasaTb agpec yaneHHoro n1pa, c KoTopbiM byAeT yCTaHOBEHO COefMHeHVe
WireGuard.

KomaHaa ¢ npepunKcom no yaanseT KOHeYHY TOUKY TYHHenNs.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint «address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbl AprymeHT 3HaueHue |OnucaHune
address IP-agpec IP-agpec unv goMeHHoe MA yAaneHHOoro
xocTa.
port UYenoe uucno |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint
Wireguard::Interface: "Wireguard4": reset endpoint for peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

VICTOleﬂ Mn3MeHeHuiA Bepcmﬂ onucaHvie
3.03 Job6asneHa komaHgaa interface wireguard peer
endpoint.

3.32.168.3 interface wireguard peer keepalive-interval

OnucaHune YcTaHOBUTb MHTEpBan oTnpaBku NakeTos keepalive 4nss MOHUTOPUHIa
coeanHenuns WireGuard. Tlo yMon4aHMio HTepBas He 3a4aH.

KomaHga ¢ npedrkcom no yganseTt HacTPOKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica Wireguard

CnHoncuc (config-wg-peer)>  keepalive-interval<intervals

(config-wg-peer)> no keepalive-interval

AprymeHTbI AprymeHTt 3HaueHue OnucaHue

interval Lenoe uncsno ViHTepBan oTrpaBKy NakeTos
keepalive B cekyHgax. MoxeT
MpUHMUMaTb 3Ha4YeHus oT 3 A0 3600

BKZTHOUNTENBHO.

Mpumep (config-wg-peer)> keepalive-interval 3
Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.03 JobasneHa komaHaa interface wireguard peer
keepalive-interval.

3.32.168.4 interface wireguard peer preshared-key

OnucaHue 3aaatb pasgensemblii knod ana WireGuard coegHeHNs K yaaneHHoOMY nNuvpy.
Pa3zgensiemblii kntod (PSK) — 3T0 gononHUTENbHOE yay4lleHne 6e30MacHOCTH
B COOTBETCTBUM C NpoTokonoM WireGuard n ana MakCMManbHOW
3aLMLLEHHOCTY KaXAOMY KJMEHTY A0J/IKEH 6biTb Ha3Ha4YeH YHUKANbHbINA
PSK. Mo ymonuaHwmio PSK He ncnosnb3syeTcs.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Wireguard

Cunoncnc I (config-wg-peer)>  preshared-key preshared-key>

I (config-wg-peer)> no preshared-key
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

preshared-key |CTpoka 3HaueHwue kr4a PSK. JjonyckaeTcs
NCMONb30BaHMe NAaTUHCKNX BYKB, Ldp n
3HaKoB paBeHcTBa. [linHa Kntova 44
cMMBoOna.

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib133J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobasneHa komaHAa interface wireguard peer
preshared-key.

3.32.169 interface wireguard private-key

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun uHTepderica

CuHoncumc

AprymeHTbl

Mpumep

Ha3HauuTb UM creHepMpoBaTh NPUBATHbIV KAOY 4151 MOAK/IOYEHUS K
yZAaneHHbIM Npam Yepes npotokon WireGuard. Mo yMonyaHuto NnpuBaTHbIN
K/IIOY He HaCTPOEeH.

Het
Het
HeT

Wireguard

(config-if)> wiregquard private-key [ private-key>]

AprymeHT 3HayeHue |OnucaHue

private-key Crtpoka 3HauyeHVie HOBOro NPYBATHOIO K/toYa.
JonyckaeTca ncnonb3oBaHMe TAaTUHCKUX
6yKB, uMdp 1 3HAKOB paBeHCTBa. JavHa
Kno4ya 44 cmBorna.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.03 Jlo6aBneHa komaHga interface wireguard private-key.

3.32.170 interface wmm

OnucaHune Bkntounts WMM Ha nHTepdelice.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Access Point

CuHoncuc I (config-ify>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.00 JobaBneHa komaHaa interface wmm.

3.32.171 interface wpa-eap radius secret

OnucaHune YKa3aTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A8 6e30nacHoro
B3auMoAencTBma mexay RADIUS cepepom v RADIUS kKnneHTomMm.

KomaHga ¢ npedunkcom no yaanseT cekpeTHbIN Krou.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
secret Ctpoka 3HadveHue kntoya RADIUS cepsepa.
MakcumanbHaga gnnHa coctaBnsaet 64
cMMBONa.
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-if)> wpa-eap radius secret »
(+>R#G™ }-INxru'i8i | LK}wBN9E~X0Xa{xFOG-N~%FaTnr|S(e(q$/1P2/tbX/#Q
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret applied.

(config-if)> no wpa-eap radius secret
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret cleared.

Bepcus OnucaHve

3.01 Jlo6aBneHa komaHga interface wpa-eap radius secret.

3.32.172 interface wpa-eap radius server

OnucaHune
MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb agpec RADIUS cepBepa

KomaHga ¢ npedpurkcom no yaanseT ajpec cepsepa.

Ja

Aa

Het

Bridge

(config-if)> wpa-eap radius server address[: port]

(config-if)> no wpa-eap radius server

AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec RADIUS cepsepa.
port UYenoe uucno |Homep nopta RADIUS cepsepa.

(config-if)> wpa-eap radius server 192.168.10.10
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server cleared.

Bepcus OnucaHve

3.01 [Jlo6aBneHa komaHza interface wpa-eap radius server.
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naBa 3 OnncaHme KOMaHA,

3.32.173 interface wps

OnucaHue BkntounTb GyHKLMOHaNbLHOCTL WPS.
Mpe¢ukc no Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuvHoncuc I (config-if)>  wps

I (config-if)> no wps

MNpumep (config-if)> wps
WPS functionality enabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface wps.

3.32.174 interface wps auto-self-pin

OnucaHune Bintountb pexxum WPS auto-self-pin. Mo ymonyaHumio pexum auto-self-pin
BKJTHOYEH.

KomaHga ¢ npedrkKcom no OTKAUAET 3TOT PEXUM.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica WiFi

CrnHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network::Interface::Rtx::Wps: an auto self PIN mode enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHaa interface wps auto-self-pin.
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naBa 3 OnncaHme KoMaHp,

3.32.175 interface wps button

OnucaHue HauaTb npouecc WPS c ncnonb3oBaHmeM KHOMKW. [pouecc AnnTca 2 MUHYTHI,
NV MeHbLLUE, ecsin coefHeHE YCTaHOBJIEHO.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

Cunoncnc (config-if)>  wps button «directiom

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT Air.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHgaa interface wps button.

3.32.176 interface wps peer

OnucaHue HauaTb npouecc WPS vcnonbsys PIN yaaneHHoro y3na. lNpouecc gantea 2
MUHYTbI, 1IN MeHbLLIe, eCNN CoefMHeHMe ycTaHoB/eHo. [10 ymon4aHuio
npouecc WPS PIN BbikntoYeH.

MNpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
CuHoncuc (config-if)>  wps peer «directions pin
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT yaaneHHoro
y3na.
pin CTpoka PIN-koA yaaneHHOro ysna.
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-if)> wps peer send 53794141
Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHgaa interface wps peer.

3.32.177 interface wps self-pin

OnucaHue HauaTtb npouecc WPS ncrnonbsys PIN yctpoiicTsa. Mpouecc AAnTesa 2 MAUHYTI,
VAN MeHbLLIe, ecNn CoeJIHeHMe YCTaHOB/EHO.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc (config-ifj>  wps self-pin «direction

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolikn Wi-Fi oT Air.
Mpumep (config-if)> wps self-pin receive

Receiving WiFi configuration process started (self PIN mode).

VICTOleﬂ M3MeHeHWiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHgaa interface wps self-pin.

3.33iparp

OnucaHwue 3agaTb cTaTUYeckoe cornoctasneHne mexay IP n MAC agpecamu 4519 XOCTOB,
He NoAAepPXMBAOLLNX AHaMUYeckuin ARP.

KomaHga c npedurkcom no yaanseT 3anuch 13 tabamusl ARP. ECnv BINOAHUTL
KOMaHZAy 6e3 aprymMeHTOoB, BeCb CNUCOK 3anucein ARP byaeT ounLLeH.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

(config)> ip arp «ips> mac

(config)>noip arp[«ips]

AprymeHT 3HaueHue

OnucaHue

ip IP-agpec

IP-agpec B BUje yeTbIpéx
AECATUYHBIX Uncen, pasaeNiéHHbIX
TOYKaMu, COOTBETCTBYOLLMIA
JlokanbHOMY ajpecy.

mac MAC-agpec

MAC-aapec B BU/e LWeCTn rpymnn
LecTHagLaTepuyHbIx u1op,
pa3geneHHbIX 4BOETOUNAMM.

(config)> ip arp 192.168.2.50
Network: :ArpTable: Static ARP

(config)> no ip arp 192.168.2.
Network: :ArpTable: Static ARP

(config)> no ip arp
Network: :ArpTable: Static ARP

al:2e:84:85:14:21
entry saved.

50
entry deleted for 192.168.2.50.

table cleared.

Bepcus OnucaHue

2.00 JobasneHa KoMaHaa ip arp.

3.34 ip dhcp class

OnuncaHwune

Mpedukc no

MeHsieT HaCTpoWiKKn

JocTtyn K rpynne KoMaHA AN HacTpoKn BeHAop-knacca DHCP (60 onuus).

Ecnn knacc BEHAOPOB He HaIZAEH, KOMaHZJa MNbiTaeTcqa ero co3aatb.

KomaHga ¢ npedurkcom no yaansieT Bbl6paHHbIN Knacc.

Ja

Het

MHorokpaTtHbiiA BBOg, [a

BxoXkaeHue B rpynmny

CvHoncuc

AprymeHTbl

(config-dhcp-class)

(config)> ipdhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT 3HaueHue

OnucaHwue

class CTtpoka

Ha3BaHue BeHAOp-KNacca.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHgaa ip dhcp class.

3.34.1 ip dhcp class option

OnuncaHune
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

YKa3aTb 3HaueHwve onuuu 60 Ana NpncBoeHUs BeHAo0p-Kaacca.
KomaHgaa ¢ npedrKcom no yaanseT yKasaHHbIM Knacc.

Ja

Ja

Aa

(config-dhcp-class)>  option <number> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HayeHue OnuncaHwue

number lenoe umucno |Homep onumn. Ceinyac MCNoNb3yeTcs TONbKO
3HaJeHune 60.

data CTpoka 3HayeHue onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve

2.00 JobasneHa komaHaa ip dhcp class option.

3.35ip dhcp host

OnuncaHwne

HacTpouTb cTaTuyeckyro npusasky IP-agpeca Kk MAC-agpecy xocta. Ecnm xoct
C YKa3aHHbIM IMeHeM He HalifjleH, KOMaHAa NbITaeTcs ero co3jathb. Ecnu
yKasaHHbIn IP-agpec He BXOANT B AManasoH HW OAHOrO nyna, KoMaHAa
COXPaHUTCA B HaCTpoOKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossonset nomeHATs MAC-agpec, oCcTaBMB NpexHee 3HaveHve
IP-agpeca, n HaobopoT — NoMeHATL IP-agpec, ocTaBMB NpeXxHee 3HaYeHne
MAC-agapeca.

KomaHgaa c npedprkcom no yaansiet XocT.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

(config)>  ip dhcp host <host>[mac ][ ip]

(config)> no ip dhcp host <host>

AprymeHT 3HayeHne |OnucaHue

host CTpoka Mpon3BoAbHOE MMS XOCTa, UCMOIb3yeTcs
ana naeHtnoukaumm napoel MAC-IP B
HacTporkKax.

mac MAC-agpec |MAC-agpec xocTa AN CTaTUYEeCKOW

npussasku IP-agpeca. Ecnm He ykasaH,
3HaueHue bepeTca 13 npeaplayLien
HaCTPOMKMN.

ip IP-agpec IP-agpec xocTta. Ecniv He yKa3aH, 3HaueHune
b6epeTca U3 npeablayLieil HacTPOoKu.

(config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ip dhcp host.

3.36 ip dhcp pool

OnucaHune

JocTyn K rpynne KoMaHg, ans Hactpoiikm DHCP-nyna. Ecnm nyn He HajeH,
KOMaHga nblTaeTcs ero co3gath. [Ang nyna 3agaetca cnmcok DNS-cepeepos
(komaHaa dns-server), W03 N0 ymon4vaHuto (komaHaa default-router) n
BpeMms apeHabl (koMaHaa lease), a Taikoke gnanasoH AnHamuyeckux IP-agpecos
(komaHgza range).

Mocne HaCTPOMKKM NyIOB HEOHXOAMMO BKIHOUNTL CNyx6y DHCP ¢ MOMOLLbHO
KoMaHgbl service dhcp.

Mo>HO co34aTb He 6onbLue 32 nynoB. MakcMManbHasa ANVHA UMEeHU nyna
— 64 cnmBona.

MNprMeuaHune: B Tekyllei Bepcun CMCTeMbl peann3oBaHa NoajepXka He
6onee ogHOro nyna Ha nHTepdec. Ans KOPpPekTHOM paboTbl
cepsepa DHCP TpebyeTcs, UTobbI friana3oH IP-agpecos,
YyCTaHOB/EHHbIV KOMaHAOM range, NpuHaaaexan cetu,
HacTpoeHHoM Ha ogHoM 13 Ethernet-nHtepgeiicos
ycTpolicTBaa.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedumkcom no yganset nyn.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-dhcp-pool)

CuHoncue (config)>  ip dhcp pool <name>
(config)> no ip dhcp pool <name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Wmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool
pool "test pool" has been created.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [Jlo6aBneHa komaHga ip dhcp pool.

3.36.1 ip dhcp pool bind

OnucaHue MpwvBs3aTb Nyn K yKkazaHHOMY nHTepdericy.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
nHTEepperica
NMpumep (config-dhcp-pool)> bind FastEthernet0/Vlan2

pool "test pool" bound to interface FastEthernet@/Vlan2.
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHzga ip dhcp pool bind.

3.36.2 ip dhcp pool bootfile

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

3.36.3ip dhcp

OnuncaHune

Mpedukc no

MeHsieT HacTpoiKkmn

YKka3zaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knneHta DHCP (onums
67).

KomaHga ¢ npedunKcom no yaanset HaCTpOnKYy.
Ja

Aa

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfiles

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnucaHwue

bootfile Ums gaiina MyTb K daliny HacTpoex.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 Job6asneHa komaHgaa ip dhcp pool bootfile.
pool class

JocTtyn K rpynne koMaHz AN HaCTPOViKM BeHAop-knacca DHCP BbIbBpaHHOro
nyna agpecos. Ecam knacc BeHAOPOB He HalAeH, KOMaHAa NblTaeTcs ero
co3AaThb.

Ans KoppekTHOM paboTbl MMS Klacca AOKHO BbITb TakMM Xe, Kak U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaanseT Bbl6paHHbIN Knacc.
Ja
[Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

BxoxxaeHue B rpynny (config-dhcp-pool-class)

CuHoncunc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

(config-dhcp-pool)>

class «class»

(config-dhcp-pool)> no class «class>

AprymeHT

3HaueHve OnucaHue

class

CTpoka HasBaHue BeHZOp-Kiacca.

(config-dhcp-pool)> class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHga ip dhcp pool class.

3.36.3.1 ip dhcp pool class option

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

YCTaHOBUTbL AOMONHUTENbHbIE ONUMK aas DHCP knneHTa B ciydae
CoBMajeHUsi BEHAOP-Knacca.

KomaHaa ¢ npepunKcom no yaanseT ykasaHHYH OMumio.

Ja
Ja
Ja

(config-dhcp-pool-class)>  option <number> <types «datas

(config-dhcp-pool-class)> no option <number>

AprymeHT 3HauyeHue OnucaHwue
number 6 Onumna 6, DNS-cepsep.
42 Onuwsa 42, NTP-cepBep.
43 Onuwsa 43, nogpobHasa nHpopmaums o
npovssogurtene.
type ip Tun aprymeHTa data — IP-agpec. 3T1oT T”n
He 1CroJsib3yeTcsa ANna onuumn 43.
hex Tun aprymeHTa data — wectHaguaTepmyHoe
ymcno.
data CTpoka 3HadeHue onuun.
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naBa 3 OnncaHme KoMaHp,

Npumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHgaa ip dhcp pool class option.

3.36.4 ip dhcp pool debug

OnucaHwne J06aBnTb OTNaf0uHbIe COOBLLEHMS B CUCTEMHbIA XypHa. Mo ymonyaHuo
HaCcTpolKa OTKIOYeHa.

KomaHga ¢ npedrkcom no oTKAOYaET OTNAAKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

WcTopuns nsmeHeHWit |Bepcua onucaHue
2.01 JobasneHa komaHgaa ip dhcp pool debug.

3.36.5 ip dhcp pool default-router

OnucaHue HactpouTtb IP-agpec wnto3a no ymonyaHuto. Ecnum He ykasaH, To byget
NCNONb30BaTbCA afpec, HaCcTpPoeHHbI Ha Ethernet-nHtepdeiice,
orpeesieHHOM aBTOMaTUYeCKM 415 3alaHHOro JManasoHa range.

KomaHga ¢ npednkcom no oTMeHSAET HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  default-router <address;
(config-dhcp-pool)> no default-router
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec Wwro3a rno yMmoayaHuio.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ip dhcp pool default-router.

3.36.6 ip dhcp pool dns-server

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Hactpouts IP-agpeca cepsepoB DNS (DHCP-onuusa 6). Ecin He ykasaH, To
byfeT 1Cnonb30BaThCA agpec, HaCTpoeHHbIN Ha Ethernet-uHtepdderice,
onpegeseHHOM aBTOMaTUYeCKn 419 3a,aHHOro AnanasoHa range.

KomaHga c npednkcom no oTMeHseT HaCTPOIAKY.

Ja

Ja

Het

(config-dhcp-pool)>  dns-server (<addressl [ address2] | disable)

(config-dhcp-pool)> no dns-server

AprymeHT 3HauyeHue OnucaHwue

addressl IP-agpec Agppec nepsuyHoro DNS-cepsepa.
address2 IP-agpec Agapec sBTopuyHoro DNS-cepsepa.
disable Knwyesoe cnoso |OTkntounts DHCP onuwio 6.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga ip dhcp pool dns-server.
2.1 JobasneH aprymeHT disable.

3.36.7 ip dhcp pool domain

OnucaHwne

MNpejukc no

YKa3aTb JOMEHHOE VMS, KOTOPOe KANEHT JO/MKEH UCMO/b30BaTh Npu
paspelueHnn meH yepes DNS (option 15).

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-dhcp-pool)>  domain «domain»
(config-dhcp-pool)> no domain
AprymeHTbI AprymeHT 3HauyeHue OonuncaHmne
domain Ctpoka JlokanbHOEe JOMeHHOoe NMS.
NMpumep (config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.36.8 ip dhcp pool enable
OnucaHue HauaTb ncrnosb30BaTh Ny B CUCTEME.
KomaHgza ¢ npedurkcom no oTkIoYaeT CNoAb3oBaHve nyna.
MNpejukc no Ja
MeHsieT HacTpovikm  [a

MHorokpaTtHbiiA BBog, Het

CuHoncue I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
MNpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHga ip dhcp pool enable.

3.36.9 ip dhcp pool lease

OnucaHwue YcTtaHoBUTL BpeMsa apeHabl IP-agpecos nyna DHCP. o ymonyaHuio
ncnonb3yertca 3HayeHre 25200 (7 YacoB).

KoMaHAa ¢ npe¢rkcom no BO3BPALLAET 3HaUeHVe BPpEMEHY apeHbl Mo
YMOYaHWIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-dhcp-pool)>  lease <lease»
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lease lenoe uucno |Bpems apeHabl B cekyHAax. MoxeT
NPVHVMAaTb 3HaYeHKe B AnanasoHe oT 1
A0 259200 (3 gHS).
Mpumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 [JobasneHa komaHza ip dhcp pool lease.

3.36.10 ip dhcp pool next-server

OnucaHwue YkasaTtb agpec TFTP-cepBepa ana DHCP-knmeHTa (onums 66).
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica Ethernet

CuHoncuc (config-dhcp-pool)>  next-server «address>

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
address IP-agpec Agpec cepsepa TFTP.
Npumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.

Bepcus OnucaHue

2.1 Job6asneHa komaHgaa ip dhcp pool next-server.

3.36.11 ip dhcp pool option

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

3agaTb gononHuTenbHble napameTpbl gna DHCP-knveHTa.
KomaHga ¢ npedurKcom no yaanseTt AONONHUTENbHYO HaCTPOWKY.
Ja

Ja

MHorokpaTtHbIiA BBOg, [a

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Ethernet

(config-dhcp-pool)>  option <numbers <type> «data»

(config-dhcp-pool)> no option <number;

AprymeHT 3HauyeHue OnuncaHwue

number 4 Onuu4a 4, cepsep BpeMeHu.
6 Onuwsa 6, DNS-cepsep.
42 Onuwsa 42, NTP-cepBep.
44 Onuwsa 44, NetBIOS-cepsep.
26 Onymsa 26, MTU.
121 Onuyuna 121, becknaccoBble cTaTUyeckue
MapLUpPYThI.
249 Onuwsa 249, MS MapLupyThl.
type ip Tun aprymeHTa data — IP-agpec. 3T0T TUM
He 1Crnosib3yeTcsa ANna onuun 26.
hex Tun aprymeHTa data — WwectHaguaTepmyHoe
ymcno.
ascii Tun aprymeHTa data — umcno ASCIL
mtu Twnn aprymeHTa data — pasmep MTU.
data CTpoka 3HadeHue onuun.

(config-dhcp-pool)> option 4 hex 00010203

(config-dhcp-pool)> option 4 ascii test
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(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 [JobaeneHa komaHga ip dhcp pool option.

3.36.12 ip dhcp pool range

OnuncaHmne HacTpouTb AnanasoH AHaMNYeCcKX aApecos, BblaBaeMbix DHCP-knveHTam
HeKoTopol nogceTu. lnanasoH 3aAaeTca HadaibHbIM N KOHEYHbIM
IP-agpecom, 60 Ha4anbHbLIM agpecoM 1 pa3mepoM. CeTeBoli MHTepdelic,
K KOTOpOMY 6yAyT NpUMeHeHbl HaCTPOKW, BbIbVpaeTcs aBTOMaTUYeCKu.
AZpec BbIbpaHHOro MHTepdeca NCnob3yeTcs B KayecTse LUA03a Mo
ymonuyaHuto n DNS-cepBepa, eciv He 3aaHbl Apyrve agpeca KoMaHAaMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range

AprymeHTbl AprymeHT 3HaueHue |OnucaHune
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe uucsno |Pasmep nyna.

NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool range.

3.36.13 ip dhcp pool update-dns

OnucaHue Jlo6aBnsaTb cTatuyeckme 3anmcm B DNS-npokcuy npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3lyetcsa MM xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO GYHKLNSA OTKHOUEHa.
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KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CnHoncuc I(config—dhcp—pool)> update-dns
I (config-dhcp-pool)> no update-dns
Mpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 JobasneHa komaHga ip dhcp pool update-dns.

3.36.14 ip dhcp pool wpad

OnucaHune Hactpoute DHCP onuwuto 252 — npotokon WPAD. o ymondaHuto onuusa
OTK/ItOYEHa.

KomaHgaa c npedprkcom no OTK/I0HaeT HacTPOLiKy.
Mpedunkc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dhcp-pool)>  wpad wpad>
(config-dhcp-pool)> no wpad
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
wpad CTpoka URL-agpec npokcu-cepeepa.
Npumep (config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.
WcTopus nsmeHeHuim Bepcus onucaHve

2.05 Job6asneHa komaHgaa ip dhcp pool wpad.
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3.37 ip dhcp relay lan

OnucaHwue YKaszaTb, Ha KakoM ceTeBOM nHTepdeiice peTpaHcnaTop DHCP byaet
06pabaTbiBaTh 3aNPOChl KNMEHTOB. MOXHO yKa3aTb HECKONLKO MHTepdelicos
«lan», fn5 3TOro HY>XXHO BBECTU KOMaHAy HeCKO/IbKO pas, yKa3as BCe
HeobxoaVMble nHTepdelicbl Mo 0AHOMY.

KomaHga ¢ npedurkcom no oTkatouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecn ncnonb3osatb KOMaHAy 6€3 apryMeHToB, peTpaHCIsaTop
DHCP bygeT oTKNO4eH Ha BCeX MHTepdelicax.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ip dhcp relay lan <interface
(config)> no ip dhcp relay lan [ interface]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface Umsa MonHoe nmsa nnn NceBgoHNM NHTepdelica
unHTepperica |Ethernet, Ha KOTOPOM peTpaHCATOP
DHCP 6ygeT npyHMMaTh 3anpocsk!
KNMEHTOB.
Mpumep (config)> ip dhcp relay lan Home
added LAN interface Home.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHgaa ip dhcp relay lan.

3.38 ip dhcp relay server

OnucaHue YkasaTb IP-agpec cepsepa DHCP, Ha KOTOpbI peTpaHciaTop byaeT
nepeHanpasaaTb 3aNpoCkl KIVEHTOB 13 JIOKaJIbHOWN CeTu.

KomaHga ¢ npedunkcom no yganset HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)>  ip dhcp relay server address>
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AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HaueHue |OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 JlobaBneHa komaHaa ip dhcp relay server.

3.39 ip dhcp relay wan

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YKkasbIBaeT, yepes Kakow ceTeBol nHTepdeiic petpaHcnaTop DHCP byaer
06paLLaThCs K BblLecTosLeMy cepeepy DHCP. B cucteMe MoXeT 6bITb TOIbKO
OAVIH NHTepdeic Takoro Tuna. Ecnm TouHbIN agpec cepBepa He ykasaH (CM.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUVPOKOBELLATEIbHO.
PekomeHpayeTcsa yka3blBaTb ajpec cepsepa.

KomaHga c npedurkcom no yganseTt HacTPOKy.
Aa

Ja

Het

(config)> ip dhcp relay wan <interface

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HayeHne |OnucaHue

interface nms MonHoe nmsa nam nceBAoHUM nHTepdeiica
uHTeppeiica |Ethernet, Ha koTopbI ByayT
HanpaBnATLCA 3anpockl OT
DHCP-knveHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 JobasneHa komaHaa ip dhcp relay wan.
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3.40 ip esp alg enable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb pexxum IPSec Passthrough gna TyHHenei IPsec ESP. o ymonyaHuto
HaCTPoWKa BbIK/IlOYEHa.

KomaHga ¢ npedprKcOM No OTK/IOUYaEeT HaCTPOIKY.
Ja

Ja

Het

I (config)> ip esp alg enable

I (config)> no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHve

3.05 JobasneHa komaHgaa ip esp alg enable.

3.41 ip flow-cache timeout active

OnucaHune

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTbL BpeMsi XpaHeHUst akTUBHbIX CeCcCUii B KeLle. 1o ymMondaHuto
ncnonb3lyeTca 3HadeHWe 10.

KomaHga ¢ npedrKcom no Bo3BpaLLaeT 3HayYeHne Mo YMOAYaHUIO.
Ja

Ja

Het

(config)>  ip flow-cache timeout active «timeout>

(config)> no ip flow-cache timeout active

AprymeHT 3HayeHne |OnucaHve

timeout lenoe uucno |3HayeHuve TaM-ayTa B MUHYyTax. MoxeT
NPVHVMAaTb 3HaYeHVe B Anana3oHe oT 1
4o 30.
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Mpumep

UcTopuns nameHeHuii

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.11 Jo6aeneHa komaHga ip flow-cache timeout active.

3.42 ip flow-cache timeout inactive

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YCTaHOBUTb BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUiA B KeLle. 10 yMonYaHuto
ncnonb3lyeTca 3HadveHue 20.

KomMaHza ¢ npeprKcoM Nno BO3BPALLAET 3HAUEHME MO YMONYAHUIO,
Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HayeHne |OnucaHue

timeout Uenoe 4ucno |3HaveHVe TaiM-ayTa B cekyHAaX. MoxeT
NPUHNMAaTbL 3HaYeHve B ArarnasoHe ot 1
4o 600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.1 [Jlo6aeneHa komaHga ip flow-cache timeout inactive.

3.43 ip flow-export destination

OnucaHwne

3agatb napameTpbl koanektTopa NetFlow.

KomaHza c npedurkcom no yaansieT napameTpbi.

264

CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config)> ip flow-export destination address port»
(config)> no ip flow-export destination
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec IP-agpec cbopLymka JaHHbIX.
port Yenoe uucno |Homep nopta UDP konnektopa. MoxeTt
nprHMMaTh 3HauveHusa 2055, 2056, 4432,
4739, 9025, 9026, 9995, 9996, 6343.
Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.
(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.1 JobasneHa komaHaa ip flow-export destination.
3.44 ip host
OnucaHue Jlo6aBUTL JOMEHHOE NMSA 1 agpec B Tabanuy DNS.
Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIi BBog, /[la

CuHoncuc (config)> ip host «domains <address>
(config)> no ip host [ «domain <address> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
domain Crpoka JlomeHHOe nMs xocTa.
address IP-agpec IP-agpec xocTa.
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Mpumep (config)> ip host zydata.local 192.168.1.22
Dns: :Manager: Added static record for "zydata.local", address »
192.168.1.22.

(config)> no ip host zydata.local 192.168.1.22
Dns::Manager: Record "zydata.local", address 192.168.1.22 deleted.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 [JobaeneHa komaHza ip host.

3.45 ip hotspot

OnucaHue JocTyn K rpyrnne KoMaHg ANa HacTponkun YnpasneHus [lomaluHen CeTbio.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

BxoxxgeHue B rpynny (config-hotspot)

CuHoncuc I(conﬁg)> ip hotspot

Npumep (config)> ip hotspot
(config-hotspot)>

UcTopuns nsmeHeHnii Bepcus OonucaHue

2.06 Job6asneHa komaHgaa ip hotspot.

3.45.1 ip hotspot auto-scan interface

OonucaHue BkntounTb GOHOBOE CKaHMpPOBaHMe Ha 3aaHHOM UHTepdelice. Mo
YMOTYAHUNIO BK/TKOUEHO.

KomaHga ¢ npednkcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Tun nutepdeiica IP
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CnHoncuc (config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface

AprymeHTbI AprymeHT 3HaueHue OnucaHue

interface Wms uHTepgerica|llonHoe nMa nHTepderica nnm
NnceBAOHUM.

Mpumep (config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster@/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan interface.

3.45.2 ip hotspot auto-scan interval

OnucaHue 3afaTb NHTepBaN NPOBEPKM XOCTOB, HAXOAALLMXCA OHNANH.
KomaHza ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre rno yMONYaHUI0.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CnHoncuc (config-hotspot)> auto-scan interval«intervals

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHT 3HauyeHue OonuncaHue

interval Lenoe 4ucro MHTepBan ckaHMpoBaHVA B
cekyHgaax. o ymonydaHuo
ncrnonb3yeTca 3HaueHme 30.

Mpumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.
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(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.08 Job6asneHa komaHgaa ip hotspot auto-scan interval.

3.45.3 ip hotspot auto-scan passive

OnucaHue 3afaTb CKOPOCTb MAaCCMBHOIO CKAHNPOBAHMA B XOCTaX B CEKyHAY.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbl AprymeHT 3HaueHue OnucaHue

rate Lenoe uucro CKopoCTb NaccMBHOTO
cKaHmpoBsaHwus. 1o ymon4aHuio
1CNo/b3yeTcsa 3HaueHue 3.

Mpumep (config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHga ip hotspot auto-scan passive.

3.45.4 ip hotspot auto-scan timeout

OnucaHue YctaHoBUTb 0P PaaiHOBbIN TaliM-ayT A4/19 XOCTOB. oc/ie ykazaHHOro BpeMeHu
OTCYTCTBYHOLLMIA XOCT YAANSAETCH U3 CNNCKA O6HAPY>XeHHbIX XOCTOB XOT-CMOoTa.

KomaHza c nped1kcom no BO3BpaLLaeT 3HaYeHMe Mo YMONUYaAHUIO.

Mpejukc no Ja
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MeHsieT HaCTPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ja

Het

IP

(config-hotspot)>  auto-scan timeout <timeout>

(config-hotspot)> no auto-scan timeout

AprymeHT 3HaueHue OnucaHwue

timeout Lenoe 4ucno OddnaHoBbIV TaliM-ayT B
cekyHgax. [1o ymonyaHumto
MCronb3yeTca 3HaueHme 35.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHve
2.08 Jlo6aBneHa komaHga ip hotspot auto-scan timeout.

3.45.5 ip hotspot default-policy

OnucaHwne

MNpejukc no

MeHsieT HaCTpPOVKMK
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

OnpegennTb NOANTUKY YNipasneHusa JomMallHe CeTbio A8 BCex
NHTepdericoB N Ha3Ha4YUTb Npodunb goctyna B IHTepHeT. MoanTrka
NpUMeHseTcs KO BceM MHTepdeicam, He MMeroLLM CO6CTBEHHOTO Npasua
aoctyna, ip hotspot policy.

MoAnTMKa No ymon4vaHuto: permit.

KomaHaa ¢ npepunKcom no ycTaHaBNMBaEeT 3HayYeHne NOANTUKN Mo
YMONYaHUIO.

Ja
Ja
Ja
IP
I (config-hotspot)>  default-policy (<access» | policy»)

I (config-hotspot)> no default-policy
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AprymeHTbI AprymeHT |3HaueHue OnucaHue
access permit PaspewnTb goctyn K cet HTepHerT.
deny 3anpeTuTb JOCTynN K ceTu VIHTepHeT.
policy Mpogunb HasBaHune npoduns goctyna.
gocrtyna
Mpumep (config-hotspot)> default-policy permit

FHotspot::Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot::Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvicaHue
2.09 [Jlo6aBneHa komaHga ip hotspot default-policy.
212 Job6asneH aprymeHT policy.

3.45.6 ip hotspot host

OnucaHwune HactpouTb npaBmia AocTyna nam 610KMPOBKN A onpeseNieHHbIX KTMEeHTOB
Ynpaenenus [lomawHen CeTbro. laHHbIE NMpaBuia MMeRT 60Jiee BbICOKUN
NPUOPUTET, YeM HACTPOIKa NOAUTUKM (CM. KoMaHAy ip hotspot policy).

KomaHga c npedunkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  host @ac» (<access» | schedule <schedules | policy

policy»)

(config-hotspot)> no host wmac» (<access» | schedule | policy)

AprymeHT ApryMeHT |3HaueHme |OnucaHue

mac MAC-agpec MAC-agpec xocTa. XocT A0/1KeH 6bITb
3aperncTprpoBaH 3apaHee C NOMOLLbIO
komMmaHabl known host.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue OnuncaHwue

access permit PaspewwnTb goctyn K ceT HTepHer.
deny 3anpeTuTb JOCTYyn K ceTu NIHTepHerT.
schedule Pacnucanne |HasBaHMe pacnmcaHums, CO34aHHOro npwu
nomMoLuwy rpynnel KomaHg schedule.
policy Mpogunb HasBaHune npodung goctyna.
fgocryna
Mpumep (config)> known host MYTEST 54:e4:3a:8a:f3:a7

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot::Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot::Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 JobasneHa komaHgaa ip hotspot host.
2.12 Job6aBneHbl aprymeHTbl permit, deny, schedule, policy.

3.45.7 ip hotspot policy

OnucaHue OnpeaenuTb NOANTUKY YNpaBneHus JomailHein CeTbto A5 BbIOpPaHHOTO
nHTepderica. NMoanTnka NpUMeHNETC KO BCeM XOCTaM, He MIMetoLLMM
cobcTBeHHOro npasuna goctyna ip hotspot host.

MonnTtmnka no ymonuaHuio: permit.

KoMaHAa ¢ npedrkcom no ycTaHaBAMBaET 3HaUeHMe NOANTUKNA Mo
YMOTYaHWIO.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Ja

MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
Cunoncuc (config-hotspot)>  policy <interfaces (<accesss | policys)
(config-hotspot)> no policy <interface»
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interface nms MonHoe nmsa Ethernet nHTepderica nnm
nHTEeppesica |NCEBAOHVM.
access permit PaspewwnTb goctyn K ceT HTepHer.
deny 3anpeTuTb JOCTYyn K ceTu NIHTepHerT.
policy Mpo¢unb HasBaHune npoduns goctyna.
goctyna
Mpumep (config-hotspot)> policy Home permit

Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> policy Home deny
Hotspot::Manager: Policy "deny" applied to interface "Home".

(config-hotspot)> policy Home Policy®
Hotspot::Manager: Policy "Policy@" applied to interface "Home".

(config-hotspot)> no policy Home
Hotspot::Manager: Interface "Home" policy cleared.

VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.06 [Jlo6aBneHa komaHga ip hotspot policy.
2.12 Job6asneH aprymeHT policy.

3.45.8 ip hotspot wake

OnucaHue OTtnpasutb Wake-on-LAN nakeT Ha private n protected nHtepdericbl xocTa.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CuHoncuc

I (config-hotspot)>  wake wmac>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue OnucaHue
mac MAC-apgpec MAC-aapec xocTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.08 Job6asneHa komaHgaa ip hotspot wake.

3.46 ip http easy-access

OnucaHue BrntounTtb NnpuBaAsky k TCP nopTy 80 ana web-cepsepa (nginx). Mo ymonyaHuto
3Ta $yHKLMSA BKAOYEHA.

KomaHaa ¢ npeprKcom no oTkNoYaeT NPUBA3KY K MOPTY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbI BBOA, HeT
Tun nHtepdeiica IP

CrnHoncuc I (config)> ip http easy-access

I (config)> no ip http easy-access

Mpumep (config)> ip http easy-access
Http::Manager: Enabled EasyAccess server.

(config)> no ip http easy-access
Http::Manager: Disabled EasyAccess server.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.01 [Jlo6aBneHa komaHga ip http easy-access.

3.47 ip http lockout-policy

OnucaHue 3agaTb NapaMeTpbl OTCAEXMBAHMWS MOMNbITOK BTOPXEHWs NyTEM nepebopa
naponev HTTP ans ny6anyHeix nHTepdercos. Mo ymonyaHuio dbyHKUMA
BK/IFOYEHa.

KomaHga ¢ npedurkcom no oTkaroYaeT obHapy>eHne nogoopa.

Mpejukc no Ja
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naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

Cunoncuc (config)>  ip http lockout-policy «thresholds [«durations

[<observation-windows]]

(config)> no ip http lockout-policy

AprymeHTbI AprymeHT 3HaueHune OnucaHue

threshold Lllenoe uucno Konnyectso HeyAauHbIX MOMbITOK
BXOZa B cucTtemy. 1o ymonyaHuo
YCTaHOB/IEHO 3HayeHue 5.

duration Lenoe uucno MpojoXKNTEeNbHOCTL 3anpeTa
aBTopu3aLnn ANA yKa3aHHOro
IP-agpeca B muHyTax. Mo
YMOJIHaHWIO YCTaHOB/IEHO
3HayeHwue 15.

observation-window |Yenoe uucno MpofoMKNTENBHOCTL HabNAEHNS
3a NOAO3PUTENIbHOWM aKTUBHOCTLHO
B MUHYTax. 1o ymMon4aHuio
yCTaHOB/IEHO 3HayeHue 3.

Mpumep (config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 JlobasneHa komaHaa ip http lockout-policy.

3.48 ip http log access

OnucaHwue BrnrounTb pexxrm 0TnaAku Ha Beb-cepeepe (nginx). Mo ymonyaHumio GyHKLMA
OTKJIHOUEHa.

KomaHga ¢ npedrkcom no oTkAroYaeT 0TAAA0UHbBIN PEXMM.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
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CuHoncumc I (config)> ip http log access

I (config)> no ip http log access

MNpumep (config)> ip http log access
Http::Manager: Enabled access logging.

(config)> no ip http log access
Http::Manager: Disabled access logging.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.00 JobasneHa komaHga ip http log access.

3.49 ip http log auth

OonucaHue BkNHOUMTE NOrMpoBaHMe NonbITOK HeyAauYHOoM aBTopm3aLmmn B cucteme. Mo
YMONIYaHWNIO GYHKLNS OTK/IOYEHA.

KomaHaa ¢ npedrKcom no oTKNt0OUaeT IorMpoBaHume.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica IP

CuHoncunc I (config)>  ip http log auth

I (config)> no ip http log auth

Mpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip http log auth
Http::Manager: Auth logging disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http log auth.

3.50 ip http log webdav

OnucaHue BkarounTb norvpoBaHme NonbITOK HEYyAaYHOro NOAKAYEHWS K cepBepy
WebDAV. Mo ymonuaHuio GyHKLUUA OTKAOYEeHa.

KomaHza ¢ npedrKcoM no oTKIYaeT N0rMpoBaHue.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuHoncuc I (config)> ip http log webdav

I (config)> no ip http log webdav

Mpumep (config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Jlo6aBneHa komaHgaa ip http log webdav.

3.51 ip http port

OnucaHue HasHaunte HTTP nopT a1s Be6-nHTepdeiica Air. o yMon4aHuo Ncnonb3yeTtcs
nopt 80.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT MOPT MO YMOYAHUIO.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIA BBOA, Het
Tun nHTepdeiica IP

CuiHoncuc (config)>  ip http port «port>

(config)> no ip http port

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
port Lenoe uyucno HoBbln nopT HTTP.
Mpumep (config)> ip http port 8080

Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobaeneHa komaHza ip http port.

3.52 ip http proxy

OnucaHwue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecav npokcn He
HalJeH, KOMaH/a MblTaeTcs ero co3gaTb.

KomaHga c npedunkcom no yganseT NpoKcu.
MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTHbIi BBog, /[la
Tun nHTepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncuc (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name CTpoka Vma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHgaa ip http proxy.

3.52.1 ip http proxy allow

OnucaHwue YcraHoBUTbL goctyn ana HTTP-npokcu. o ymonyaHuto, goctyn K HTTP-npokcun
3anpeLeH.

KomaHga ¢ npedurkcom no 3anpeLyaeT JOCTYN K NPOKCH.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 277



naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-http-proxy)>  allow public
(config-http-proxy)> no allow
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
public Knwyesoe Joctyn public gna HTTP-npokcw.
c/oBo
NMpumep (config-http-proxy)> allow public
Http::Manager: Proxy security level is set to "public".
(config-http-proxy)> no allow
Http::Manager: Disable access for proxy "test".
VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 [JobasneHa komaHzaa ip http proxy allow.

3.52.2 ip http proxy auth

OnucaHwue Bkntoumntb aBTopmsaumto ana HTTP-npokcu. Mo ymonyaHuio napameTp
OTK/IHOYEH.

KomaHga ¢ npedprkcom no oTkAoHaeT asTopmsaumio ana HTTP-npokcu.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-http-proxy)>  auth

I (config-http-proxy)> no auth

MNpumep (config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHaa ip http proxy auth.
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3.52.3 ip http proxy domain

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBWUTL f,OMEHHOE M4, onpegensatowee FQDN BUPTyanbHOro xXocTa.
KomaHga ¢ npednkcom no yganser HacTPOnKy.

Ja

Ja

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HayeHne |OnucaHue

domain Ctpoka JlomeHHOoe nm4.

(config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 JobasneHa komaHaa ip http proxy domain.

3.52.4 ip http proxy domain ndns

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Vicnonb3oBaTb fOMeHHOe nM4, nonydeHHoe oT cepBrca NDNS. Echv gaHHas
onums BKAOYEHa, HacTpowka ip http proxy domain ctmpaetcs.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

IP

I(config-http-proxy)> domain ndns

I (config-http-proxy)> no domain ndns

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 279



naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopuns nameHeHuii

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHaa ip http proxy domain ndns.

3.52.5 ip http proxy preserve-host

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

YCTaHOBUTb napamMeTp Aa4 CoOXpaHeHnA NCXO4HOro 3arosioBka rnpu
NPOKCnpoBaHMN.

KomaHga ¢ npeprKcoM No OTKOYaEeT HaCTPOIKY.
Ja

Aa

Het

IP

I(config-http-proxy)> preserve-host

I (config-http-proxy)> no preserve-host

(config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

Bepcus OnucaHue

2.13 JobasneHa komaHaa ip http proxy preserve-host.

3.52.6 ip http proxy upstream

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YctaHoBUTb agpec HTTP-cepBepa, Ha KOTOpbI ByayT nepeHanpaBAsATbCSA
3anpochl.

KomaHgaa ¢ npedrKcom no yaanset HaCTPOKY.
Aa
Ja

Het

280

CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica IP

Cutoncnc (config-http-proxy)>  upstream http «address-types [«ports]

(config-http-proxy)> no upstream

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
address-type mac Appec HTTP-cepBepa aBnsieTcs
MAC-agpecom.
ip Agpec HTTP-cepsepa — IP-agpec.
fqdn Appec HTTP-cepBepa — nonHoe JoMeHHoe
nms.
port Yenoe uucro |Homep nopra.
NMpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.08 [Jlo6aBneHa komaHga ip http proxy upstream.

3.53 ip http security-level

OonucaHue YCTaHOBUTb YpOBEHb 6€30MacHOCTL A1 YAAIEHHOTO A0CTyra K Be6
nHTepoelicy Keenetic. Mo yMonyaHMIO yCTaHOB/IEHO 3HaueHMe private.

Mpedukc no Het
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog, Het
Tun nHutepdeiica IP

CuHoncuc (config)> iphttpsecurity-level (public[ssl] | private | protected)

AprymeHTbl AprymeHT 3HaueHune OnucaHue

public Knwyesoe cnoso|[loctyn Kk Beb nHTepdeicy
paspeLueH ans public, private n
protected nHtepdeiicos no HTTP
n HTTPS.

private Knvesoe crnoso|[ocTyn K Beb nHTepdency
paspeLueH ansa private
nHTepdelicos.
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naBa 3 OnncaHme KoMaHp,

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HaueHue OnucaHwue

protected Knwyesoe cnoso|[octyn Kk Beb nHTepdeicy
paspelueH ans private n protected
nHTepdericos.

ssl Kno4yesoe crnoso|[ocTyn K Beb nHTepdency
paspeLueH ansa public
nHTepdericoB TONbLKO Yepes
HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

Bepcus OnucaHue
2.08 [Jo6asneHa komaHgaa ip http security-level.
3.00 Job6asneH napametp ssl.

3.54 ip http ssl acme get

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Co3gatb 1 nognucaTb cepTudmkat SSL Ana ykazaHHOro AOMEHHOro MMeHu
(no ymonyaHuto, KeenDNS). [lna Hero fAosxeH 6blTb NpefoCcTaBAeH AOCTYn
13 NHTepHeTa.

Het
Het

Het

(config)> ip http ssl acme get [ <domains ]

Argument 3HaueHue |OnucaHue

domain Ctpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus OnucaHve

2.11 Jlo6aBneHa komaHga ip http ssl acme get.

282

CnpaBoyHuK kKoMmaHa — Air (KN-1611)




naBa 3 OnncaHme KOMaHA,

3.55 ip http ssl acme revoke

OnucaHwue OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykazaHHOro AJOMeHHOro MMeHu
(KeenDNS, no ymon4vaHuio).

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config)> ip http ssl acme revoke <domain
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
domain Ctpoka JomeHHoe nms KeenDNS.
Npumep (config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.11 Jlo6aBneHa komaHga ip http ssl acme revoke.

3.56 ip http ssl acme list

OnucaHue MNMoka3saTb cNMcok 6ecrnnatHbIX cepTndurkaTos Let's Encrypt B cucteme.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(conﬂgﬁ> ip http ssl acme list

Mpumep (config)> ip http ssl acme list
certificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
should-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

certificate:
domain: mytest.keenetic.pro
should-be-renewed: no
is-expired: no
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naBa 3 OnncaHme KoMaHp,

issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.1 Job6asneHa komaHga ip http ssl acme list.

3.57 ip http ssl enable

OnucaHue Bkarountb SSL Ha HTTP cepsepe. o ymonyaHuto, SSL oTktoUeH.
KomaHga ¢ npedurkcom no oTkarouaet SSL.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica IP

CnHoncuc I (config)> ip http ssl enable

I (config)> no ip http ssl enable

Mpumep (config)> ip http ssl enable
Http::Manager: Enabled SSL service.

(config)> no ip http ssl enable
Http::Manager: Disabled SSL service.

VlCTOleﬂ M3MeHeHuA Bepcmﬂ onvicaHue

2.07 Jlo6aBneHa komaHga ip http ssl enable.

3.58 ip http ssl redirect

OonucaHue BkntounTb aBTOMaTUYECKOE NepeHanpas/ieHre Ha JOMeHaXx C cepTidUKaTom
SSL. Mo yMonyaHuio nepeHanpasieHme BKIOYEHO.

KomaHga c npedurkcom no oTkAoYaeT nepeHanpasneHue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

(config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

Bepcus OnucaHve

2.1 JobasneHa komaHgaa ip http ssl redirect.

3.59 ip name-server

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKM
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

HactpouTtsk IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnn DHCP.

AKTUBHbBIMW, TO €CTb NCMO/b3yeMbIMU B JaHHbIA MOMEHT agpecamMu, ABASI0TCA
Te, KOTopble 6bINY 3aperncTpmMpoBaHbl NO3Xe 0CTaibHbIX. OBbIYHO cucTeMa
ncnonb3yeT ajgpeca, NojiyyeHHble HeECKO/IbKUMW MocaeAHUMU ycneLHo
NOAKNHUMNBLLUNMUCS cyX6amu PPP nnn DHCP. ECAX HX OfHa U3 CyX6 He
perncTpupyet agpeca DNS akTUBHbIMW ByAyT cTaTUYeckme HacTPOMKN.
OaHako, ecnv nocsie perncTpaumm JUHaMmm4eckmnx afpecos rnoJib3oBartesnem
6111 U3MEHeHbI CTaTUYecKne HaCTPOMKIN, OHM CTAHOBATCSA akTUBHbLIMU, MOKa
He ByayT 3aperncTpmpoBaHbl HOBblE VHAMUYeCKMe ajpeca.

ip hame-server MOXHO BBOAMTb MHOTOKPaTHO, ecn TpebyeTcs HacTpouTb
Heckosibko agpecoB DNS-cepsepoB. Kpome Toro, Kaxaomy BBeieHHOMY
aZipecy MOXHO COMOCTaBUTb OHO NN HECKO/IBKO JJOMEHHbLIX UMEH A5
paboTbl co cneyndryeckMmn 30HaMK, HanprMep, N0KabHBIMU UMEHaM B
KOpnopaTuBHOM ceTu.

KomaHza c npedurKcom no yaansieT ykasaHHbli agpec cepsepa DNS 13
CTaTMYEeCKOro 1 akTUBHOIO CNCKa, eC/IV KOMaHAA AaeTcs C apryMeHTamu,
NMB0 OUMLLLAET CMMCOK CTaTUYECKMX afpecoB, e/l KOMaHAa JaeTcs 6e3
aprymMeHTOB.

Ja
Ja
Ja
IP

(config)> dipname-serveraddress>[: port>][«domains[on<interface
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naBa 3 OnncaHme KoMaHp,

(config)> no ip name-server [ <address> [ : <port>]][ «domain [ on

<interface>]]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Afpec cepBepa NMeH.
port ljenoe uucno |MopT cepBepa MMeH.
domain CTpoka JlomeH, ans Kotoporo byaet
1crnonb3oBaThes cepsep. DNS-npokcu npum
paspeLleHn IMeHI B MepByo oyepe/b
Bbl6MpaeT agpec cepsepa C Hanbonee
6/1M3KMM K 3arnpocy AoMeHOoM. Ecnv gomeH
He yKa3blBaTb, cepBep byaeT
1CMOIb30BaTLCA /1A BCEX 3arMpoCoB.
BbipaxeHune "" ncnonb3syercs Kak JOMeH
Mo YMOJIYaHUIO.
interface Nmsa Nma nutepderica Ana HacTponkuy.
uHTEpPenica
Npumep (config)> ip name-server 8.8.8.8 "" on ISP

UcTopusa nsmeHeHwnii

3.60 ip nat

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CunHoncuc

Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)> no ip name-server
Dns::Manager: Static name server list cleared.

Bepcus OnucaHue
2.00 JlobaBneHa KkoMaHAa ip name-server.
2.14 JlobaBneH aprymeHT port.

BkAtOUNTb TpaHCAALMIO «10Ka/bHbIX» aJpecoB ceTn network nnn ceTn 3a
nHTepdericom interface. Hanpnmep, komaHga ip nat Home o3HauaerT, 4To
4151 BCeX MaKeToB 13 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMOJ/IHEHA MOAMEHa ajpecoB NCTOYHMKA.

Ja
Ja
Ja
IP

I (config)> ipnat (<interfaces | <address> amask>)
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naBa 3 OnncaHme KOMaHA,

(config)> no ip nat (<interfaces | <address> mask>)

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface nms NmMs nHTepdeiica NCToYHKKa (MoHOoe UMS
uHTeppeiica |VHTepderica MM NCeBAOHNM).
address IP-appec BmecTe c mackon mask 3agaeT gManasoH
IP-aapecoB NCTOUHMKA, NogaexaLumx
TpaHcasauun.
mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKW: B KAHOHNYECKOM
BuAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOIN ANVHBI NpeduKca
(Hanpumep, /24).

Mpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga ip nat.

3.61 ip nat full-cone

OnucaHwue BrntounTb pexuM Full Cone NAT. T1o yMOAYaHUIO pPeXnM BbIK/IHOUEH.
KomaHaa ¢ npedrKcom no OTKIH0HaEeT 3TOT PexXunMm.

MNpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.01

Jo6aBneHa komaHga ip nat full-cone.

3.62 ip nat restricted-cone

BrntounTb pexum Restricted NAT. [0 yMOAYaHNIO PEXMM BbIK/THOYEH.

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Mpumep

WcTopus nsmeHeHum

KomMaHgaa ¢ npedprKcomM nNo OTK/IOYAET 3TOT PEXUM.

Ja
Aa
HeTt

IP

I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

(config)> ip nat restricted-cone
Network: :Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

Bepcus

OnucaHune

3.01

JobaBneHa komaHgaa ip nat restricted-cone.

3.63 ip nat sstp

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

BkntoumnTb TpaHCAAaLUWIO agpecoB AN KaneHToB SSTP.

KomaHza c npedurkcom no yaansiet npasuso.

Aa
Ja

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CvHoncuc

IP

I (config)> ip nat sstp

I (config)> no ip nat sstp
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Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa KomaHza ip nat sstp.

3.64 ip nat udp-port-preserve

OnucaHwue CoxpaHATb 3HaueHne UDP-nopTa ncrtouHvka npu npoxoxgeHun NAT (RFC
4787). 1o yMON4YaHWI0 3TOT NapamMeTp OTKJIHOUEH.

KomaHga ¢ npeprKcoM No OTKAOUaEeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CnHoncuc I (config)>  ip nat udp-port-preserve

I (config)> no ip nat udp-port-preserve

Mpumep (config)> ip nat udp-port-preserve
Network::Nat: UDP port preserve enabled.

(config)> no ip nat udp-port-preserve
Network::Nat: UDP port preserve disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6aBneHa komaHaa ip nat udp-port-preserve.

3.65 ip nat vpn

OnucaHwue Bkntouunts TpaHcnauuo agpecos ana VPN-k1eHTOB.
KomaHga c npedunkcom no yaanseT npaBuo.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

I (config)> ip nat vpn

I (config)> no ip nat vpn

(config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

Bepcus

OnucaHue

2.04

Job6aBneHa komaHAa ip nat vpn.

3.66 ip policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHwue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

JlocTyn K rpynne KoMaHa AN HacTporkn npodunsa goctyna B VIHTepHeT —
npasuaa Bblbopa MapLUpyTa Mo YMOJIYAHUIO AJIS1 XOCTOB U CEerMEHTOB
AOMaLUuHel ceTu. Ecnimv npodunb gocTyna He HaliAeH, KOMaHAA NbITaeTcs ero
co3gaTb. MoxHO co3aaTth He 6onee 16 npoduneii.

KomaHga c npedurkcom no yaanseT ykasaHHbIA Npoduab 4oCTyna 13 cnmcka.

Ja
Ja
Ja

(config-policy)

(config)>

ip policy <name>

(config)> no ip policy name>

AprymeHT

3HayeHue

OonvicaHune

name

WUmsa npogunsa

HaseaHwue npoduna goctyna. lonyckaercs
NCNOIb30BaHMe CUMBOJIOB NaTUHCKOrO
andaBuTa, uMdp, NnoguepkrBaHua 1 geduca.
He 6onee 32 cnmBoSIOB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JobaeneHa komaHza ip policy.

3.66.1 ip policy description

OnucaHue Ha3HauuTb NponsBo/ibHOE onuncaHne Npoduto AocTyna B VIHTepHerT.
KomaHaa ¢ npedurKcom no cTpaeT onucaHue.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Tun nHTepdeiica IP

CuHoncue (config-policy)>  description«description

(config-policy)> no description

AprymeHTbI AprymeHT 3HayeHue |OnucaHue

description CTpoka Mpon3BonbLHOe onucaHme Npoduns
JocTyna. Jlonyckaetca ncnosib3oBaHue
CUMBOJIOB IATUHCKOro andasunTa, undp,
noguepkmsaHus n geduca. He bonee 256
CIMBO/IOB.

Mpumep (config-policy)> description PolicyOne
Network::PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.12 JobasneHa komaHgaa ip policy description.

3.66.2 ip policy multipath

OnucaHue Brntountb GyHKLNIO O4HOBPEMEHHOTO Ncnosib3oBaHUa WAN-noakatoueHnin
B pexunme 6anaHCUPOBKU.

KomaHga ¢ npedumkcom no otkatoyaeT GyHKLUMIO.
Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

IP

I(config-policy)> multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable: "Policy0": enable multipath.

(config-policy)> no multipath
Network::PolicyTable: "Policy0": disable multipath.

Bepcus OnucaHue

2.14 Job6asneHa komaHgaa ip policy multipath.

3.66.3 ip policy permit

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

PaspeLumnTb ncnonb3oBaHme Npoduas 4oCTyna Ans rnobanbHOro nHTepoderica.
Ecnm ogviH npodurnb focTyna pa3peLleH AN HeCKONbKMX MHTep¢encos,
MO>XHO yKazaTb NPUOPUTET ASIA KaXA0ro 13 HUX.

KomaHaa ¢ npedurkcom no 3anpeLlaeT 1CNosib3oBaHMe Nnpoduns Aoctyna
AN yKasaHHoro nHtepdeiica. Ecam BBecTn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna bygeT 3anpeLleH 415 Bcex MHTepdelicos.

Ja
Ja
Ja
IP
(config-policy)>  permit global <interfaces [ order orders]

(config-policy)> no permit [ global <interfaces ]

AprymeHT (3HauyeHue OnucaHwue

interface |Wmsa uHTepgesica|llonHoe MsA NHTepdeinca Nan NCEBAOHNM.

order Lenoe uucno MpuopuTeT rnobanbHOro nHTepdeiica, Ans
KOTOpOro paspeLueH npodunab AoCTyna.

MoxxeT nprHKMaTL 3HayeHus oT 1 4o 65534,
HO He 6osiee, YeM KOIMYECTBO r106abHbIX

nHTepdericos.

(config-policy)> permit global L2TPO order 0
Network::PolicyTable: "Policy0": set permission to use L2TPO.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy@": set no permission to use L2TPO.

Bepcus OnucaHue

2.12 JobasneHa KomaHaa ip policy permit.

3.66.4 ip policy permit auto

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

UcTopuns nameHeHuii

ABTOMaTUYeCKWN paspeLlaTb HOBble MOAKOYEeHVS Ans Nnpodunsa focTtyna.
Mo ymonyaHumio GyHKLMS OTKOHEHa.

KomaHga ¢ npedurkcom no yaanset aBToMaTnyeckoe paspeLleHue.
Ja

Ja

HeTt

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto
Network: :PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.

Bepcus OnucaHve

2.12 Jlo6aBneHa komaHga ip policy permit auto.

3.67 ip route

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

Jo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayun IP-nakeToB Yepes onpejeneHHbIl W3 UAn
ceTeBoOW UHTepoderic.

B kauecTBe ceTn Ha3HayYeHNA MOXHO yKa3aTb kitoyeBoe cnoBo default. B
3TOM cnyyae ByfeT co34aH MapLUpyT MO YMOAYaHUIO.

KomaHgaa ¢ npedrkcom no yaanseT MapLUpyT € yKazaHHbIMY NapameTpamu.
Aa
Ja
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naBa 3 OnncaHme KoMaHp,

MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

IP

(config)>

ip route (network> anask> | <host» | default) («gateway: [

interface] | <interfaces ) [auto] [metric]

(config)> no ip route ( <network> <mask> | <host> | default) [ «gateway: |
dnterface>][metric]

AprymeHT

3HaueHve

OnucaHue

network

IP-agpec

IP-appec ceTn Ha3HaueHWs.

mask

IP-Mmacka

Macka ceTn Ha3HaueHus. EcTb ABa crocoba
BBOJA MacKW: B KAHOHNYECKOM BUAE
(Hanpumep, 255.255.255.0) 1 B BUAe

6uTOBOM AINHBI NpedurKca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HasHadeHus.

default

KnryeBoe cs10B0

Ncnonb3yeTcs AN 3agaHns MapLIpyToB Mo
YMOYaHUIO.

interface

Wms uHTepperica

MonHoe nms nHTepdelica NI NCEBAOHNM.
YKasblBaeTcs B KayecTBe Harnpas/ieHus
nepesauyu rnakeTos, ecn K nHTepoericy
NoAKNOYEH KaHaN ToYKa-Touka, He
TpebyroLLMi AONONHUTENBHOM agpecauunmn
BHYTPW KaHana.

Ecnv Ha nHTepdeiice yctaHoBneH
npuopwuTteT interface ip global, mapwpyT
A06aBNSeTCca B CUCTEMHYHO TabauLYy TONIbKO
B TOM C/lyyae, eC/In He CyLLecTByeT Apyroro
MapLupyTa C TeM Xe ajpecoM Ha3HayeHus
1 661bLWNM MPUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLipyTmnsatopa B
HenocpeACTBEHHO NOAKNHOYEHHON ceTu.
MoxeT bbITb 3aZjaH BMecTe C UMeHeM
nHTepdelica, ecnn TpebyeTcd ykasaTb
npuopwuTteT interface ip global. Ecin
nHTepdelic He ykasaH, OH onpegenseTcs
CUCTEMOV aBTOMAaTUYECKUN U3 TEeKYLLINX
HacTpoek IP.

auto

Kro4yeBoe CJ/10BO

Mo3BonsieT NPUMEHNTb MapLUPYT TOrAQ,
Korga CTaHeT JOCTyrneH yKa3aHHbIi B HEM
LLHO3.

metric

Lenoe u4ucno

MeTpuka MapLupyTa. B TekyLei
peanu3aumm NrHOPUpPYeTCS.

(config)> ip route default Home
Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config)> ip route default Home

Bepcus OnucaHue

2.00 Job6asneHa koMmaHgaa ip route.

3.68 ip search-domain

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkasaTb fJOMeH Nnoncka A5 paspeLleHnst HeMoaHbIX IMEH XOCTOB.
KomaHgaa ¢ npedrKcoM no yaanset HaCTPOKY.

Ja

Ja

Het

(config)> ip search-domain «domain>

(config)> no ip search-domain

AprymeHT 3HauyeHue OnucaHwue

domain Ctpoka JomeHHOoe nwvs.

(config)> ip search-domain my.example

(config)> no ip search-domain my.example

Bepcus OnucaHve

2.00 [JobaeneHa komaHaa ip search-domain.

3.69 ip sip alg direct-media

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

3ameHuTb IP-agpec B none Owner npotokona SDP. 3Ta dyHKUuMA ncnonb3yercs

UTObbI HE HAaCTpanBaTb OTAEe/bHbLIM Npobpoc nopToB Ans VoIP-Tpaduka. Mo
YMONYaHMIO HaCcTPOIKa OTK/IOHeHa.

KomaHga ¢ npedrkcomM no oTKAKoYaeT HaCTPOMKY.
Ja
Ja

HeT
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CuHoncuc I(conﬂg)> ip sip alg direct-media

I (config)> noip sip alg direct-media

MNpumep (config)> ip sip alg direct-media
Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media
Sip::Alg: Direct media disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa KomaHaa ip sip alg direct-media.

3.70 ip sip alg port

OnucaHwue YkazaTb HOMep nopTa A1s SIP coobLueHNiA, OTAUYHbIN OT CTaHAapTHoro. Mo
YMOJIYaHUIO NCNOoJIb3yeTcsa HoMep nopTa 5060.

KomaHga ¢ npedunkcom no yctaHaB/IMBaET MOPT MO YMOYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ip sip alg port «port>
(config)> noip sip alg port
AprymeHTbI AprymeHT 3HaueHune OnucaHue
port enoe uucno Homep nopTa.
Mpumep (config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.
(config)> no ip sip alg port
Sip::Alg: Port reset to default.
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.12 Jlo6aBneHa komaHga ip sip alg port.
3.71ip ssh
OnucaHue JocTtyn K rpynne KomMaHa Ans ynpasneHus SSH-cepeepoMm.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica IP

BxoXxaeHue B rpynny (config-ssh)

CuHoncunc

Mpumep

I (config)> ipssh

(config)> ip ssh
(config-ssh)>

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.12

JobasneHa koMmaHgaa ip ssh.

3.71.1ip ssh keygen

OnucaHune
MNpedunkc no Het
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuvHoncuc

(config-ssh)>

keygen <keygen>

O6HoBNEHME KJTHOUaA 3daHHOro Thna.

AprymeHTbI AprymeHTt 3HaueHue OnwvcaHue
keygen default ABTOMaTMYeCKas reHepaLa HoBOro

OTKPbITOro Kntoya RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTMUeCKas reHepauns HOBOro
OTKPbITOro Katoya RSA annHoin 1024
6uT.

rsa-2048 ABTOMaTM4Yeckas reHepaLusa HoBOro
OTKpbITOro knto4a RSA annHoin 2048
6uT.

rsa-4096 ABTOMaTMYECKasa reHepaLa HOBOro

OTKpbITOro knto4a RSA gnanHoin 4096
6UT.

ecdsa-nistp256

ABTOMaTMUeCKas reHepauuns HOBOro
OTKpbITOro katoya ECDSA annHown 25
ouT.

6

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

297



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnucaHue

ecdsa-nistp384 |ABTOMaTU4YecKas reHepaums HOBOro
OTKpbITOro kntoya ECDSA annHoin 384
ouT.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
oTKpbITOro knto4va ECDSA gnaviHon 521
6uT.

ed25519 ABTOMaTMYECKasa reHepaLa HoBOro
OTKpbITOro kntoya ED25519.

Mpumep (config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.12 Job6asneHa komaHaa ip ssh keygen.

3.71.2 ip ssh lockout-policy

OnucaHwue 3afaTb NapameTpbl OTCEXMBAHWSA MOMbITOK BTOPXeHUSA NyTéM nepebopa
naponei SSH ansa ny6anyHbix nHTepdericos. Mo ymon4aHuio GyHKLMSA
BKJ/IFOYEHa.

KomaHga ¢ npedurkcom no oTkaouaeT obHapyXXeHne nooopa.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold: [«durations

[<observation-windows]]

(config)> no ip ssh lockout-policy

AprymeHTbl AprymeHT 3HaueHue OnucaHue

threshold Llenoe uucno Konunuectso HeygauHbIX MOMbITOK
BXOZa B cuctemy. 1o ymonuyaHuo
YCTaHOBJIEHO 3HayeHwue 5.

duration lenoe uucno Mpojo/mKNTEeNLHOCTL 3anpeTa
aBTOpM3aLUN AS1F yKa3aHHOro
IP-agpeca B muHyTax. lNo
YMOJTYaHWIO YCTAHOB/IEHO 3HaYeHve
15.

298 CnpaBoyHuK kKoMmaHa — Air (KN-1611)




naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

observation-window|lUenoe uyucsno MpoAoMKNTENBHOCTL HaboAeHNS
3a NO403PUTENbHON aKTUBHOCTbLIO
B MUHYTax. 1o ymonyaHuio
yCTaHOBJIEHO 3HayeHue 3.

(config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

Bepcus OnucaHve

2.12 [Jlo6aBneHa komaHgaa ip ssh lockout-policy.

3.71.3 ip ssh port

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

HasHaunTtb nopt ana SSH-coegriHeHMs. 110 yMONYaHWIO UCMO/b3YeTCs HOMepP
rnopra 22.

KomaHAa ¢ Nnpeprkcom no ycTaHaBNBaeT HOMep NMopTa B 3HaYeHMe No
YMOJTYAHUIO.

Ja
Aa
HeTt

IP

(config-ssh)>  port <numbers

(config-ssh)> no port

AprymeHT 3HayeHne |OnucaHue

number Yenoe uucro |Homep nopta. MoxeT NnpuHMUMaTh
3HaueHusa B npegenax ot 1 fo 65535
BKIHOUNTENBHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa ip ssh port.

3.71.4 ip ssh security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tuyn nntepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb ypoBeHb 6e3onacHocTM SSH. Mo ymMoa4aHmnio yctaHOBNEHO
3HayeHue private.

HeT

Ja
HeTt

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HaueHue OnucaHwue

public Knwuyesoe cnoso|floctyn K SSH-cepBepy pa3peLueH
ans public, private u protected
nHTepdelicos.

private Kmwyesoe cnoso|focTtyn kK SSH-cepBepy pa3peLueH
Ans private nHTepdpencos.

protected Kriwyesoe cnoso|flocTyn K SSH-cepBepy paspeLueH

Ans private u protected
nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcus

OnucaHue

2.12

[Jlo6aBneHa komaHgaa ip ssh security-level.

3.71.5 ip ssh session timeout

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIiA BBOA,

YCTaHOBUTL BpeMs CyLLEeCTBOBaHMA HeaKTMBHOI ceccun ans SSH-coegnHeHus.
Mo ymonuaHuio TarmmayT paBeH 300, TO eCTb PyHKLNA OTCAEXMBAHUS

AdKTUBHOCTU BHYTPW CECCNN OTK/THOYEHA.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TaliMayT Mo YMOAYaHUIO.

Ja
Ja

HeTt
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Tun nutepdeiica IP

CuHoncnc (config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
timeout Lenoe 4ucno |Bpems cyLLecTBOBaHUA HEAKTUBHOM CECCUN.
MoxeT NPUHMMATb 3Ha4eHNs B AuanasoHe
0T 510 2°%-1 cekyHa BKIIOUNTENBHO.
NMpumep (config-ssh)> session timeout 123456

Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.03 JobaeneHa komaHga ip ssh session timeout.

3.72 ip static

OnucaHune Co3aaTb NpaBWJIO TPAHCAALMN NoKanbHbIX IP-agpecoB B rnobanbHble nam
HaobopoT. Ecnn interface wnn network cooTBeTCTBYeT MHTepdelicy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINONHATLCA TPAHCNALUMS agpeca
Ha3HayeHus (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdeicy CypoBHEM
6e3onacHocTV public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
Ha3Ha4veHwns.

Ecnum network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuao ByaeT 3anpeLlaTb TPAHCAALMIO YKa3aHHOro agpeca,
KOTOpasi Morna 6bl 6bITb BbIMOJHEHA UCXOAS 13 3afaHHBIX MpaBun ip nat.

Mpasuna ip static nmetoT 60s1ee BLICOKUIA MPUOPUTET MO CPABHEHMIO C
npaswnamu ip nat.

Mpejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncnc (config)> ip static protocols (<«interfaces | («address» mask>))
(¢«ports> through end-port; (<to-address» | <to-host) |

[port] (<to-address> | <to-hosty) [to-port] |
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AprymeHTsl

Mpumep

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(¢«port> through «end-port> (<to-addresss | <to-host) |
[port] (<to-address» | <to-hosty) [to-port] |
<to-addresss | <to-hosts | <to-interface»)

AprymeHT 3HauyeHue ‘OnwcaHme
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
interface Nmsa Vmsa BxogHoro nHtepderica (moaHoe nms
uHTeppeiica |VHTepderica Nnmn NCeBAOHUM).

comment CTpoka 3amMeTKM Nonb3oBaTesNs C CMUMBOJIOM !
nepej HUMMU.

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-aagpecoB HasHaueHUs, NoanexaLlmx
TpaHcasauun.

mask IP-Macka Macka gmnanasoHa TpaHcnauun. Ecte aBa
cnocoba BBOAA MacKW: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

port Uenoe 4ucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3aNpoc, NoAnexallui
TpaHAUMN. ECnn He yKkasaH, TpaHonsaumns
6yAeT BbINOAHATLCA 419 BCEX BXOAALLMX
3arnpocos.

end-port Lenoe 4ucso |OKoOHYaHWe AranasoHa NnopTos.

to-address IP-agpec Afpec HasHayeHuns nocne TpaHcAauun.

to-host MAC-agpec |MAC-agpec HazHauyeHus rnocse
TpaHcsauun. Ncnosb3yeTcs ToNIbKO
MAC-agpec n3 cnmucka known host. Ecaun
known host yaanaeTtcs, To cBA3aHHble C
HVM NpaBuna Takxe 6yayT yaaneHsol.

to-port Yenoe uucno |Homep nopta TCP/UDP nocne TpaHcisiumu.

Ecnn He YKa3aH, NOpPT Ha3Ha4YeHnA
OCTaeTCd NMpexHumm.

MycTb MeeTCa MapLUPYTU3aTOP MEXAY «10KaNbHOM» ceTbio 172.16.1.0/24
(ypoBeHb 6e30omacHOCTV private) n «rnobanbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocTy public). TpebyeTcs, uTobbl BCE 3aMpOChI,
NPUXOASLLME Ha «TN0BaNbHbIA» MHTEPPENC 3TOro MapLUpyTM3aTopa Ha MopT
80, TPaHCAMPOBANNCL Ha «/0KaNbHbIN» cepBep € agpecom 172.16.1.33.
MNMocnenoBaTeNbHOCTL KOMAHZA, PeaNv3YIOLLIMX TaKyt CXeMy, MOXET BbIMIAAEeTh

Tak:
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(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "BridgeQ@": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80 172.16.1.33 80
Network::StaticNat: Static NAT rule has been added.

(config)> ip static tcp ISP 21 00:0e:c6:al:22:11 !test
Network::StaticNat: Static NAT rule is already there.

(config)> ip static disable
Network::StaticNat: Static NAT disable unchanged.

(config)> no ip static
Network::StaticNat: Static NAT rules have been removed.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.00 [JobaeneHa komaHzaa ip static.
2.06 [Jlo6baBneH aprymeHT to-host.

3.73 ip static rule

OnucaHue OTKNHOUUTL NPABUAO TPAHCASALUMK IP-afpecoB UM OrPaHNYNTbL BPEMS ero
paboTbl pacnucaHmem.

KomaHga ¢ npedunkcom no BKAKOYAET NPaBuIO NI OTMEHSeT pacnmcaHue.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica IP

CuHoncuc (config)> ip static rule «index> (disable | schedule <schedule»)

(config)> no ip static rule «<index> (disable | schedule)

AprymeHTbI AprymeHTt 3HaueHue OnucaHue
index Lenoe 4ucro Homep npaBuna TpaHcaauun.
disable Knwuyesoe c1080|OTKIIOUNTL NPaABUIO TPAHCAALMN.
schedule Pacnucanune HasBaHue pacnucaHus,
CO3/laHHOro NPV NOMOLLW Fpynnbl
KomaHg schedule.

Npumep (config)> ip static rule 0 schedule test_schedule
Network::StaticNat: Static NAT rule schedule applied.
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UcTopusa nsmeHeHwnii

(config)> ip static rule 0 disable
Network: :StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network: :StaticNat: Static NAT rule schedule removed.

Bepcus OnucaHue

2.08 [JobaBneHa KkomaHaa ip static rule.

3.74 ip telnet

OnucaHue
MNpedukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KkomaHg ans ynpasneHus Telnet-cepsepom.

Het

HeTt

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncmc

Mpumep

WcTopus nsmeHeHwnii

IP

(config-telnet)
I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip telnet.

3.74.1 ip telnet lockout-policy

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

3aAaTb NapameTpbl OTCEXMBAHWSA NOMbITOK BTOPXEHUS NyTéM nepebopa
naponei Telnet Ana ny6anyHbIX MHTepdeincoB. Mo ymonyaHuo GyHKUMSA
BK/IOYEHa.

KomaHga ¢ npedurkcom no oTk/to4aeT obHapyxeHmne nogbopa.
Ja
Aa

MHorokpaTtHbIiA BBOA, Het
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ip telnet lockout-policy «thresholad [«duration,

(config)> no ip telnet lockout-policy

3HaueHve OnucaHwue

Lenoe uuncno Konvuectso HeyAauHbIX NONbITOK
BXO4a B CNCTEMY. Mo YMON4YaHUKO

yCTaHOBJ/IeHO 3HaveHune 5.

Lenoe uucno MpoaomKNTENLHOCTL 3anpeTa
aBTOpM3aLMKM 4151 yKa3aHHOro
IP-agpeca B MunHyTax. Mo
YMONYaHUIO YCTaHOBNEHO

3Ha4yeHue 15.

observation-window |ljesioe uyucro

MPOACIKUTENEHOCTL HAaBNOAEHNS
3a NoA03pUTENBbHOM aKTUBHOCTHHO
B MUHYTax. Mo yMonyaHuto
YCTAHOB/IEHO 3HAYeHNe 3.

Tun nHtepdeiica IP
CuHoncuc (config)>
[<observation-window]]
AprymeHTbI AprymeHT
threshold
duration
Mpumep

(config)> ip telnet lockout-policy 10 30 2

Telnet::Manager: Bruteforce detection is reconfigured.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.08

JlobaBneHa komaHAa ip telnet lockout-policy.

3.74.2 ip telnet port

OnucaHue
HoMep noprTa 23.

HasHaunTb nopT ans telnet-coegriHeHms. Mo yMOAYaHMIO NCNONb3YeTCS

KomaHza c npedurkcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

yMONYaHWIo.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

IP

I (config-telnet)>  port <qnumber

I (config-telnet)> no port
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number Yenoe uucro |Homep nopta. MoxeT NnpuHMMaTh
3HaueHusa B npegenax ot 1 go 65535
BKHOUNTENbHO.
Npumep (config-telnet)> port 2525

Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 [Jlo6baBneHa komaHga ip telnet port.

3.74.3 ip telnet security-level

OnucaHwue YcTaHoBUTbL ypoBeHb 6e3onacHocTu Telnet. Mo ymon4aHuo yctaHOBAEHO
3HayeHve private.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog Het
Tun nutepdeiica IP

CuHoncnc (config-telnet)>  security-level (public | private | protected)

AprymeHTbI AprymeHT 3HaueHue OnucaHue

public Knwyesoe cnoso|foctyn Kk Telnet-cepsepy
paspeLueH ans public, private n
protected nHTepdeiicos.

private Knyesoe cnoso|focTyn K Telnet-cepsepy
paspelueH ans private
nHTepdericos.

protected Kno4yesoe cnoso|octyn Kk Telnet-cepsepy
pa3speLleH A4 private n protected
nHTepdelicos.

Npumep (config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6aBneHa koMmaHgaa ip telnet security-level.
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3.74.4 ip telnet session max-count

OnucaHwue YCTaHOBUTb MakKCMMasibHOE YNCI0 O4HOBpPEMEHHbIX ceccui ana
temet-COEAI/IHEHI/IFI. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga ¢ npe¢$rkcoM no ycTaHaBANBAET KOIMYECTBO CECCUIA NO YMONYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (config-telnet)>  session max-count «count»

(config-telnet)> no session max-count

AprymeHTbI AprymeHT 3HaueHue |OnucaHune

count Yenoe uyucro |MakcnmanbHoe Ync/io 0g4HOBPEMEHHbIX
ceccuin. MoxeT NpUHMMaTh 3HaYeHVs B
npegenax oT 1 Ao 4 BKJIHOYNTENLHO.

Mpumep (config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet: :Server: The maximum session count reset to 4.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHgaa ip telnet session max-count.

3.74.5 ip telnet session timeout

OnucaHwune YCTaHOBUTb BpeMs CyLLeCcTBOBaHWSA HeakTUBHOM ceccumn Ans
telnet-coegnHeHus. Mo ymon4vaHuio TarimM-ayT paseH 300, UTO 3HAaYUT UTO
CI)yHKLI,I/IFl OTCNEXUNBAHUA aKTUBHOCTUN BHYTPU CeCCI OTKJTHOYEHa.

KomaHga ¢ npedurkcom no yctaHaBAMBaET TallM-ayT MO YMOAYAHMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 307



naBa 3 OnncaHme KoMaHp,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-telnet)> session timeout «timeout>

(config-telnet)> no session timeout

AprymeHT 3HayeHne |OnucaHue

timeout lenoe u4ucno |Bpems cyLiecTBOBaHUSA HeakTUBHOM
ceccnmn. MoxeT NpUHUMaTL 3HaYeHNA B
AvanasoHe oT 5 g0 2321 CeKyHp,
BK/TOUNTE/IbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHgaa ip telnet session timeout.

3.75 ip traffic-shape host

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

YcTaHOBUTb npeaen CKopocTtn nepejayn JaHHbIX 414 YKa3aHHOro yCTpOIZCTBa
JOMalLLHeN ceTn B obe CTOPOHDbI. Mo YMONYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHga ¢ npedunkcom no yaanseT HacTPOVKy ANS YKa3aHHOro yCTPOMCTBa.
Ecnv BbINOIHUTL KOMaHAY 6e3 apryMeHTOB, BCE OrPaHNYeHNs AN1A BCeX
YCTPOWCTB 6yAYyT OTMEHEHHI.

Ja
Aa
Ja
IP

(config)> ip traffic-shape host tmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ mac> ]

AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTponcTBa JOMAaLLHEN ceTu.
rate Llenoe umcno|3HauyeHWe CKOPOCTU Nnepesaydn JaHHbIX B

Kéut/c. OrpaHnyeHne JONXKHO ObiTb B
Anana3oHe o1 64 Kéut/c go 1 réut/c.
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AprymeHT 3HayeHue |OnucaHue

upstream-rate |Uenoe uwucsio |CKOPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHu4yeHve A0KHO 6bIThb B AManasoHe
oT 64 KbuTt/c go 1 réut/c.

schedule Pacnncanne |Ha3BaHMe pacnncaHuns, CoO34aHHOro rnpu
nomMoLuwm rpynnel kKomaHg schedule.

Mpumep (config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopusa nsmeHeHum Bepcus onwvcaHuve
2.05 JobasneHa komaHgaa ip traffic-shape host.
2.08 Jlo6aeneH aprymeHT schedule.
3.04 JlobaBneH aprymeHT upstream-rate.

3.76 ip traffic-shape unknown-host

OonucaHvne YCTaHOBUTb OrpaHNYeHEe CKOPOCTY Nepesayn AaHHbIX A4S
He3aperncTpUPOBaHHLIX YCTPOCTB B 060MX HanpasneHusx. Mo yMmonyaHuo
CKOPOCTb He orpaHunyeHa.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config)> ip traffic-shape unknown-host rate <rate> [ asymmetric

<upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

rate lenoe uucno |CKOpoCTb Nepesaun gaHHbIX B KonT/c.
3Ha4veHne AONXKHO 6bITb B B ANana3oHe
oT 64 Kbut/c go 1 rémt/c.

upstream-rate |Uesoe uyucnio |CKOpPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHuyeHue JONXHO 6bITh B fMana3oHe
oT 64 Kéut/c go 1 réut/c.

Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 JobasneH aprymeHT upstream-rate.

3.77 ipveé firewall

OnwucaHue Brntountb 6paHamayap IPv6. Mo ymonvaHumo GyHKUMSA BKIOYEHaA.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> ipve firewall

I (config)> no ipv6 firewall
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Example (config)> ipv6 firewall

(config)> no ipv6 firewall

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Job6aBneHa komaHaa ipve6 firewall.

3.78 ipv6 local-prefix

OnucaHwue HacTtponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npeduKcom nnm kntoyesbiM cosom default, KoTopoe aBToMaTMUECKN

reHepupyeT NOCTOAHHbIN YHUKaNbHbIV npedukc.
KomaHaa ¢ npedrKcom no oTKNtoYaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CuHoncuc (config)> ipv6 local-prefix (default | prefix)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHTbI AprymeHT |3HauyeHue OnucaHue

default Knw4yesoe cnoso|leHepnpoBaTb NOCTOAHHBLIN YHUKANbHbI
npedukc.

prefix Mpegukc NokanbHbi npedukc (ULA). JomKHO 6bITb
KOppeKTHoe 3HaveHVe npedurkca B 6a1oke
fd0O: : /8 c aanHolM Npedurkca He 6onee 48.

Mpumep (config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipvé local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHaa ipv6 local-prefix.
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3.79 ipv6 name-server

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpouTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperucTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
HecKkonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOro Cnncka, ecsin KoMaHza faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX apecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Ja
Aa
Ja
(config)>  ipv6 name-server address [ «domains ]

(config)> no ipv6 name-server [ «addresss [ <domains ]]

AprymeHT 3HauyeHne |OnucaHue
address IPv6-agpec |Aapec cepsepa MMeH.
domain Crpoka JlomeH, ans KoToporo byaet

rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHnn MeHN B MepByto oyepelb
BblOVpaeT agpec cepsepa C Hanbonee
6/IM3KMM K 3arnpocy AoMeHOM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1NCMob30BaTLCA A1 BCeX 3aMpoCoB.
BblpaxeHue "" 1cnonb3yeTcsd Kak JoMeH

no ymosi4aHuio.

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).

(config)> ipv6é name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.

Bepcusa OnucaHve

2.00 JlobasneHa KoMaHAa ipvé name-server.
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3.80 ipv6 pass

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

BktounTb CKBO3HOW pexunM Ha MapLupyTu3aTope A5 naketos IPv6. Mo
YMOMYaHUIO 3Ta GYHKLNS OTKIIIOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.

Ja

Ja

Het

(config)>  ipv6 pass through wan-ifaces<lan-iface

(config)> no ipv6 pass

AprymeHT 3HayeHne |OnucaHve

wan-iface Nms MonHoe nmsa nHtepderica WAN mnam
MHTepPesica |NCEBAOHUM.

lan-iface nms MonHoe nmsa nHtepoderica LAN nan
nHTepperica |NCEBAOHUM.

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa KoMaHgza ipv6 pass.

3.81 ipv6 route

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

Jo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTAaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegaun IPv6-nakeTos Yepes onpejeneHHbIN LWA3 UIn
ceTeBoOW UHTepoderic.

B kauecTBe ceTM Ha3HayYeHMA MOXHO yKa3aTb kntoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUpPYT Mo YMONYAHUIO.

KomaHpaa ¢ npedrkcom no yaanseT MapLUpyT € yKazaHHbIMY NapameTpamMu.
Aa
Ja
Ja
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config)>
«gateway:)

ipv6 route («prefix» | default) (<interfaces [«gateway:] |

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |

«gateway:)

AprymeHT 3HayeHue OnuncaHwue

prefix Mpegukc Mpedukc IPv6.

default Krouesoe Mpedrkc No ymonvaHuto.
C/10B0

interface ms MonHoe nma nHTepderica nam NCeBAOHUM.
uHTEpPenca

gateway IP-anpec IP-agpec mapLupyTmnsatopa B

HenocpeACTBEHHO NOAKIHYEHHOM CeTn

(config)> ipvé route 2002:c100:aeb5::/48 ISP

route added

(config)> no
route erased

ipvée route 2002:c100:aeb5::/48 ISP

(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5: :33

route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33

route erased

Bepcus OnucaHve
2.00 [Jlo6aBneHa koMaHza ipv6 route.
2.1 JlobaBneH aprymeHT gateway.

3.82 ipv6 static

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoViKKn

MHorokpaTtHbIia BBog, Het

Co3gaTtb NpasBuo, paspeLuatoLLiee BXxogsLlee nogkatoHeHne K 3ajaHHoMy
NOPTY 3aperncTprupoBaHHOro yCTPOMCTBa AOMALLHEN ceTu.

ipv6 firewall gonxeH 6bITb BKIIOYEH.

KomaHga ¢ npedumkcom no yganseT npasuo.
Ja
Ja
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Cunoncuc (config)>  ipv6 static protocols[«interface]wmac> ports [ through

<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> port> [through
<end-port]]

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune

protocol tcp MpoTokon TCP.

udp MpoTtokon UDP.

interface ms Vims BXogHOro nHtepdeiica (moaHoe nms
MHTeppeiica |VNHTepdeica nnn nNcesaoHNM).

mac MAC-agpec MAC-aapec xocrTa.

port Lenoe umucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3anpoc NOAKIOUEHNS.

end-port Lenoe 4ncno |OKOHYaAHWE AMana3oHa NopToB.

Npumep (config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza ipv6 static.

3.83 ipv6 subnet

OonucaHue JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTun IPv6.
Ec/v cerMeHT He HalleH, KOMaHZa NbITaeTcs ero co3aaTb.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

Bxo)xaeHue B rpynny (config-subnet)

CuHoncuc (config)>  ipv6 subnet name>
(config)> no ipv6 subnet [ <name> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Ctpoka VIMsi v nceBAOHUM MOACETN.
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Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 subnet Default
(config-subnet)>

Bepcus OnucaHue

2.00 JobasneHa koMmaHaa ipv6 subnet.

3.83.1 ipv6 subnet bind

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuvBA3aTb NoACeTb K UHTepdeicy.

KomaHaa ¢ npedrKcom no oTMeHseT NpUBA3KY.
Ja

Ja

Hert

(config-subnet)>  bind <bind>

(config-subnet)> no bind

AprymeHT |3Ha4yeHwne OnuncaHwue

bind Wmsa nntepgerica |MonHoe Ma nHTepderca Mnv NCeBAOHNM.

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcus OnucaHve

2.00 [JobasneHa komaHza ipv6 subnet bind.

3.83.2 ipv6 subnet mode

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoiKK

BbIbpaTb pexxumM HacTporikm aApecos A1 XOCTOB B noAceTu. JoCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOEHA aapecoBs, BTopoii BktovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja
Ja

MHorokpaTtHbIiA BBog, Het
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

(config-subnet)>  mode wmode>

(config-subnet)> no mode

AprymeHT 3HayeHne |OnucaHue
mode slaac Bkntountb SLAAC (aBTOKOHOUTYpaLMIO
ajpecos).
dhcp Bknrounts DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.

Bepcus

OnucaHune

2.00

Jlo6baBneHa KkomaHga ipv6 subnet mode

3.83.3 ipv6 subnet number

OnucaHune

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpucBonTb NOACETU NAEHTUGUKATOP, KOTOPLI ByseT onpesenaTs
ny6AnYHbIN Npedurkc cermeHTa. iaeHTndmKaTop A0/KEH BbITb YHNKANBHbBIM
cpeaun noaceten.

Het

Ja

Het

(config-subnet)>  number <humber>

AprymeHT

3HavyeHue OnuncaHue

number

Lenoe u4ncno |YHUKanbHbIA MAEHTUGMKATOP NOACETN.

(config-subnet)> number 2
Ip6::Subnets: Number 2 assigned to subnet "Default".

Bepcus

OnucaHune

2.00

Job6asneHa KomaHaa ipv6 subnet number.

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

317



naBa 3 OnncaHme KoMaHp,

3.84 isolate-private

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

3anpeTnTb Nepegavy AaHHbIX MeXAy NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. o ymMonyaHuo BKAOYEHO.

KomaHza c npedrKcoM no OTMeHsIeT AelicTBMe KOMaHAbl, paspeLuas
nepesaBaTh JaHHble MexXay nHTepdeiicamm private.

Ja
Ja
Het
I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private
Netfilter::Manager: Private networks isolated.

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

Bepcus OnucaHve

2.00 JobasneHa komaHaa isolate-private.

3.85 kabinet

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuyHoncuc

Mpumep

JocTyn K rpynne KoMaHA Anst HAacTPOik NapameTpoBs aBTopu3atopa KABINET.

KomaHga ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMsI M0 YMONYAHWNIO BCEM
napameTpam.

Ja
Ja
Het

(kabinet)

I (config)>  kabinet

I (config)> no kabinet

(config)> kabinet
(kabinet)>
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WcTopusa nsmeHeHum

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

Bepcus OnucaHue

2.02 JobaeneHa komaHaa kabinet.

3.85.1 kabinet access-level

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoWKKn

3a4aTb ypoBeHb AocTyna ansa asTopmsatopa KABINET. o ymonyaHuio
1NCMoNib3yeTca ypoBeHb A0CTyna internet.

KomaHga ¢ npedpurKcom no yctaHaBAMBaeT YpOBEHb MO yMOYAHUIO.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHT 3HauyeHue OnucaHwue

level lan 3HaueHVe ypoBHS J0CTyrNa.

internet

(kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level
Kabinet::Authenticator: An access level reset to "internet".

Bepcus OnucaHue

2.02 JobaeneHa komaHza kabinet access-level.

3.85.2 kabinet interface

OnucaHune

Mpe¢ukc no

MpuBssaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdericy.
KomaHga ¢ npedurkcom no paspbiBaeT CBA3b.

Aa
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (kabinet)> interface <interface;
(kabinet)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Umsa uHTepgeiica|llonHoe nms HTepderica NAn NCeBAOHMM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbI0 KoMaHAbl interface
[Tab].
Npumep (kabinet)> interface [Tab]

UcTopuns nameHeHuii

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcusa

OnucaHue

2.02

JobaeneHa komaHaa kabinet interface.

3.85.3 kabinet password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

3aaate naponb ana astopmsatopa KABINET. Mo ymonyaHuio naposb He

YCTaHOBJIEH.

KoMaHAa ¢ Nnpedurkcom no cTpaeT 3Ha4YeHne napons.

Ja
Aa

Het
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CuHoncuc (kabinet)>  password (password>

(kabinet)> no password
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

password Crtpoka MNaponb ansa ayteHTUGMKaumn.
Mpumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.02 Jo6aBneHa komaHaa kabinet password.

3.85.4 kabinet port

OnucaHwue YcTaHOBUTL NMOPT cepBepa Ansa asTopmsatopa KABINET. Mo ymonyaHuio
ncnonb3ytoTca 3HadeHns 8314 naum 8899.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOTYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuHoncuc (kabinet)>  port «port>

(kabinet)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port UYenoe uucno |Homep nopra.

Mpumep (kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

VICTOpI/Iﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.14 [JlobaBneHa komaHaa kabinet port.
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3.85.5 kabinet protocol-version

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTtb Bepcuio NpoTokona asTopusatopa KABINET. o ymonyaHwuio,
NCNONb3YyeTCA BEPCUSA MPOTOKOA 2.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(kabinet)>

protocol-version «versiomn

(kabinet)> no protocol-version

AprymeHT

3HavyeHue

OnuncaHue

version

CTpoka

Bepcusi npoTokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcusa

OnucaHune

2.02

[JobaeneHa komaHaa kabinet protocol-version.

3.85.6 kabinet server

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio

ncnonesyetca IP 10.0.0. 1.

KomMaHgaa ¢ npedrKcoM No ycTaHaBNMBAET 3HAUEHME MO YMONUYAHWIO.

Ja
Ja

HeT

(kabinet)>

(kabinet)> no server

server «address»

AprymeHT

3HavyeHue

OnucaHue

address

IP-agpec

Azpec cepBepa ayTeHTUGMKaLUN.
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Mpumep

UcTopuns nameHeHuii

(kabinet)> server 77.222.111.1
Kabinet::Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

Bepcus OnucaHve

2.02 JobasneHa komaHza kabinet server.

3.86 known host

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.
[Ja

Ja

Aa

(config)>  known host <name> <mac»

(config)> no known host [ mac ]

AprymeHT 3HayeHne |OnucaHue
name CTpoka Mpown3BosibHOEe NMS XOCTa.
mac MAC-agpec |MAC-agpec xocTa.

(config)> known host MY 00:0e:c6:a2:22:al
Core: :KnownHosts: New host "MY" has been created.

(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa known host.

3.87 mws acquire

OnucaHune

MNpedukc no

MeHsieT HaCTPOMKN

MpucoeanHNTL HOBOE YCTPONCTBO K MIVS.
KomaHga ¢ npedumkcom no npekpallaeTt npucoejmHeHme.
Ja

HeT

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

323



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]
(config)> no mws acquire «candidates
AprymeHTbI AprymeHT |3HauyeHune OonucaHue
candidate |Ctpoka ID ycTpoinctea — MAC-agpec nan CID.
eula-accept |Kmw4yesoe cnoso|BbinonHNTL KoMaHay eula accept.
dpn-accept |Knwuyesoe cnoso|lToaTBEpAUTL NpuHATE DPN.
no-update |KmwyeBoe cnoso|lpucoeanHeHme 6e3 nogTBepPXAeHUS
06HOBJIEHMA MPOLUMBKN.
Npumep (config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »
eula-accept
Mws::Controller: Candidate "abl1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.
(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update
Mws::Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.
(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.15 JlobaBneHa kOMaHAa mws acquire.

3.88 mws backhaul shutdown

OnucaHue OTK/IIOUNTL CKPbIThbIE 6eCMPOBOAHbIE CTYXKEOHbIE TOUKN AOCTYMNA ANS CIYKObI
MWS. Tlo ymon4aH1o HaCTPOWKa BKIOYeHa.

KomaHga ¢ npedrnkcom no BKAKOUAET CKPbITble TOUKM AOCTyNa.
Npejukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown
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Mpumep

UcTopuns nameHeHuii

(config)> mws backhaul shutdown
Mws: :Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

Bepcus OnucaHve

3.04 JobaBneHa komaHaa mws backhaul shutdown.

3.89 mws member

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcomM no yaanseT 3anmcb 0 3axBa4eHHOM ycTporictae MIVS.
Ecnn BbINOIHNTE KOMaHAY 6e3 aprymMeHTa, TO BeCb CMNCOK 3aXBaYeHHbIX
YCTPOWCTB byAeT yaaneH.

Ja
Het

HeTt

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHue

member Ctpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcusa OnucaHue

2.15 JobaBneHa komaHaa mws member.

3.90 mws member check-update

OnucaHwue
MNpedukc no

MeHsieT HacTpoiKmn

3anycTnTb NPOBEPKY OBHOBNEHWIA AN 3aXBaYeHHOro ycTporictea MIVS.
Het

HeTt

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I (config)>  mws member <nember> check-update
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT 3HauyeHue OnuncaHwue

member CTpoka ID ycTtpoiictBa — MAC-agpec nau CID.

(config)> mws member ahl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(abl1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 JobasneHa komaHaa mws member check-update.

3.91 mws member debug

OnuncaHwme

Mpedukc no
MeHseT HacTpPoIAKK
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BinrounTb 0TNasKy 3axBaveHHoro yctpoiictaa MIVS. Mo ymondaHuo napameTp
OTK/HOYEH.

KomaHga c npedurkcom no oTkIoHaeT HaCTPOKY.
Ja

Ja

Het

(config)>  mws member <members debug

(config)> no mws member <members debug

AprymeHT 3HayeHue OnuncaHwue

member Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHaa mws member debug.
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3.92 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrpoiicraa MIVS.
Het
Het

Het

(config)>  mws member <member; dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID ycTpoiictea — MAC-agpec nawn CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.93 mws revisit

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTporcTea MIVS.

Ja
Het

Het

(config)> mws revisit «candidate»

(config)> no mws revisit «candidate»

AprymeHT 3HauyeHue OnuncaHwue

candidate Ctpoka ID ycTpoiictBa — MAC-agpec nan CID.

(config)> mws revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobaBneHa kKOMaHAa MWS revisit.

3.94 ndns

OnucaHwue JocTtyn K rpynne KoMaHA ans yrnpasneHus cnyxéoin KeenDNS.
MNpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIia BBog, Het

Bxo>xaeHue B rpynny (ndns)

CnHoncuc I(config)> ndns

MNpumep (config)> ndns
Core::Configurator: Done.

WcTopuns nsmeHeHunit |Bepcus onucaHue

2.07 JobasneHa komaHga ndns.

3.94.1 ndns book-name

OnucaHue 3apesepBupoBaTb UMA XocTa B DNS.

Ansa nepegayn 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYroe ycTporicTBO
Keenetic ncnonb3syetca napametp transfer-code.

[ANa nepesayun MeHn XocTa He06X0ANMO:

1. BeINoNHNTb KOMaHAy ¢ napameTpoM transfer-code Ha nepegatoLein
CTOpOHe.

2. BbINOAHUTB Ty Xe caMyto KOMaHAy € TeMU Xe CaMbIMUW NapamMeTpamMm Ha
NPUHMMatOLLIEl CTOPOHE.

Ctpok geinctBus transfer-code ogHa Hegens.
Mpedunkc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc (ndns)>  book-name name> <domain [«access» [1pv6 access6)] |

<transfer-code> ]
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AprymeHTbl

Mpumep

AprymeHT 3HayeHue |OnucaHue
name CTtpoka ViMsa xocTa Ans pe3epBrpoBaHuA
domain CTpoka JlomeH BTOpOro ypoBHs.
access auto ABTOMaTUYECKMIA TUN AOCTyna
cloud MimMa xXocTa 3aperncTprpoBaHo Ha
IP-agpec obnauHoro cepsepa,
HTTP-Tpaduk TyHHennpyeTcsa Ha Air.
direct Mmsa xocTa 3aperncTtprypoBaHo Ha
WAN-agpec Air.
access6b cloud BKntounTb 061a4UHBIN pexmm ans
IPv6-agpeca.
transfer-code |lbcraapreomoe Ko ANd nepejayum MeHun gpyromy
yucao ycTpolictBy Keenetic. AnnHa Koga 32
crMMBoONa.

(ndns)> book-name myhome23 keenetic.pro

successful.:

clean, date =

done, layout = view, title
(Public DNS Hostname Booking), sub-title

client,

NDSS: : ndns/bookName
The name booking was

v

v

geo = RU, ip = 193.0.174.200, format = »

2019-05-23T09:46:54.536Z, standalone = false:

fields:

field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type

v

= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

IP4, default

IPv6, default

unknown:

field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
= unknown:
field, name = transfer, title = Transfer:

name:
domain:
acme:
updated:
address:
access:
accesso6:
transfer:

suffix,

myhome23

keenetic.pro

LE
2019-05-23T09:46:51.013Z
193.0.174.200

direct

none

false

layout = message, code = 200, message = »

The name booking was successful.:
detail, layout = list:

columns:
column, id = type, title = Type:
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column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id = elapsed, title = Time, »

variant = period, scale = 1:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,

peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
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commited.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndss111lh2.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss11l1lr3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "e46H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphare3", "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
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peer = ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro", "license": "014635737374513"}],
type = complete, peer = *, detail = All done.:

\J

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c¢

v

done, layout = view, title = NDSS::ndns/bookName
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
acme: LE
updated: 2018-12-13T08:47:11.014Z
address: 0.0.0.0
access: cloud
accessb6: none
transfer: true

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id

o, title = Operation:

Detail:

column, id = d, title
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column, id = t, title = Time, variant »
= period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t = 0:

item, hl = false, o = lock-local, d = »
the name is locked (for current transaction), t = 1:

item, hl = false, o = cluster, d = »
quorumRemaining: 2, quorumPossible: 4, quorumTotal: 4, t = 1:

\J

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),
dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

\j

item, hl = false, o = lock-reply, d =
Success: prepare, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

\J

\j

item, hl = false, o = lock-reply, d =
Quorum reached, finalizing, t = 57:

\J

finalize, d = »

item, hl = false, o
local changes commited., t = 65:

item, hl
address updated: 0.0.0.0, t = 77:

false, o refreshed, d = »

finalize, d = »

item, hl = false, o
post-process triggers executed., t = 77:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM"),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:
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item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary( 'EbxdTB4nedef/+p/'), alt=Binary('lc+3/pP6zaUjuE5w'), »
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\J

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'), »
dst="/46.105.148.85:17047")1, [MsgCack], t = 133:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
key=Binary ('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOs'), »
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

item, hl = false, o = commit-reply, d »
= Commit stage complete., t = 146:

item, hl = false, o = complete, d = All »
done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".
(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

NDSS: : ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false
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suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndss11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :
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item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed. :

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, *2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:
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WcTopusa nsmeHeHum

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

Bepcus OnucaHue
2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTtp ipvé.

3.94.2 ndns check-name

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoiKK

MpoBepuTb AOCTYNHOCTb MIMEHW XOCTa AN1A pe3epBauui.
HeT

HeTt

MHorokpaTtHbIiA BBog, Het

CviHoncmc

AprymeHThl

Mpumep

(ndns)>  check-name <name>

AprymeHT 3HaueHue |OnucaHue
name CTpoka Mms xocTa anst pesepBrpoBaHuS.

(ndns)> check-name testname

list:
item:
name: testname
domain: mykeenetic.by
available: no

item:
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WcTopusa nsmeHeHum

3.94.3 ndns drop-name

name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
available: yes
item:
name: testname
domain: mykeenetic.net
available: yes

Ndns::Client: Check completed.

Bepcus

OnucaHmne

2.07

Jo6aeneHa komaHaa ndns check-name.

OnucaHue OTMeHNTbL pernctpauuno nmeHu xocta B DNS.

Mpe¢ukc no Het

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ndns)>  drop-name <name> <domain»

AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name CTpoka Vmsa xocTa ana yaaneHusa ns DNS.
domain CTpoka JloMeH BTOpPOro ypoBH#.

Npumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
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reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqQUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:
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commit-reply, d = »

item, hl = false, o
Commit stage complete., t = 3608:
item, hl = false, o

complete, d = ALl »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

WcTopusa nsmeHeHum

Bepcus OnucaHue

2.07 Job6asneHa komaHaa ndns drop-name.

3.94.4 ndns get-booked

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiAKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

Mony4unTb akTyasnbHy0 MHPOPMALMIO C cepBepa O TekyLleMm
3ape3epBMpPOBaHHOM MMeHN xocTa B DNS.

HeTt
Het

HeTt
I(ndn$> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, Src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:

field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:
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WcTopusa nsmeHeHum

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

Bepcus OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.94.5 ndns get-update

OnucaHwue

Mpejukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

O6HoBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Het
Het

Het

(ndns)>  get-update [<access> [ipv6 access6s]]

AprymeHT 3HaueHue |OnucaHue
access auto ABTOMaTMYECKMIA TUM AOCTYNa.
cloud Mima xocTa 3apernctpripoBaHo Ha IP-aapec

obnayHoro cepeepa, HTTP-Tpaduk
TYHHenupyercs Ha Air.

direct Vima XocTa 3aperncTtprypoBaHo Ha
WAN-agpec Air. KomaHga nossonser
BKHOUNTL NoAaepxKy Static NAT (NAT 1-1)
CO CTOPOHbI CepBepa B napamMeTpax
KeenDNS.

access6b cloud BkntounTb 061a4UHBIN pexmM aas
IPv6-aapecos.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
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menu&ref=%2fndns%2fupdateBooking:

fields:
field, name name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, sSrc = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »

(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: mytest
domain: keenetic.pro
acme: LE
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
updated: 2019-05-21T15:26:45.547Z
transfer: false
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Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
(ip4), default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:

name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
accessb6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.07 [JobaeneHa komaHaa ndns get-update.
2.14 [Jlo6baBneH napameTp ipv6.

3.95 ntce black-list

OonucaHvne BKNOUNTBL peXM YEPHOTO CAMNCKA, YTOBbI OrPaHNYNTL TOPPEHT-Tpaduk. Mo
YMONYaHM0 GYHKLMSA OTKIHOYEHa.

KomaHza ¢ npedprKcom no BO3BpaLLaET LENMMHT MO XOCTaM, KayarLm
TOPPEHTHI.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config)> ntce black-list

I (config)> no ntce black-list

NMpumep (config)> ntce black-list
Ntce::Manager: Black list shaping enabled.

(config)> no ntce black-list
Ntce::Manager: Black list shaping disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobaBneHa komaHaa ntce black-list.

3.96 ntce shaping

OnucaHue BkaounTb WeNnmHr Tpaduka 415 XoCTOB C TOppeHTaMu, ITO 3HAUUIT, UTO
npu NOMHOW 3arpy3ke KaHana byaeT orpaHnyeHa CKOpoCTb A5 KIVNEHTOB,
KayaroLmx ToppeHTbl. LUennunHr paboTaeT TONbKO NP BKIKOUEHHOM Cnyxbe
NTCE (komaHgaa service ntce). [1o ymon4aHMo HacTpolika BK/IHOYEHa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  ntce shaping

I (config)> no ntce shaping

Mpumep (config)> ntce shaping
Ntce::Manager: Shaping enabled.

(config)> no ntce shaping
Ntce::Manager: Shaping disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.09 JobasneHa komaHga ntce shaping. MpexHee Ha3BaHWe
komaHabl dpi shaping.
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3.97 ntce white-list

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

3.98 ntp

OnuncaHwme

Mpedukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHblIiA BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

BkntounTb pexum 6enoro cnncka Ans Co3gaHns BblgeneHHOoM Noaockl Ans
cneayoLmx BugoB Tpaduka — video, youtube, vimeo v skype. o ymonuaHuio

bYHKLMS OTKNHOYEHa.

KomaHza ¢ nped1Kcom no Bo3BpaLLaeT LWEeNUHT Mo XOCTaM, KayatoLLmm
TOPPEHTbI.

[Ja

Ja

Het

I (config)> ntcewhite-list

I (config)> no ntce white-list

(config)> ntce white-list
Ntce::Manager: White list shaping enabled.

(config)> no ntce white-list
Ntce::Manager: White list shaping disabled.

Bepcus OnucaHve

2.09 JobaBneHa komaHaa ntce white-list.

JocTtyn K HacTpoiike NTP-knneHTa.

KomaHaa c npedrikcom no cbpacbiBaeT HacTPOKK NTP-KAneHTa B HACTPOWKN
MO YMOMYaHUIO.

Ja
Het
Het

I (config)> no ntp

(config)> no ntp
Ntp::Client: Configuration reset.

Bepcusa OnucaHue

2.00 JobaBneHa koMmaHza ntp.
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3.99 ntp server

OnucaHwne Jlo6aBuTb B cnucok HOBbI NTP-cepBep. MOXHO A06aBUTL He bonee 8
NTP-cepBepoB.

KomaHga c npedurkcom no yganset NTP-cepBep 13 cnuncka. Ecav BeINOAHUTL
KOMaHZAy 6e3 aprymeHTa, To Becb Cnncok NTP-cepBepoB byAeT OUMLLIEH.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config)> ntp server <server;
(config)> no ntp server [ <servers]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
server Ctpoka Appec NTP-cepBepa.
Mpumep (config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.
(config)> no ntp server
Ntp::Client: ALl NTP servers removed.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa KoMaHAa ntp server.

3.100 ntp sync-period

OnucaHune YCTaHOBUTb nepumnoj CMHXpOHM3aunn BpeMeHN. Mo YMOTHaHNIO NCMNO/1b3YETCA
3HayeHue 1 Hegens.

KomaHga ¢ npedrKkcom no ycTaHaBAMBAET BPEMS CUHXPOHU3ALMN MO
YMONYaHWUIO.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config)>  ntp sync-period period

I (config)> no ntp sync-period
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
period lenoe 4ucno |Bpemsi CMHXpPOHU3aLMN, B MUHYTaX. MoxeT
NPUHMUMaTL 3HayeHue oT 60 MUHYT 40 1
mecsaua.
Mpumep (config)> ntp sync-period 60

Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa koMaHaa ntp sync-period.

3.101 opkg chroot

onuncaHune BkntounTb chroot ans opkg. ECn BKNHOUEHO, KOPHEBOW KaTaor M3MeHseTcs
Ha /opt nepeg BbiNoiHeHeM N060ro cueHapus opkg. Mo ymonyaHuo

HaCTpOolKa OTKAOYeHa.

KomaHga c npedrnKcom No oTKAKUaET JaHHbIA PexXnMm.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

CuHoncuc I(conﬁg)> opkg chroot

I (config)> no opkg chroot

Mpumep (config)> opkg chroot
Opkg: :Manager: Chroot enabled.

(config)> no opkg chroot
Opkg: :Manager: Chroot disabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.05.C.3 Jlo6aBneHa komaHaa opkg chroot.

3.102 opkg disk

OnucaHune HactpouTtb pa3sgen ansa opkg. 3TOT napamMeTp HeObXoAUM ANS YCTaHOBKN U
3anycka opkg.
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naBa 3 OnncaHme KoMaHp,

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncumc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Mocne HacTpoWKkKW, pasgen byaeT MOHTMPOBATLCA B /opt C MCNOMb30BaHNEM
mount --bind » nocnegytowym 3anyckom ckpmnTa initrc cm. Takxe
Pasgen 3.104 Ha cTpaHuue 349.

Ecnn katanor /opt/install He nycT, BCe cogepXallmecs B HEM apXmBbl
*,ipkwn * . tgz pacnakoBbiBaroTCA B /opt nepeg BoinosHeHneM initrc. Mocne
YCTaHOBKW apXuBbl YAANAOTCA.

KomaHgaa ¢ npedurkcom no oTknroHaet opkg.
Ja

Ja

HeTt

(config)> opkg disk («disk> | «disk>)

(config)> no opkg disk

AprymeHTt 3HauyeHue OnucaHue

disk CTpoka MeTka pa3gena nan UUID.

(config)> opkg disk ext4 opkg:/
Opkg::Manager: Disk is set to: ext4 opkg:/.

(config)> no opkg disk
Opkg: :Manager: Disk is unset.

Bepcus OnucaHve

2.05 JobasneHa komaHaa opkg disk.

3.103 opkg dns-override

OnuncaHwne

MNpejukc no

MeHsieT HaCTPOMKN

OTknounTb DNS-NpoKcy Npy NOAKIHOYEHHOM AUcKe 0pkg.

OTkntoueHne DNS no3BossieT 3aMeHUTb BCTPOeHHbI DNS-npokcn
cobcTBeHHOW cnyxboii, Hanpumep BIND nan Dnsmasq.

KomaHga ¢ npedrkcom no oTKAYaeT JaHHYH GYHKLNIO.
Ja
Ja

MHorokpaTtHbIiA BBOA, Het

CviHoncuc

I(config)> opkg dns-override
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopus nsmeHeHum

3.104 opkg

OnuncaHune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

I(conﬂgp>noopkg dns-override

(config)> opkg dns-override
Opkg: :Manager: DNS override enabled.

(config)> no opkg dns-override
Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue
2.05 Job6asneHa komaHaa opkg dns-override.
Initrc

3afaTb CTapTOBbIV CKPUMT. 3HaYeHMe No yMonyaHuo — /opt/etc/initrec.

Korga Opkg disk CMOHTNPOBAH U NakeTbl YCTaHOBJ/IEHbI, CNCTEMA BbIMO/IHUT
CTapTOBbII7I cKpmnT. Ecnn path aTo kaTanor, cucrtema 6yp,eT BbIMNOJIHATbL BCE

cogep>kawimecd B HEM CKPUNThI B a}'lq)aBVITHOM nopsagke.

KomaHga ¢ npedrkcom no cbpacbiBaeT initrc B 3Ha4eHMe nNo yMoa4aHuo.
Ja

Ja

Het

(config)> opkg initrc «paths

(config)> no opkg initrc

AprymeHT 3HauyeHue OnucaHwue
path Wms ¢panna daiin nam kaTanor co CTapToBbIM
CKPUNTOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHve

2.05.C.3 JobasneHa komaHaa opkg initrc.
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3.105 opkg timezone

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HacTponTb nepemeHHyto okpyxeHus TZ n ¢aiin /opt/var/TZ pns opkg. Mo
YMOYaHMIO YacoBO NOSIC He onpejeneH.

3Ha4veHwe TZ 3aBucKT oT C 6UbANoTEKM 0pkg, OT TOrO, Kak Tam
WHTeprpeTUpOBaH YacoBoi nosic. OHO MoxeT 6bITb nnu B POSIX popmaTte
stdoffset[dst[offset][,start[/time],end[/time]]] nnm BBUAE NMEHN

dalina 6a3bl JaHHbIX MHOPMaLMK 0 30HaX (Mcnonb3yeTcs B glibc n noyutn
Bo Bcex GNU-cucremax).

KomMaHga ¢ npepurKcoM NO yCcTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(config)> opkg timezone (auto | <timezone»)

(config)> no opkg timezone

AprymeHT 3HauyeHue OnucaHue

timezone Ctpoka YacoBow nosic 4ns 3anmcm B
rnepemMeHHy oKpy>xeHna TZ n B
/opt/var/TZ

auto Knwyesoe cnoso|ABTOMaTUYeCKOE Ha3HayeHne

yacoBoro nosca. Cneundurkaumns
reHepupyeTcs U3 HacTpoek
CNCTEMBI, CM.

Pasgen 3.135.3 Ha cTpaHuue 480.

(config)> opkg timezone auto

Opkg: :Manager: Enabled automatic timezone.
(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".
(config)> no opkg timezone

Opkg::Manager: Timezone reset to undefined.

Bepcus OnucaHve

2.05.C.3 JobaBneHa komaHAa opkg timezone.

3.106 ping-check profile

OnucaHwne

JocTtyn K rpynne KoMaHA A58 HaCTPorKn BelbpaHHoro npodowuna Ping Check.
Ecnv npodunb He HalieH, KOMaHAA NbITAaeTCA ero Co34aThb.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedukcom no yganset npodunb Ping Check.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIl/i BBog, /[la
BxoxxaeHue B rpynny (config-pchk)

CuHoncunc (config)>  ping-check profile wname>

(config)> no ping-check profile name>

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

name Ctpoka Wmsa npodunsa Ping Check. CNCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeas
koMmaHay ping-check profile [Tab].

Mpumep (config)> ping-check profile [Tabl

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.106.1 ping-check profile host

OnucaHune YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/14aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHaa ¢ npe¢rkcom no yaanseT nms xocTa.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc (config-pchk)>  host <host»
(config-pchk)> no host [ <host> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
host WM xocta  |Ma nnum agpec yaaneHHOro xocra.
Mpumep (config-pchk)> host 8.8.8.8
PingCheck::Profile: "test": add host "8.8.8.8" for testing.
(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.
(config-pchk)> no host
PingCheck: :Profile: "test": hosts cleared.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JobasneHa komaHAa ping-check profile host.

3.106.2 ping-check profile max-fails

OonuncaHmne YKazaTb KONNYECTBO NOC/1e0BaTe/IbHbIX HeyAauHbIX 3anpoCoB K yAaneHHOMY
XOCTY, MO AOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCYyTCTBYHOLWMM. [10 yMONYaHMIO UCNOb3yeTCs 3HaYeHue 5.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHKE MO YMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-pchk)>  max-fails «count»
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
count Uenoe uucno |Konnuectso HeyaauHbIX 3anpocos. MoxeT
NPUVHUMAaTL 3Ha4YeHns B Nnpegenax ot 1 4o
10 BKIHOUUTENBHO.
Mpumep (config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.
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(config-pchk)> no max-fails
PingCheck::Profile: "test": fail count is reset to 5.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 Job6asneHa komaHaa ping-check profile max-fails.

3.106.3 ping-check profile min-success

OonuncaHmne YKasaTb KONNYeCTBO NocneoBaTeNIbHbIX YAauHbIX 3aNpOCOB K yAaNeHHOMY
XOCTY, MO JOCTUXXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
HaNNYeCcTBYHOLUMM. [0 YMONYaAHMIO NCNONb3YeTCs 3HayeHne 5.

KomaHga ¢ npedrkcom no ycTaHaB/IMBAET 3HaUEHME MO YMOAYAHWNIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CnHoncuc (config-pchk)>  min-success «count»
(config-pchk)> no min-success
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
count lenoe 4ucno |Konnyectso yAauHbIX 3anpocos. Moxer
NPUHNUMAaTbL 3HaYeHVs B rpegenax ot 1 40
10 BKNKOUUTESNIBHO.
Npumep (config-pchk)> min-success 3
PingCheck::Profile: "test": uses 3 success count for enabling »
interface.
(config-pchk)> no min-success
PingCheck: :Profile: "test": success count is reset to 5.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa koMmaHga ping-check profile min-success.

3.106.4 ping-check profile mode
OnucaHwue YcTaHoBUTb pexxunm Ping Check. Mo yMon4aHWIo ycTaHOB/IEHO 3HaYeHve icmp.
Mpedukc no Het

MeHsieT HacTpouikm  [la

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 353



naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-pchk)>

mode node»

AprymeHT 3HayeHue |OnucaHve
mode icmp TecTupoBaHme JOCTYNHOCTW yAa/leHHOro
X0CTa byfieT ocyLLeCTBAATLCSA NOCPEeACTBOM
oTnpaeku emy ICMP-echo request (ping).
connect TecTnpoBaHve JOCTYNHOCTY yAaleHHOro

XOCTa byfeT OCyLLecTBNATLCA NOCPeCTBOM
ycTaHoBkuM TCP-nogkntoyeHns Ha
3afaHHbIN NoOPT.

(config-pchk)> mode connect

PingCheck: :Profile: profile "TEST" uses connect mode.

Bepcusa

OnucaHune

2.04

Jlo6aBneHa komaHga ping-check profile mode.

3.106.5 ping-check profile port

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

YKasaTb NOpT 419 NOAKAOYEHUS K yAaneHHOMY XOcTy. HacTpolika nmeet
CMbICA NpK pexurmMe connect (cM. komaHay ping-check mode).

KomaHga ¢ npedprkcom no yaansieT HacTPOoiKy.

Ja
Aa

Het

(config-pchk)>

port ports

(config-pchk)> no port

AprymeHT

3HauyeHue

OnucaHue

port

Lenoe u4ucno

Homep nopTta. MoxeT npuHMMaTh
3HayeHua B npegenax ot 1 go 65534
BKHOUNTENbHO.

(config-pchk)> port 860
PingCheck: :Profile: "test":

(config-pchk)> no port
PingCheck: :Profile: "test":

uses port 80 for testing.

port is cleared.
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHaa ping-check profile port.

3.106.6 ping-check profile power-cycle

OonucaHue Bk/tounTh ynpaBneHve nutaHneM ceTeBoro HTepdeiica USB. Mo ymonyaHuio
BKJTOUEHO.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-pchk)>  power-cycle

I (config-pchk)> no power-cycle

Mpumep (config-pchk)> power-cycle
PingCheck: :Profile: "test": enabled USB power cycle.

(config-pchk)> power-cycle
PingCheck: :Profile: "test": disabled USB power cycle.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga ping-check profile power-cycle.

3.106.7 ping-check profile timeout

OnucaHune YCTaHOBUTb MakcMasibHoe BpeMA OXKNAaHNA OTBETa yAa/1EHHOIO XO0CTa Ha
O4WVH 3anpoc B ceKyHAax. Mo YMOJIHaHUIO NCMO/Ib3YeTCA 3HaveHne 2.

KomaHaa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYeHMe N0 YMOTYAHNIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I (config-pchk)>  timeout «timeouts

I (config-pchk)> no timeout
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AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

timeout lenoe uucno |Bpems oxngaHuns B cekyHaax. MoxeT
NpMHMMaTL 3HayeHuns ot 1 4o 10
BK/IHOUMTENBHO.

(config-pchk)> timeout 4
PingCheck: :Profile: "test": timeout is changed to 4 seconds.

(config-pchk)> no timeout
PingCheck: :Profile: "test": timeout is reset to 2.

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile timeout.

3.106.8 ping-check profile update-interval

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3.107 ppe

OnuncaHune

YCTaHOBUTb NEPUOANYHOCTb BbIMONHEHUSI NPOBepoK Ping Check.

Het

Ja

HeT

(config-pchk)>  update-interval «seconds>

AprymeHT 3HayeHne |OnucaHue

seconds lenoe uucno |Mepuog o6HOBNEHUA B ceKyHAAx. MoxeT
NPUHMUMaTb 3HayveHusa oT 3 Ao 3600
BK/IIOUMTE/IbHO.

(config-pchk)> update-interval 60
PingCheck: :Profile: "test": update interval is changed to 60 »
seconds.

Bepcus OnucaHue

2.04 JobasneHa koMmaHaa ping-check profile
update-interval.

BKHOUMTL MeXaHM3M MakeTHOM 06paboTkK. Mo yMOAYaHUIO HacTpoiika
BK/IHOYEHa.

KomaHza ¢ nped1KcomM no oTKNOYaEeT BbIbpaHHbI/ ycKopuTensb.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc (config)>  ppe <engine»
(config)> no ppe [<engines]
AprymeHTbI AprymeHT | 3HaueHue OnucaHue
engine |software MporpaMMHbI yckopUTenb.
MNpumep (config)> ppe software
Network::Interface: :Rtx::Ppe: Software PPE enabled.
(config)> no ppe
Network::Interface: :Rtx::Ppe: All PPE disabled.
(config)> ppe hardware-ipvé
Network::Interface::Rtx::Ppe: Hardware-ipv6 PPE enabled.
(config)> no ppe hardware-ipv6
Network::Interface: :Rtx::Ppe: Hardware-ipv6 PPE disabled.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue
2.00 JobasneHa KoMaHaa ppe.
2.05 [JlobaBneH aprymeHT engine.

3.108 pppoe pass

OonucaHue BkntounTb GYHKLMIO CKBO3HOMO NponyckaHusi. MoxHo BBecTr 4o 10
NOKaNbHbIX CETEBbIX Y3/10B.

KomaHga c npedumkcom no otkatoyaeT GyHKLMIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun uHTepderica Ethernet

Cuoncnc I (config)>  pppoe pass through wan-iface> <lan-iface>

I (config)> no pppoe pass through
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naBa 3 OnncaHme KoMaHp,

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

AprymeHT 3HayeHue |OnucaHue
wan-iface nms HauanbHbI nHTepdec — nonHoe
uHTepgesica |HasBaHne WAN-uHTepdeiica nan ero
anmac.
lan-iface msa KoHeuHbI HTepdeinc — nonHoe
uHTeppeiica |Ha3BaHve LAN-nHTepdeiica nnm ero
anmac.

(config)> pppoe pass through Home ISP
Pppoe::Pass: Configured pass from "Bridge@" to "GigabitEthernetl".

(config)> no pppoe pass
Pppoe: :Pass: Disabled.

Bepcus

OnucaHune

2.00

Jo6aBneHa koMaHZAa pppoe pass.

3.109 schedule

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOj,

Bxo>xaeHue B rpynny (config-sched)

CuvHoncuc

AprymeHTbl

UcTopuns nameHeHuii

3.109.1 schedule action

OnucaHwne

JocTyn K rpynne KoMaHz, ANst HACTPOVKM BbIBpaHHOro pacnucaHus. Ecam
pacnucaHne He HalAeHo, KOMaHAa NbITaeTCs ero co3aathb.

KomaHza c npedurKcom no yaansiet pacnmcaHue.

Ja
Ja
Ja

(config)>

schedule <name>

(config)> no schedule name>

AprymeHT 3HayeHne |OnucaHue

name Ctpoka HasBaHue pacnncaHus.
Bepcus OnucaHve

2.06 JlobaeneHa komaHaa schedule.

3ajaTb AeCcTBIS, BbIMOJIHAEMble COracHO Bbl6paHHOMy pacnncaHnto.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npepurKcom no oTMeHsIeT AelicTBue.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config-sched)>  action «action» mins <hours «dows
(config-sched)> no action [ <action mins <hours «dows ]
AprymeHTbI AprymeHTt 3HaueHue ‘Onmcal-me
action start JencTBrne Havana.
stop [lecTBme KoHLUa.
min UYenoe uucrio |MNHyTHI.
hour Llenoe u4ucno |Yacol.
dow UYenoe uucno |QHn Hepenw, pasgeneHHble 3anaTbiMu. 0
1 7 O3HAYalOT BOCKpPeCeHbe. * o3Havaer
exxeAHEBHO.
Npumep (config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".
WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.06 JobaBneHa komaHaa schedule action.

3.109.2 schedule description

OnucaHune 3afaTb onmncaHme Ans BbI6GPaHHOro pacnmcaHus.
KomaHga ¢ npedunkcom no cTupaeT onncaHue,

Mpe¢unkc no Ja

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog Het

Cunoncnc (config-sched)>  description «descriptions
(config-sched)> no description
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTpoka TekcT onmncaHus.
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Mpumep

WcTopusa nsmeHeHum

(config-sched)> description "Schedule for on/off Access Point"
Core: :Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHmne

2.06

Job6asneHa komaHaa schedule description.

3.109.3 schedule led

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb CBETOANOAHYIO MHANKALMIO ANSA 3aM/IaHNPOBAHHbBIX COBbITUI.
JonxeH 6bITb BbIbpaH napameTp SelectedSchedule npy NOMOLLM KOMaHAbI

system led.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT CBETOANOAHYH NHAUNKALNIO.

Ja
Ja

HeTt

(config-sched)>

led <actiomn

(config-sched)> no led

AprymeHT

3HauyeHMe |OnucaHue

action

start |/|H,CI,I/IKaT0p NMoKa3bIBAa€T Ha4ano
3an1aHNpoBaHHOIO cobbITUS.

stop MHavkaTop noka3sbliBaeT OKOHYaHue
3ani1aHNpPOBaHHOIO COObLITUSA.

(config-sched)> led start
Core::Schedule::Led: Selected schedule "111".

Bepcusa

OnucaHune

2.08

JobaBneHa komaHaa schedule led.

3.110 service cloud-control

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn

Brntouunts cnyx6y Cloud Control2 ana mobunsHoro npunoxeHua My.Keenetic.
NS KOppeKTHOro 3anycka TpebyeTcs NMHTepPHeT-CoedNHeHMe.

KomaHga ¢ npednkcom no ocTaHaBAMBAaET CNYXKOy.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config)> service cloud-control

I (config)> no service cloud-control

Mpumep (config)> service cloud-control
CloudControl::Agent: The cloud control service enabled.

(config)> no service cloud-control
CloudControl::Agent: The cloud control service disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 JobaeneHa komaHaa service cloud-control.

3.111 service dhcp

OnucaHwue BkntounTte DHCP-cepeep. Ecnn ans 3anycka cnyxobl He0CTaTOYHO HacTpoeK
(cMm. ip dhcp pool), cnyx6a He 6yaeT oTBeYaTb No ceTn. Kak TonbKo HacTpoek
CTaHeT AOCTaTOYHO, CNy>K6a BKIIOUNTCH aBTOMaTUYeCKN.

KomaHga ¢ npedurkcom no ocTaHaBIMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CuHoncuc I (config)> service dhcp
I (config)> no service dhcp
Mpumep (config)> service dhcp
service enabled.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvicaHue

2.00 [JobasneHa komaHza service dhcp.

3.112 service dhcp-relay

OnucaHwue BkntounTb petpaHcnaTop-DHCP. Ecam ansa 3anycka cnyx6bl HefoCcTaTouHO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cyx6a He 6yseT oTBeUaTb Mo ceTu. Kak TONIbKO HacTPoeK CTaHeT JOCTaTOUHO,
cnyx6a BKIIOUNTCA aBTOMaTUYECKM.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAyXoby.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config)> service dhcp-relay
I (config)> no service dhcp-relay

NMpumep (config)> service dhcp-relay
service enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa service dhcp-relay.

3.113 service dns-proxy

OnucaHune Bikntoumtb DNS-npokcu. 1na HacTpolikn napaMeTpoB CyX6bl, UCNOb3YNTe
rpynny KomaHz Paszgen 3.24 Ha cTpaHuue 104,

MNpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

WcTopus nsmeHeHum Bepcus onvcaHuve

2.00 JobasneHa KoMaHaa service dns-proxy.

3.114 service http

OnucaHue BkntounTtb HTTP-cepBep, KOTOPbIA NpeAoCTaBaAseT Nob30BaTeNto
Web-nHTtepdelic ana HacTpoiiku Air.

KomaHga ¢ npednkcom no ocTaHaBIMBAET CYX6Y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Cunoncuc I (config)> service http
I (config)> no service http
Mpumep (config)> service http
HTTP server enabled.
VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa service http.

3.115 service igmp-proxy

OnucaHune Binrounte IGMP-npokcn. Ans paboTbl cy>X6bl HEO6XOAMMO Hanune 04HOMOo
nHTepderica upstreamn xoTsa 661 04HOr0 HTepdelica downstream. Ecav ans

3anycka c1y>K6bl HE0CTaTOUHO HAaCTPOEK, OHa He ByaeT paboTaTk. Kak ToNbKO
HaCTPOEK CTaHeT A0CTAaTOYHO, C1yX6a BKAOUNTCS aBTOMATUYECKMN.

KomaHaa ¢ npeprKcom no ocTaHaBNMBAET CNyXOby.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I (config)> service igmp-proxy
I (config)> no service igmp-proxy

Mpumep (config)> service igmp-proxy
IGMP proxy enabled.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHAa service igmp-proxy.

3.116 service internet-checker

OonucaHune BintounTb Internet-checker aas KOHTpons coOCTosIHUA VIHTEPHET CoeaMHEH S
Ha ycTpolicTse. o yMonyaHunio GyHKLMSA BKIOYEHa.

KomaHga ¢ npedrkcom no ocTaHaBAMBAET CyX6y.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc I (config)> service internet-checker

I (config)> no service internet-checker

Mpumep (config)> service internet-checker
Network::InternetChecker: Hosts check enabled.

(config)> no service internet-checker
Network: :InternetChecker: Hosts check disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

213 JobaBneHa komaHaa service internet-checker.

3.117 service ipsec

OnucaHue 3anycTuTb cnyxo6y IPsec. Mo ymMon4vaHuo cnyxba oTKto4veHa.
KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service ipsec

I (config)> no service ipsec
Mpumep (config)>service ipsec

IpSec: :Manager: Service enabled.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.06 JobaBneHa KoMaHaa service ipsec.

3.118 service kabinet

OnucaHwne Brkntoumntb cnyx6y asTopmsatopa KABINET. Mo ymonuaHumio cnyxba
OTK/tOYeHa.

KomaHga ¢ npedrkKcom no ocTaHaB/IMBAET CYX6Y.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)> service kabinet

I (config)> no service kabinet

(config)> service kabinet
Kabinet: :Authenticator: Authenticator enabled.

(config)> service kabinet
Kabinet: :Authenticator: Authenticator disabled.

Bepcus OnucaHve

2.02 JobaBneHa komaHaa service kabinet.

3.119 service mdns

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

BkntounTb cnyxby mDNS. Mo ymonvaHuio ciyxba oTkao4eHa.
KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I(config)> service mdns

I (config)> no service mdns

(config)>service mdns

(config)>no service mdns

Bepcus OnucaHve

2.15 JobaBneHa komaHaa service mdns.

3.120 service mws

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBO,

BrntounTb cnyxey MIWS. Mo ymonyaHuio cnyxba oTkaroueHa.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.

Ja

Aa

Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

I(config)> service mws

I(conﬁgﬁ>noservice mws

Mpumep

Mws::Controller:

(config)> service mws

Enabled.

(config)> no service mws

UcTopuns nameHeHuii

Mws::Controller: Disabled.
Bepcus OnucaHve
2.15 JobaBneHa KOMaHa service mws.

3.121 service ntce

OnucaHwue 3anyctnTb cnyxby NTCE. [0 yMOAYaHWIO CEPBUC OTK/HOYEH.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.

Mpedunkc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

I (config)> service ntce

I (config)> no service ntce

Mpumep

(config)> service ntce

Ntce::Manager: Enabled.

WcTopusa nsmeHeHum

Bepcus

OnucaHmne

2.09

Jo6aBneHa koMaHAa service ntce. MpexHee Ha3BaHMe

KoMaHzAbl service dpi.

3.122 service ntp-client

OnuncaHwne Bkntountb NTP-KANEHT.

KomaHza c nped1KcomM no ocTaHaBNNBAET CAyX6by.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

Cunoncuc I (config)> service ntp-client
I (config)> no service ntp-client

Mpumep (config)> service ntp-client
NTP client enabled.

VICTOleﬂ N3MeHeHUn Bepcmﬂ onucaHvie

2.00 JobasneHa KoMmaHaa service ntp-client.

3.123 service snmp

OnucaHune 3anyctuTb cayx6y SNMP . Mo ymonyaHuto cyxba oTKIYeHa.
KomaHga ¢ npedrkcom no ocTaHaBIMBAET CYX6Y.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)>  service snmp

I (config)> no service snmp

Mpumep (config)> service snmp
Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp
Snmp: :Manager: SNMP service was disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 JobaBneHa KoMaHAa service snmp.

3.124 service ssh

OnucaHue BkarounTb cepBep SSH, KoTopbI NpeAocTaBaseT Nojb3oBaTento nHTepdeinc
KOMaHAHOW CTPOKN AN HACTPOMKM YCTPOWCTBaA.

KomaHga ¢ npedpurKcom no octaHaBAMBaET Cayxoy.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuHoncuc I (config)>  service ssh

I (config)> no service ssh

Mpumep (config)> service ssh
Ssh::Manager: SSH server enabled.

(config)> no service ssh
Ssh::Manager: SSH server disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

212 JobaBneHa komaHaa service ssh.

3.125 service sstp-server

OnucaHune BkntouunTts cepsep SSTP.

KomaHga ¢ npedrKcom no ocTaHaBAMBAET C/IYXKOY.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> service sstp-server
I (config)> no service sstp-server
Mpumep (config)> service sstp-server
SstpServer: :Manager: Service enabled.
(config)> no service sstp-server
SstpServer: :Manager: Service disabled.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue

2.12 [JlobaeneHa KomaHza service sstp-server.

3.126 service telnet

OonucaHue BrtounTh cepBep telnet, KOTopbI NpesoCcTaB/seT NoAb30BaTeNtO UHTepdEIiC

KOMaHZAHOW CTPOKW AN HAaCTPOMKW YCTPOWCTBA.
KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.

Mpejukc no Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (config)> service telnet
I (config)> no service telnet

Mpumep (config)> service tel
Telnet server enabled.

NcTopus nsmeHeHuimi Bepcus onucaHue

2.00 JobaBneHa komaHaa service telnet.

3.127 service udpxy

OnucaHwue BkntounTb cnyxey udpxy.

KomaHga ¢ npedurkcom no ocTaHaBAMBAaET CyX6y.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config)> service udpxy

I (config)> no service udpxy
Mpumep (config)> service udpxy

Udpxy: :Manager: a service enabled.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 [JobaeneHa KomaHza service udpxy.

3.128 service upnp

OnucaHune BkntounTs cnyxey UPnP.

KomaHaa ¢ npedrKcom no ocTaHaBNMBaET CNyXOy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

CuvHoncuc

UcTopuns nameHeHuii

(config)> service upnp

(config)> no service upnp

Bepcus OnucaHve

2.00 JlobaeneHa KoMaHga service upnp.

3.129 service vpn-server

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn

BkntoumnTts cepsep VPN.

KomaHga ¢ npednKcom no ocTaHaBAMBAET CNYXKOy.
Ja

Ja

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.130 show

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

I (config)> service vpn-server

I (config)> no service vpn-server

(config)> service vpn-server
VpnServer: :Manager: Service enabled.

(config)> no service vpn-server
VpnServer: :Manager: Service disabled.

Bepcus OnucaHve

2.04 [JlobaeneHa KomaHza service vpn-server.

[oCTyn K rpynne KOMaHZ A1 TpoCcMoTpa AMarHocTUYeckoi nHGopmaumm o
cucTeMe. Bce KOMaHZAbI 3TOW rpynnbl HE U3MEHSOT CUCTEMHbIE HACTPOIKM.

Het
Het
HeTt

(show)

I (config)>  show
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naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa show.

3.130.1 show acme

OnucaHune MokasaTb cTatyc knneHTa ACME B cncteme.
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncmc I(show)> acme
Npumep (show)> acme
acme:
real-time: yes
ndns-domain: mytest.keenetic.pro
ndns-domain-acme: yes
ndns-domain-error: no
default-domain: cc6b5a71a7644903b51a5454. keenetic.io
account-pending: no
account-running: no
get-pending: no
get-running: no
revoke-pending: no
revoke-running: no
reissue-queue-size: 0
revoke-queue-size: 0
retries: 0
checker-timer: 82499
apply-timer: 0
acme-account: 36902346
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.11 JobaeneHa komaHga show acme.

3.130.2 show adguard-dns availability
OnucaHwue MpoBepuTb N NOKasaTb JOCTYNHOCTb AdGuard DNS.
Mpejukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoMaHp,

Cunoncuc I (show)> adguard-dns availability
Mpumep (show)> adguard-dns availability
available: yes
port: 53
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.12 JobasneHa komaHaa show adguard-dns availability.

3.130.3 show adguard-dns profiles
OnucaHwue Mokasate npodunn AdGuard DNS.
Mpejukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog Het

CuHoncuc I (show)> adguard-dns profiles
Npumep (show)> adguard-dns profiles
profiles:
profile: default
profile: standard
profile: family
WcTtopuna nsmeHeHui |yersion Description

2.1 Job6asneHa komaHaa show adguard-dns profiles.

3.130.4 show associations

OonucaHue MokasaTb CNNCOK 6eCNpPOBOAHbLIX CTAHLMIA, CBA3AHHbIX C TOUKOM A0CTynNa.
Ecnv BbINONHUTE KOMaHAY 6€3 apryMeHTa, TO Ha 3KpaH byAeT BbiBeAeH BeCb
CMMCOK 6eCnNPOBOAHbIX CTAHLINA.

MNpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Access Point
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naBa 3 OnncaHme KOMaHA,

Cunoncuc (show)> associations [ <name;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka HazBaHue Touku goctyna. Cnmcok AoCTYMHbIX
ANsi Bblbopa Touek AOCTyMna MOXHO YBUAETb
BBeAs KOMaHay associations [Tab].
NMpumep (show)> associations [Tab]

Usage template:
associations [{name}]

Choose:
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster0/AccessPoint0

AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl

GuestWiFi
WifiMasterl/AccessPoint3
WifiMasterl/AccessPoint0
AccessPoint 5G

(show)> associations WifiMaster0/AccessPoint0

station:
mac: ec:1f:72:d3:6d:3f
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 130
uptime: 3804
txbytes: 2058837
rxbytes: 25023483
ht: 20
mode: 1ln
gi: 800
rssi: -26
mcs: 15
station:
mac: 20:aa:4b:5c:09:0e
ap: WifiMaster@/AccessPoint0
authenticated: 1
txrate: 270
uptime: 19662
txbytes: 19450396
rxbytes: 70800065
ht: 40
mode: 1ln
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naBa 3 OnncaHme KoMaHp,

gi: 800
rssi: -41
mcs: 15
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show associations.
3.130.5 show button
OnucaHwne MokasaTb MH$OPMAaLMIO MO YKa3aHHOM CUCTeMHO KHoMKe. EC/iv BbIMOAHUTb

KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH byzeT BbiBeieH BeCb CMNCOK KHOMOK
Ha ycTporicTeBe. Habop KHOMOK 3aBMCUT OT annapaTHOM KOHGUrypaumm.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> button [<name>]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue KHoMkKw.
Npumep (show)> button FN1
buttons:
button, name = FN1:
is switch: no
position: 2
position count: 2
clicks: 0
elapsed: 0
hold delay: 3000
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHaa show button.

3.130.6 show button bindings

OnucaHwne MokasaTb CANCOK AENCTBUIA, Ha3HAYeHHbIX Ha KHOMKW YCTPOWCTBA.
MNpedukc no Het

MeHsieT HacTpoiikm  Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

bindings:

I(shom0> button bindings

(show)> button bindings

binding, index = 0:

button:

action:

active handler:
default handler:
protected:

RESET
click
Reboot
Reboot
yes

binding, index = 1:

button:

action:

active handler:
default handler:
protected:

RESET

hold
FactoryReset
FactoryReset
yes

binding, index = 2:

button:

action:

active handler:
default handler:
protected:

WLAN

click
WpsStartMainAp
WpsStartMainAp
no

binding, index = 3:

button:

action:

active handler:
default handler:
protected:

WLAN
double-click
WpsStartMainAp5
WpsStartMainAp5
no

binding, index = 4:

button:

action:

active handler:
default handler:
protected:

WLAN

hold
WifiToggle
WifiToggle
no

binding, index = 5:

button:

action:

active handler:
default handler:
protected:

FN1

click
UnmountUsbl
UnmountUsbl
no

binding, index = 6:
button: FN1
action: double-click
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naBa 3 OnncaHme KoMaHp,

active handler:
default handler:
protected: no

binding, index = 7:
button: FN1
action: hold

active handler:
default handler:
protected: no

binding, index = 8:

button: FN2

action: click
active handler: UnmountUsb2
default handler: UnmountUsb2

protected: no

binding, index = 9:
button: FN2
action: double-click
active handler:
default handler:
protected: no

binding, index = 10:
button: FN2
action: hold

active handler:
default handler:
protected: no

WcTopusa nsmeHeHum

Bepcusa

OnucaHmne

2.03

3.130.7 show button handlers

OnucaHue
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

MokasaTb CAMCOK AOCTYNHbIX 06PabOTUMKOB KHOMOK B CUCTEME.

I(shom0> button handlers

(show)> button handlers

handlers:
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handler, name = LedToggle:
short description: toggle system LED states
protected: no
switch related: no

handler, name = FactoryReset:
short description: reset a configuration to factory »
defaults
protected: yes
switch related: no

handler, name = UnmountUsbl:
short description: unmount USB 1 port storages
protected: no
switch related: no

handler, name = UnmountUsb2:
short description: unmount USB 2 port storages
protected: no
switch related: no

handler, name = Reboot:
short description: reboot the system
protected: yes
switch related: no

handler, name = DlnaDirectoryRescan:
short description: rescan DLNA directory for newer media »
files
protected: no
switch related: no

handler, name = DlnaDirectoryFullRescan:
short description: remove a DLNA database and rescan a »
DLNA directory
protected: no
switch related: no

handler, name = DectHandsetRegistrationToggle:
short description: toggle a DECT handset registration
protected: no
switch related: no

handler, name = DectHandsetPagingToggle:
short description: toggle a DECT handset paging
protected: no
switch related: no

handler, name = OpkgRunScript:
short description: run Opkg script
protected: no
switch related: no

handler, name = TorrentAltSpeedToggle:
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WcTopusa nsmeHeHum

short description: toggle a Torrent alternative speed »

mode
protected: no
switch related: no
handler, name = TorrentClientStateToggle:
short description: toggle a Torrent client state
protected: no
switch related: no
handler, name = WifiToggle:
short description: on/off all Wi-Fi interfaces
protected: no
switch related: no
handler, name = WpsStartMainAp:
short description: start WPS (2.4 GHz main access point)
protected: no
switch related: no
handler, name = WpsStartMainAp5:
short description: start WPS (5 GHz main access point)
protected: no
switch related: no
handler, name = WifiGuestApToggle:
short description: toggle a guest access point state »
(2.4 GHz)
protected: no
switch related: no
handler, name = WpsStartStation:
short description: start WPS (2.4 GHz Wi-Fi station)
protected: no
switch related: no
handler, name = WpsStartStation5:
short description: start WPS (5 GHz Wi-Fi station)
protected: no
switch related: no
Bepcus OnucaHue
2.03 JobaBneHa komaHaa show button handlers.

3.130.8 show chilli profiles

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MokasaTb CNNCOK AOCTYNHbIX Npoduneli RADIUS-cepBepa.
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MHorokpaTtHbIiA BBOg, Het

CrnHoncuc I(shom0> chilli profiles

Npumep (show)> chilli profiles
profile:
name: GetWiFi
url: https://getwi.fi/
description: GetWiFi - user identification in public »
networks
WiFi.

preset:
uamallowed: 193.161.193.102

uamallowed: getwi.fi
uamallowed: paypal.com
uamallowed: www.paypal.com
uamallowed: money.yandex.ru
radius:
serverl: 193.161.193.102
server2: 193.161.193.102

radiussecret: getwi.fi
uamserver: https://getwi.fi/auth

dns:
dnsl: 8.8.8.8

custom: uamsecret

custom: radiusnasid

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHaa show chilli profiles.

3.130.9 show clock date

OnwucaHue loka3saTb Tekyllee CMCTEMHOEe Bpemsl.
MNpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(shom0> clock date
Mpumep (show)> clock date
weekday: 4
day: 18
month: 1
year: 2018
hour: 8
min: 46
sec: 2
msec: 660
dst: inactive
tz:
locality: GMT
stdoffset: O
dstoffset: 0
usesdst: no
rule: GMTO
custom: no
VICTOleﬂ V|3MEHEH|/||7| Bepcuﬂ onvcaHue
2.00 JobaeneHa komaHaa show clock date.

3.130.10 show clock timezone-list

OnucaHmne Moka3aTb CANCOK JOCTYMHbIX YaCOBbIX MOSCOB.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CnHoncuc I(shom0> clock timezone-list

Mpumep (show)> clock timezone-list

timezones:
tz:
locality: Adak
stdoffset: -36000
dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
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WcTopusa nsmeHeHum

3.130.11 show cloudflare-dns availability

OnucaHwue
Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

Mpumep

UcTopuns nsmeHeHni

stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show clock timezone-list.

MpoBepuTb 1 NokasaTk gocTynHocTb Cloudflare DNS.

HeTt
Het

Het

I(shom0> cloudflare-dns availability

(show)> cloudflare-dns availability

available: yes

doh-supported: yes
doh-available: yes
dot-supported: yes
dot-available: yes
blocked-name: »
31bd8460-89fd-e2de-8865-63ffb93d1lc9e.is-cf.cloudflareresolve.com
ipv6-supported: no
ipv6-enabled: no

Bepcusa

OnucaHune

3.05

Job6asneHa komaHga show cloudflare-dns availability.

3.130.12 show cloudflare-dns profiles

OnucaHune

Mokasatb npodunn Cloudflare DNS.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> cloudflare-dns profiles
Npumep (show)> cloudflare-dns profiles
profiles:
profile: default
profile: standard
profile: malware
profile: family
UcTtopunsa nsmeHeHun Bepcums OnucaHue

3.05 Jlo6aeneHa komaHaa show cloudflare-dns profiles.

3.130.13 show configurator status

OnucaHue MNMoka3zaTb MHGOPMaLMIO O CUCTEMHOM KOHUrypaTope.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> configurator status

MNpumep (show)> configurator status
touch: Thu, 18 Oct 2018 14:37:25 GMT
header, name = Model: Keenetic Giga

header, name Version: 2.06.1

header, name Agent: http/rci

header, name = Last change: Thu, 18 Oct 2018 14:37:25 »
GMT

serving:
name: Session /var/run/ndm.core.socket
time: 0.000397
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WcTopusa nsmeHeHum

request, host = 192.168.1.42, name = admin:
parse: show configurator status

Bepcus

OnucaHmne

2.06

Job6asneHa komaHaa show configurator status.

3.130.14 show credits

Moka3saTk NNLEH3NOHHYI0 MHPOPMaLMIO 06 YCTaHOB/IEHHOM NakeTe B
KeeneticOS. Ecnu BbINONHWTL KOMaHAy 6e3 aprymeHTa, TO Ha 3KpaH bygeT
BblBeZeHa BCA MHPOpMaLMSA NO YCTaHOBIEHHbBIM MakeTam Ha YyCTpolicTBe.

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTbl

Mpumep

Het
Het
Het
(show)>  credits [ <package; ]
AprymeHT |3HauyeHue OnucaHwue
package CTtpoka Vimsa nakerta.
(show)> credits
package:
name: accel-ppp
title: High performance accel-ppp VPN server
homepage: https://accel-ppp.org/
package:
name: accel-ppp-12tp
title: L2TP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-pptp
title: PPTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: accel-ppp-sstp
title: SSTP plugin for accel-ppp
homepage: https://accel-ppp.org/
package:
name: avahi-daemon
title: An mDNS/DNS-SD implementation (daemon)
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homepage: http://www.avahi.org/
package:
name: coova-chilli
title: Wireless LAN HotSpot controller (Coova »
Chilli Version)
homepage: http://www.coova.org/CoovaChilli
package:
name: crconf
title: Netlink-based CryptoAPI userspace »
management utility
homepage:
package:
name: dhcpv6
title: DHCPv6 client + server
homepage: http://wide-dhcpv6.sourceforge.net/
package:
name: dropbear
title: Small SSH2 client/server
homepage: http://matt.ucc.asn.au/dropbear/
package:
name: iperf3-ssl
title: Internet Protocol bandwidth measuring »
tool with iperf auth support
homepage: https://github.com/esnet/iperf
package:
name: kernel
title: Linux kernel
homepage: http://www.kernel.org/
package:
name: kmod-ipt-account
title: ACCOUNT netfilter module
homepage:
package:
name: kmod-ipt-chaos
title: CHAOS netfilter module
homepage:
package:
name: kmod-ipt-compat-xtables
title: API compatibilty layer netfilter module
homepage:
package:
name: kmod-ipt-condition
title: Condition netfilter module
homepage:
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package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

kmod-ipt-delude
DELUDE netfilter module

kmod-ipt-dhcpmac
DHCPMAC netfilter module

kmod-ipt-dnetmap
DNETMAP netfilter module

kmod-ipt-fuzzy
fuzzy netfilter module

kmod-ipt-geoip
geoip netfilter module

kmod-ipt-iface
iface netfilter module

kmod-ipt-ipmark
IPMARK netfilter module

kmod-ipt-ipp2p
IPP2P netfilter module

kmod-ipt-ipv4options

ipv4options netfilter module

kmod-ipt-length2
length2 netfilter module

kmod-ipt-logmark
LOGMARK netfilter module
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library

homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:
title:
homepage:

package:
name:

kmod-ipt-lscan
lscan netfilter module

kmod-ipt-netflow
Netflow netfilter module for Linux kernel
http://ipt-netflow.sourceforge.net/

kmod-ipt-psd
psd netfilter module

kmod-ipt-quota2
quota2 netfilter module

kmod-ipt-sysrq
SYSRQ netfilter module

kmod-ipt-tarpit
TARPIT netfilter module

kmod-nf-nathelper-rtsp
RTSP Conntrack and NAT helpers
https://github.com/maru-sama/rtsp-linux

kmod-wireguard
WireGuard kernel module

libattr

title: Extended attributes (xattr) manipulation »

homepage:

package:
name:
title:
homepage:

package:

http://savannah.nongnu.org/projects/attr

libav
This package contains Libav library
https://libav.org/
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name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:

writing of UNIX daemons
homepage:

libavahi
An mDNS/DNS-SD implementation (No D-Bus)
http://www.avahi.org/

libcurl
A client-side URL transfer library
http://curl.haxx.se/

libdaemon
A lightweight C library that eases the »

>

http://0pointer.de/lennart/projects/libdaemon/

package:

name:
title:

1ibdb47
Berkeley DB library (4.7)

homepage: http://www.sleepycat.com/products/db.shtml

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

libevent
Event notification library
http://www.monkey.org/~provos/libevent/

libexif
Library for JPEG files with EXIF tags
https://libexif.github.io

libexpat
An XML parsing library
https://libexpat.github.io/

libgcrypt
GNU crypto library

>

http://directory.fsf.org/security/libgcrypt.html

package:

name:
title:
homepage:

libgpg-error
GnuPG error handling helper library

>

http://www.gnupg.org/related software/libgpg-error/

package:

name:
title:
homepage:

package:

libid3tag
An ID3 tag manipulation library
https://www.underbit.com/products/mad/
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name

: libjpeg

title: The Independent JPEG Group's JPEG runtime »

library
homepage

package:

name:
title:
homepage:

package:

name:
title:

of HTTP/2

homepage:

package:

name:
title:

(libcrypto.so, libssl

homepage:

package:

name:
title:
homepage:

package:
name

: http://www.ijg.org/

liblzo
A real-time data compression library
http://www.oberhumer.com/opensource/1zo/

libnghttp2
Library implementing the framing layer »

https://nghttp2.org/

libopenssl

Open source SSL toolkit (libraries »
.S0))

http://www.openssl.org/

libpcap
Low-level packet capture library
http://www.tcpdump.org/

: libtommath

title: A free number theoretic multiple-precision »

integer library
homepage

package:
name
title:
homepage

package:
name
title

: https://www.libtom.net/

: libusb
A library for accessing Linux USB devices
: http://libusb.info/

: mini_snmpd
: Lightweight SNMP daemon

homepage: http://troglobit.github.io/mini-snmpd.html

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

minidlna
UPnP A/V & DLNA Media Server
http://minidlna.sourceforge.net/

miniupnpd
Lightweight UPnP daemon
http://miniupnp.tuxfamily.org/
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suite

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

package:

name:

title:

homepage:

package:

name:
title:
homepage:

package:

name:
title:
homepage:

netatalk
netatalk

http://netatalk.sourceforge.net

nginx

Nginx web server
http://nginx.org/

nginx-stream-module
Nginx stream module

openvpn

Open source VPN solution using OpenSSL

http://openvpn.net

pjproject
PJSIP

http://www.pjsip.org/

pureftpd
FTP server

http://www.pureftpd.org

radvd

Router advertisement daemon
http://www.litech.org/radvd/

sstp-client

SSTP client for Linux
http://sstp-client.sourceforge.net/

strongswan

Strongswan IKEv1/IKEv2 ISAKMP and IPSec »

https://www.strongswan.org/

transmission-daemon

A free, lightweight BitTorrent client
http://www.transmissionbt.com

tspc
TSP client

http://www.broker.ipv6.ac.uk
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package:
name: tzdata
title: Timezone data files
homepage: https://www.iana.org/time-zones

package:
name: udpxy
title: Convert UDP IPTV streams into HTTP stream
homepage: http://sourceforge.net/projects/udpxy

package:
name: zlib
title: Library implementing the deflate »
compression method
homepage: http://www.zlib.net/

(show)> credits nginx

copying: /*
* Copyright (C) 2002-2019 Igor Sysoev
* Copyright (C) 2011-2019 Nginx, Inc.
* ALl rights reserved.
*
* Redistribution and use in source and binary »
forms, with or without
* modification, are permitted provided that »
the following conditions
* are met:
* 1. Redistributions of source code must »
retain the above copyright
& notice, this list of conditions and the »
following disclaimer.
* 2. Redistributions in binary form must »
reproduce the above copyright

* notice, this list of conditions and the »
following disclaimer in the
* documentation and/or other materials »

provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND »
CONTRIBUTORS "“AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, »
INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND »
FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE »
AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, »
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, »
PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; »
OR BUSINESS INTERRUPTION)
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* HOWEVER CAUSED AND ON ANY THEORY OF »
LIABILITY, WHETHER IN CONTRACT, STRICT

* LIABILITY, OR TORT (INCLUDING NEGLIGENCE »
OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF »
ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
3.01 JobaBneHa komaHaa show credits.

3.130.15 show crypto ike key

OnucaHue MokasaTb MHPOopMaLMIO 0 BbIGpaHHOM Kntoue IKE. Ecnv BbINOAHUTL KOMaHAY
6e3 aprymeHTa, TO BeCb Cnncok IKE Kntouein byaeT BbiBefeH Ha 3KpaH.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> crypto ike key [name]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
name Ctpoka HasBaHue BbI6paHHoOro IKE knroua.
NMpumep (show)> crypto ike key
IpSec:
ike key, name = test:
type: address
id: 10.10.10.10
ike key, name = test2:
type: any
id: »
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue
2.06 [JobaeneHa komaHza show crypto ike key.
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3.130.16 show crypto map

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

Moka3aTb MHbOPMaLKIO 0 BbIBpaHHOW KpunTokapTe IPsec. ECnm BeINOAHNUTL
KoMaHAy 6e3 aprymeHTa, TO BECb CMNCOK KPUNTOKAPT IPsec 6yAeT BbiBeAeH

Ha 3KpaH.
Het
Het

Het

CuHoncuc (show)> crypto map [map-name]
AprymeHTbI AprymeHT 3HaueHue OonucaHue

map - name CTpoka HasBaHuve BbIGpaHHOM KPUMTOKAPTHI.
Mpumep (show)> crypto map test

IpSec:

crypto _map, name = test:

config:

remote
crypto_ipsec profile

peer: ipsec.example.com
name: profl
mode: tunnel

local network:

net:
mask:
protocol:

172.16.200.0
24
IPv4

remote network:

net:
mask:
protocol:

status:

172.16.201.0
24
IPv4

primary peer: true

phasel:

name:
unique id:

ike state:
establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:

test

572

ESTABLISHED
1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1lc2
3cd201ef496df75c
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local init: yes
ike cypher: aes-cbc-256
ike hmac: shal

ike dh group: 2

phase2 sa list:

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24

state: PHASE2

~ ESTABLISHED

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvcaHue
2.06 Job6asneHa komaHaa show crypto map.
3.130.17 show defaults
OnucaHwne MNMoka3aTb 06LLMe NapaMeTpbl 6eCrpoBOAHON CETU U CUCTEMBbI MO YMOIYaHUIO.
Mpejukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CviHoncuc I(Shom0> defaults

Mpumep (show)> defaults
servicetag: 014635737374%**

servicehost: ndss.keenetic.ndmsystems.com
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wlanssid: Keenetic-0000
wlankey: XFxTH***
wlanwps: 75534%**
country: RU
ndmhwid: KN-1010
ctrisum: 4712e0849ccead77ccdd1l8e2fedb***
serial: S1749WF***
signature: valid
integrity: ok

locked: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.00 JobaBneHa komaHaa show defaults.

3.130.18 show dns-proxy

OnucaHue MokasaTb cnucok cepsepoB DNS nosepx TLS n DNS nosepx HTTPS.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> dns-proxy

Mpumep (show)> dns-proxy

proxy-status:
proxy-name: System

proxy-config:

rpc_port = 54321

rpc_ttl = 10000

rpc_wait = 10000

timeout = 7000

proceed = 500

stat file = /var/ndnproxymain.stat

stat time = 10000

dns server = 127.0.0.1:40500 .

dns server = 127.0.0.1:40501 .

dns server = 127.0.0.1:40508 .

dns server = 127.0.0.1:40509 .

static_a = my.keenetic.net 78.47.125.180
static_a = cc6b5a71a7644903b51a5454 . keenetic.io 78.47.125.180
static_a = myhome23.keenetic.pro 78.47.125.180
set-profile-ip 127.0.0.1 0

set-profile-ip ::1 0

dns tcp port = 53
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dns_udp port 53
proxy-stat:
# ndnproxy statistics file

Total incoming requests: 809

Proxy requests sent: 659
Cache hits ratio: 0.192 (155)
Memory usage: 44 .41K
DNS Servers
Ip Port R.Sent A.Rcvd NX.Rcvd »
Med.Resp Avg.Resp Rank
127.0.0.1 40500 2 2 0 >
40ms 40ms 10
127.0.0.1 40501 652 651 0 >
17ms 17ms 10
127.0.0.1 40508 2 0 0 >
Oms Oms 4
127.0.0.1 40509 3 1 0 >
326ms 326ms 3
proxy-safe:
proxy-tls:
server-tls:
address: 1.1.1.1
port: 853
sni: cloudflare-dns.com
Sspki:
interface:
server-tls:
address: 8.8.8.8
port: 853
sni: dns.google.com
Sspki:
interface:

proxy-tls-filters:

proxy-https:
server-https:
uri:
format:
Sspki:
interface:

server-https:
uri:

https://dns.adguard.com/dns-query
dnsm

>

https://cloudflare-dns.com/dns-query?ct=application/dns-json
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format: json
Sspki:
interface:

proxy-https-filters:

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 Job6asneHa komaHaa show dns-proxy.

3.130.19 show dpn document

OnucaHwue lMokasaTtb TekcT cornaweHunsa DPN,
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)>  dpn document [ «version ][ «language; ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
version Ctpoka Bepcusa DPN. Ecnuv He ykasaHa, oTobpaxkaeTcs
nocneiHsasa Bepcus.
language Ctpoka A3bIk DPN. Ecnn He yKa3aH, oTobpaxaeTcs Ha
AHIINNCKOM Ai3bIKe.
Mpumep (show)> dpn document

20200330
DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and
subsidiaries (“Keenetic”,
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

u n

us”, “our” or “we”) and You (as »
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(show)> dpn document 20200330 en
20200330

DEVICE PRIVACY NOTICE
Last update 2020-30-03

This End User License Agreement (this “Agreement”) constitutes »
a valid and

binding agreement between Keenetic Limited, including all »
affiliates and

subsidiaries (“Keenetic”, “us”, “our” or “we”) and You (as »
defined below)

of the Software (as defined below), including the Software »
installed onto

any one of our Keenetic products (the “Product”) and/or the »
Software

legally obtained from or provided by an App Platform (as defined »
below)

authorised by Keenetic. Keenetic and You shall be collectively »
referred to

as the “Parties”, and individually as a “Party”.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

3.05 Job6asneHa komaHaa show dpn document.

3.130.20 show dpn list

OnucaHue MokasaTb cnncok cornawueHnin DPN, LOCTYMHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc |6h0m0> dpn list
Mpumep (show)> dpn list
dpn:
version: 20200330
document:
lang: de

format: txt

format: md

document:
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lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

document:

lang:
format:

format:

en
txt

md

es
txt

md

fr
txt

md

it
txt

md

pl
txt

md

pt
txt

md

ru
txt

md

SV
txt

md
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WcTopusa nsmeHeHum

3.130.21 show dot1x

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
Tun nHTepdeiica
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

document:
lang: tr

format: txt
format: md

document:
lang: uk

format: txt

format: md
Bepcus OnucaHue
3.05 Job6asneHa komaHaa show dpn list.

Moka3saTb cocTosiHMe KaneHTa 802.1x Ha nHTepdeiice. ns BO3IMOXHOCTU
ynpasfeHunsi cocTosiHMeM kmneHTa 802.1x Ha nHTepdelice LOMKHA 6bITb
HaCcTpoeHa aBTopmM3aLMsa Npyv NOMOLLM rpynnbl KOMaHg interface
authentication.

HeTt

Het

Ethernet

HeTt

(show)>

dotlx [ interface]

AprymeHT |3HauyeHwue OnucaHue

interface |Wmsa uHTepgelica|HasBaHme nHTepdelica Ethernet. Cnncok

AOCTYNHbIX 415 Bblbopa nHTepdericoB
MOXHO yBUAeTb BBeAs koMmaHay dot1x [Tab].

(show)> dotlx [Tab]

Usage template:

dotlx [{name}]

Choose:

GigabitEthernetl
ISP

WifiMaster@/AccessPoint2
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UcTopuns nameHeHuii

WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

(show)> dotlx ISP

dotlx:
id: FastEthernet0/V1an2
state: CONNECTING

Bepcusa

OnucaHwmne

2.02

JobaBneHa komaHaa show dot1x.

3.130.22 show drivers

400

OnucaHune
Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

CuvHoncuc

Mpumep

I(shom0> drivers

(show)> drivers

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:
used:
subs:

module:

name:
size:

Moka3aTb CMMCOK 3arpy>eHHbIX ApaliBepoB siApa

rt2860v2 sta
546736
0

rt2860v2_ap
554192
2

rndis host
5024
0

dwc_otg
68416

1m
1344
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used: 1
subs: dwc otg, [permanent]

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.00 JobaBneHa koMmaHAa show drivers.

3.130.23 show dyndns updaters

OnucaHue lNMoka3aTb CNMCOK AOCTYMHbIX NocTaBLLvkos DynDNS.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> dyndns updaters
Mpumep (show)> dyndns updaters
updater:
type: dyndns
url: https://account.dyn.com/dns/dyndns
api: http://members.dyndns.org/nic/update
updater:
type: noip
url: https://www.noip.com/
api: http://dynupdate.no-ip.com/nic/update
updater:
type: rucenter
url: https://www.nic.ru/login/
api: https://api.nic.ru/dyndns/update
WcTopuns nsmeHeHWit |Bepcusa onucaHue

2.12 Job6asneHa komaHaa show dyndns updaters.

3.130.24 show easyconfig status
OnucaHwue MNMokasaTb cocTosiHMe 1 HacTpolikn EasyConfig.
Mpedukc no Het

MeHsieT HacTpoiikm  HeTt
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc (show)> easyconfig status
Mpumep (show)> easyconfig status
easyconfig:

checked: Tue Aug 6 11:50:21 2019
enabled: yes
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 193.0.175.2
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: ya.ru
failures: 0
resolved: yes
accessible: yes

host:
name: nic.ru
failures: 0
resolved: no
accessible: no

host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ n3MeHeHuA Bepcuﬂ onucaHvie

2.00 [Jlob6aeneHa komaHaa show easyconfig status.

3.130.25 show eula document
OnucaHwne [Moka3aTb TeKCT cornaweHuna EULA.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

402 CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

CuHoncuc (show)>  euladocument [<«versiom ][ «language;]
AprymeHTbl AprymeHT |3HaueHme |OnucaHue
version Ctpoka Bepcwus EULA. ECnvi He yka3aHa, oTobpakaeTcs
nocsieHsAsA Bepcus.
language Crpoka A3bIK EULA. Ecnu He yka3aH, oTobpaxaeTcs
Ha aHINCKOM SA3bIKe.
Mpumep (show)> eula document 20181001
20181001
KEENETIC LIMITED
End User License Agreement
This End User License Agreement (this “Agreement”) constitutes »
a valid and binding agreement between Keenetic Limited, including »
all affiliates and subsidiaries (“Keenetic”, “us”, “our” or “we”) »
and You (as
defined below) of the Software (as defined below), including the »
Software installed onto any one of our Keenetic products (the »
“Product”) and/or the Software legally obtained from or provided »
by an App Platform
(as defined below) authorised by Keenetic. Keenetic and You shall »
be collectively referred to as the “Parties”, and individually »
as a “Party”.
(show)> eula document 20181001 ru
20181001
KEENETIC LIMITED
JINLEeH3MOHHOE COrflaleHMe C KOHEYHbIM MoJib30BaTesNeM
Hactoswee JInLeH3MOHHOE COrfaweHMe C KOHEYHbIM MOSIb30BaTEsNIEM »
(HacToswee «CornaweHwe») npeactaBnseT cobon OEWCTBUTENbLHOE U »
oba3atenbHoe cornaweHve mexpy Keenetic Limited, Bkmo4as Bce »
CBfi3@aHHble C HEW KOMMaHuMM U BCe
eé nogpa3peneHna («Keenetic», «Ham», «Haw» WM «Mbl»), M Bamu »
(kak onpepeneHo Huxe) o lporpamMvHOM obecneyeHun (Kak onpepeneHo »
Huxe) , Bkwo4vasa lporpaMmHoe obecneyeHne, yCTaHaB/IMBaeMoe Ha JiboM »
M3 MPOOYyKTOB
npouseoactBa Keenetic («MpomykT») u/wnu lMNporpammHoe obecnevyeHune, »
Nosly4YeHHOe Ha 3aKOHHbLIX OCHOBAHWAX WM NpefocTaBiieHHoe Mara3uHoM »
MpunoxeHnn (Kak OMpepeneHo Huxe), aBTopu3oBaHHoW Keenetic. »
Keenetic u Bbl BMecTe
ynoMMHaeTecb Kak «CTOpPOHb», @ MO OTAENbHOCTM — «CTOpOHa».
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.15 JobasneHa komaHga show eula document.
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3.130.26 show eula list

OnucaHue MokasaTb cNnCcoK cornalueHnn EULA, LOCTYNHbIX B CUCTEME.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc |6h0m0> eula list
Npumep (show)> eula list
eula:
version: 20181001
document:
lang: en
format: md
format: txt
document:
lang: ru
format: md
format: txt
document:
lang: tr
format: md
format: txt
document:
lang: uk
format: md
format: txt
MCTOPMH V|3MEHEH|/||7| Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show eula list.
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3.130.27 show interface

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

Moka3aTb AaHHble yKa3aHHOro nHTepderica. ECim BbINONHUTL KOMaHLy 6e3
aprymeHTa, To Ha 3KpaH 6yzeT BblBeeH BECb CMNCOK CETeBbIX UHTEPECcoB.

Het
HeTt
HeTt
IP
(show)> interface names
AprymeHT 3HauyeHue OnucaHwue
name nms MonHoe nmsa nan nceBgoHNM UHTepdelica,
uHTeppeiica |NHGOPMAaLMIO O KOTOPOM TpebyeTca
0TO6pasnTb.

Mpumep 3.1. MPOCMOTpP COCTOSAHUS MOPTOB KOMMYyTaTOopa

Komanpa show interface BbiBoANT pas3nnuHyto MHGOPMaLMIO B 3aBUCUMOCTH

OT Tuna nHTepdeica.

B wactHocTu, Ans kKommyTaTtopa FastEthernet0 oHa

MOMMMO ObLLMX CBEAeH M MoKa3biBaeT TeKyLee CoCTosAHNE GU3MYeCcKNX
MOPTOB, CKOPOCTb W Ayrnaekc.

(config)> show interface FastEthernet0/Vlanl

id: GigabitEthernet0
index: 0
type: GigabitEthernet
description:
interface-name: GigabitEthernet0
link: up
connected: yes
state: up
mtu: 1500
tx-queue: 2000
port, name = 1:
id: GigabitEthernet0/0
index: 0
interface-name: 1
type: Port
link: up
speed: 1000
duplex: full
auto-negotiation: on
flow-control: on
eee: off

last-change:

4578.185413
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WcTopusa nsmeHeHum

last-overflow: 0
public: no
port, name = 2:
id: GigabitEthernet0/1
index: 1
interface-name: 2
type: Port
link: down
last-change: 4590.205656
last-overflow: 0
public: no
port, name = 3:
id: GigabitEthernet0/2
index: 2
interface-name: 3
type: Port
link: up
role, for = GigabitEthernet0/Vlan2: inet
speed: 100
duplex: full
auto-negotiation: on
flow-control: off
eee: off
last-change: 4570.078144
last-overflow: 0
public: yes
port, name = 4:
id: GigabitEthernet0/3
index: 3
interface-name: 4
type: Port
link: down
last-change: 4590.202571
last-overflow: 0
public: no
Bepcus OnucaHue
2.00 JobaBneHa komaHaa show interface.

3.130.28 show interface bridge

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MNMokasaTb cocTosAHME nHTepdelica MocTa.
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Bridge

Cunoncuc (show)> interface <name> bridge

AprymeHTbI AprymeHT 3HauyeHue OnucaHue

name Wmsa nHTepgerica|llonHOE UMSA UK MCEBLOHUM
nHTepdelica, MHbGOpMaLUIo 0
KOTOpPOM TpebyeTcs 0TO6pasunThb.

BeiBog, 3nemMeHT 3HaueHue
members KopHeBoi1 y3en.
interface Nms nHTepdeiica.
link CocTosiHMe coeanHeHVa nHTepderica.
inherited Mpwr3Hak HacneaoBaHUA.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa komaHaa show interface bridge.

3.130.29 show interface channels

OnucaHue MNMoka3aTk AaHHble O KaHanax yKa3aHHOro 6ecrnpoBoAHOro nHTepdeiica.
MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Radio

CuHoncuc (show)> interface name> channels

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Mg MonHoe VMS NIV NCeBAOHUM UHTepdelica,
uHTepgeiica |VHPOPMALMIO O KOTOPOM TpebyeTcs
0oTO6pPasnTb.
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BeiBog, 3nemMeHT 3HaueHue
channels KopHeBow y3en.
channel, index Homep 3anucn B cnucke
number Homep kaHana.
ext-40-above Bo3MOXHOCTb paclimpeHna KaHana BBepX.
ext-40-below BO3MOXHOCTb pacluMpeHmnsa KaHana BHU3
vhc-80 Bo3amMoxHoCTb pacwmpeHns kaHana go 80 Mru,.
Mpumep (show)> interface WifiMaster® channels

channels:

channel, index =
number: 1
ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes

0:
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ext-40-below: yes
vht-80: yes

channel, index = 7:
number: 8

ext-40-above: yes
ext-40-below: yes
vht-80: yes
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvucaHue
2.03 JobaBneHa komaHaa show interface channels.

3.130.30 show interface chilli

OnucaHwue MokazaTb MHGOPMALMIO O CTaTUCTUKE KNNEHTOB, MOAKIOYEHHbIX K XOT-CNOTY
RADIUS.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> interface name> chilli
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name msa MonHoe nmsa nHTepdeinca nam NCeBLOHNM.
nHTEpPenca
Mpumep (show)> interface Chilli0 chilli
host:
session-id: 4bf7c55f00000006
user: 44w3cl
ip: 10.1.30.3
mac: 55:a3:f9:51:b4:11
start-time: 3884
end-time: 0
idle-time: 9
idle-time-limit: 0
tx-bytes: 695682
tx-bytes-limit: 0
rx-bytes: 1627453
rx-bytes-limit: 0
tx-speed: 0
tx-speed-limit: O
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WcTopusa nsmeHeHum

rx-speed: 0

rx-speed-limit: 0

Bepcus

OnucaHmne

2.10

JobaeneHa komaHaa show interface chilli.

3.130.31 show interface country-codes

OnuncaHune

Mpejukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHThl

BoiBOpA,

Mpumep

Moka3aTb CANCOK AOCTYMHbIX KAHANOB Ha paano-nHTepderice

Radio

(show)> interface name> country-codes

AprymeHT 3HauyeHue OnucaHue

name Wms nHtepgesica|llonHOE NMSA NN NCEBAOHUM
nHTepdelica, MHbopmauuio o
KOTOpPOM TpebyeTca 0TO6pasnTb.

SnemMeHT 3HauyeHue

country-codes KopHeBoii y3en.

code Kog cTpaHsbl.

country Ha3BaHue cTpaHsbl.

(show)> interface WifiMaster0 country-codes

country-codes:

country-code:

code:
country:

country-code:

code:
country:

country-code:

code:
country:

country-code:

code:

AL
Albania

DZ
Algeria

AR
Argentina

AM
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country: Armenia

country-code:
code: AU
country: Australia

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHaa show interface country-codes.

3.130.32 show interface mac

OnucaHue Moka3aTtk Tabnnuy MAC-agpecoB KOMMYyTaTopa.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Switch
Cunoncuc (show)> interface name> mac
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name Nms MonHoe nMa N NnceeaoHNM nHTepdelica,
uHTepgeiica |VHOOPMAaLMIO O KOTOPOM TpebyeTcs
0TO6pasnTb.
Mpumep (show)> interface FastEthernet® mac
Port MAC Aging
1 20:6a:8a:1a:58:e9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHaa show interface mac.
3.130.33 show interface rf e2p
OnucaHue MokasaTb TekyLllee COAEePXKMMOE BCEX AUeeK KanMBbpPOBOYHbIX AaHHBbIX.

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 41 1



naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Het
Het
Het

Radio

(show)>

interface <names rf e2p

AprymeHTbl

AprymeHT

3HauyeHmne

OnucaHue

name

ms

MHTEpgeica

MonHoe MA NN NCEBAOHUM NHTepdelica,
nHOpMaLMIo 0 KOTOPOM TpebyeTcs
oTO6pasnTb.

Mpumep

(show)> interface WifiMaster® rf e2p

[0x0000]
[0x0008]
[0x0010]
[0x0018]

[0x0028]
[0x0030]

[0x0040]
[0x0048]

[0x0058]
[0x0060]
[0x0068]
[0x0070]
[0x0078]

[0x0088]
[0x0090]
[0x0098]
[0x00A0]
[0x00A8]

[0x00B8]
[0x00C0]

[0x00D0O]
[0x00D8]

[0x00E8]
[0x00F0]

[0x0100]
[0x0108]

:5392
:042B
:0000
10001
[0x0020] :
:43EC
: 758E
[0x0038]:
:88CC
:0000
[0x0050] :
11011
11111
:1313
:00F1
:0000
[0x0080] :
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x00BO] :
:FFFF
:FFFF
[0x00C8] :
:FFFF
:FFFF
[OXOOEO] :
:AAAA
:FFFF
[0xOOF8] :
:FFFF
:FFFF
[0x0110]:

FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

AAAA

FFFF

FFFF

[0x0002]
[0x000A]
[0x0012]
[0x001A]
[0x0022]
[0x002A]
[0x0032]
[0x003A]
[0x0042]
[0x004A]

[0x005A]
[0x0062]
[0x006A]
[0x0072]
[0x007A]

[0x008A]
[0x0092]
[0x009A]
[0x00A2]
[0x00AA]

[0x00BA]
[0x00C2]

[0x00D2]
[0x00DA]
[0x00E2]
[Ox00EA]
[0x00F2]

[0x0102]
[0x010A]

:0103
15392
15392
: FFBA
:FFC1
:04F6
14301
:012D
:FFFF
10000
[0x0052]:
:1010
11211
11413
:1133
10000
[0x0082]:
:FFFF
:FFFF
:FFFF
:FFFF
:FFFF
[0x00B2] :
:FFFF
:FFFF
[0x0OCA]:
:FFFF
:FFFF
16688
16688
:FFFF
[OxO0FA] :
:FFFF
:FFFF
[0x0112]:

1111

FFFF

FFFF

FFFF

FFFF

FFFF

[0x0004] :43EC [0x0006] : 04F6
[0x000C] :1814 [Ox0OOE]:8001
[0x0014]:1814 [0x0016]:0000
[0x001C]:0213 [Ox001E]:FFFF
[0x0024]:9201 [0x0026]:FFFF
[0x002C] :052B [0x002E] : FFFF
[0x0034]:FF22 [0x0036] :0025
[0x003C] : FFFF  [0x003E] : FAD9
[0x0044] :FFOA [0x0046]:0000
[0x004C] : 0000 [Ox004E] :FFFF
[0x0054]:1111 [0x0056]:1111
[0x005C] :1010 [Ox0O5E]:1010
[0x0064]:1212 [0x0066]:1312
[0x006C] :1414 [Ox006E]:2264
[0x0074] :0000 [0x0076]:FC62
[0x007C] : 0000 [Ox0O7E] :0000
[0x0084]:FFFF [0x0086] :FFFF
[0x008C] : FFFF  [0x008E] : FFFF
[0x0094] :FFFF [0x0096] : FFFF
[0x009C] : FFFF  [0x009E] : FFFF
[0x00A4] :FFFF [0x00A6] :FFFF
[0xO0AC] : FFFF  [Ox0OAE] : FFFF
[0x00B4] :FFFF [0x00B6] :FFFF
[0x00BC] : FFFF  [0x0OBE] : FFFF
[0x00C4] :FFFF [0x00C6] : FFFF
[0x00CC] : FFFF  [0x0OCE] : FFFF
[0x00D4] :FFFF [0x00D6] : FFFF
[0x00DC] : FFFF  [Ox0ODE] :6666
[OxO0E4] : AAAA [OxOOE6] :6688
[0xOO0EC] : AAAA [OxOOEE] :6688
[0x00F4]:FFFF [0x00F6] :FFFF
[0x00FC] : FFFF  [OxOOFE] : FFFF
[0x0104]:FFFF [0x0106] :FFFF
[0x010C] : FFFF  [0x010E] : FFFF
[0x0114] :FFFF [0x0116]:FFFF
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[0x0118]:FFFF [0x011A]:FFFF [0x011C]:FFFF [Ox011E]:FFFF
[0x0120]:FFFF [0x0122]:FFFF [0x0124]:FFFF [0x0126]:FFFF
[0x0128]:FFFF [0x012A]:FFFF [0x012C]:FFFF [0Ox012E]:FFFF
[0x0130]:FFFF [0x0132]:FFFF [0x0134]:FFFF [0x0136]:FFFF
[0x0138]:FFFF [0x013A]:FFFF [0x013C]:0000 [0Ox013E]:FFFF
[0x0140]:FFFF [0x0142]:FFFF [0x0144]:FFFF [0x0146]:FFFF
[0x0148]:FFFF [0x014A]:FFFF [0x014C]:FFFF [Ox014E]:FFFF
[0x0150]:FFFF [0x0152]:FFFF [0x0154]:FFFF [0x0156]:FFFF
[0x0158]:FFFF [0x015A]:FFFF [0x015C]:FFFF [Ox015E]:FFFF
[0x0160]:FFFF [0x0162]:FFFF [0x0164]:FFFF [0x0166]:FFFF
[0x0168]:FFFF [0x016A]:FFFF [0x016C]:FFFF [Ox016E]:FFFF
[0x0170]:FFFF [0x0172]:FFFF [0x0174]:FFFF [0x0176]:FFFF
[0x0178]:FFFF [0x017A]:FFFF [0x017C]:FFFF [Ox017E]:FFFF
[0x0180]:FFFF [0x0182]:FFFF [0x0184]:FFFF [0x0186]:FFFF
[0x0188]:FFFF [0x018A]:FFFF [0x018C]:FFFF [Ox018E]:FFFF
[0x0190]:FFFF [0x0192]:FFFF [0x0194]:FFFF [0x0196]:FFFF
[0x0198]:FFFF [0x019A]:FFFF [0x019C]:FFFF [Ox019E]:FFFF
[0x01A0]:FFFF [0x01A2]:FFFF [0x01A4]:FFFF [0x01A6]:FFFF
[0x01A8]:FFFF [0x01AA]:FFFF [0x01AC]:FFFF [OxO1AE]:FFFF
[0x01BO]:FFFF [0x01B2]:FFFF [0x01B4]:FFFF [0x01B6]:FFFF
[0x01B8]:FFFF [0x01BA]:FFFF [0x01BC]:FFFF [Ox01BE]:FFFF
[0x01CO]:FFFF [0x01C2]:FFFF [0x01C4]:FFFF [0x01C6]:FFFF
[0x01C8]:FFFF [0x01CA]:FFFF [0x01CC]:FFFF [Ox01CE]:FFFF
[0x01DO]:FFFF [0x01D2]:FFFF [0x01D4]:FFFF [0x01D6]:FFFF
[0x01D8]:FFFF [0x01DA]:FFFF [0x01DC]:FFFF [OxO1DE]:FFFF
[0xO1EQ]:FFFF [0x01E2]:FFFF [Ox01E4]:FFFF [Ox01E6]:FFFF
[0xO01E8]:FFFF [OxO1EA]:FFFF [OxO01EC]:FFFF [OxO1EE]:FFFF
[0xO01FO]:FFFF [0x01F2]:FFFF [Ox01F4]:FFFF [Ox01F6]:FFFF
[0x01F8]:FFFF [0x01FA]:FFFF [Ox01FC]:FFFF [OxO1FE]:FFFF

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.04 Job6asneHa komaHaa show interface rf e2p.

3.130.34 show interface rrd

OnucaHwne MNMokasaTb 3arpysky ceteBoro nHTepderica no npmHumny Round Robin
Database.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc (show)> interface namesrrd «attributes [ «details ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name msa MonHoe nmsa nHTepdeinca nam NCeBLOHNM.
uHTEpPenca

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 41 3



naBa 3 OnncaHme KoMaHp,

AprymeHT 3HauyeHue OnuncaHwue
attribute rxspeed 3HauyeHue T1na CKOPOCTU rnepeaayv JaHHbIX.
txspeed
detail 0 YpoBeHb geTanusaymm 1 cekyHaa.
1 YpoBeHb feTanmsaumn 2 cekyHabl.
2 YpoBeHb geTannsaumum 3 cekyHAbl.
3 YpoBeHb feTanusaumm 5 cekyHa.
4 YpoBeHb feTanusaumun 15 cekyHA.
5 YpoBeHb getanmsaumm 30 cekyHA.
6 YpoBeHb feTanusaumu 1 MUHyTa.
7 YpoBeHb geTanvsaymv 2 MUHYTHI.
8 YpoBeHb getanmsaymm 3 MUHYTHI.
9 YpoBeHb feTanusaumv 5 MUHYT.
10 YpoBeHb geTanusaumu 15 MUHYT.
11 YpoBeHb geTanusauymuv 30 MUHYT.
Mpumep (show)> interface GigabitEthernetl rrd rxspeed
data:
t: 90083.990183
v: 200880
data:
t: 90082.990128
v: 152392
data:
t: 90081.990193
v: 110976
data:
t: 90080.990142
v: 48000
data:
t: 90079.990178
v: 38366

(show)> interface GigabitEthernetl rrd txspeed

data:
t:
V!
data:
t:

87771.249486
148202

87768.248974
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v: 10694

data:
t: 87765.248977
v: 19070

data:
t: 87762.249105
v: 48909

data:

t: 87759.249105
v: 149277

(show)> interface GigabitEthernetl rrd rxspeed 1

data:
t: 90176.990054
v: 164766
data:
t: 90174.990061
v: 121828
data:
t: 90172.990052
v: 95430
data:
t: 90170.990085
v: 57559
data:
t: 90168.990119
v: 97759
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.10 JobaeneHa komaHaa show interface rrd.

3.130.35 show interface stat

OnucaHue Moka3saTb CTaTUCTUKY NO NHTepdericy.
Mpedukc no Het
MeHsieT HacTpoiikm  Het
MHorokpaTtHbIiA BBog, Het

Cunoncuc I(shom0> interface name> stat
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name nms MonHoe nmsa nHTepderica NI NCEBLOHNM.
MHTepdeica
NMpumep (show)> interface Home stat

UcTopus nsmeHeHnii

rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
txpackets: 796849
txbytes: 870960214
txerrors: 0
txdropped: 0
Bepcus OnucaHve
2.00 JobaBneHa komaHaa show interface stat.

3.130.36 show interface wps pin

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

Het

Het

MHorokpaTtHbiiA BBog, Het

MokasaTtb WPS PIN Touku goctyna.

Tun nHTepdeiica WiFi
CuHoncuc (show)>  interface name> wps pin
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe Msa nHTepderca Nm NCeBLOHUM.
MHTEepperica
BuiBog, dneMeHT 3HayeHue
pin Homep PIN.
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Mpumep (show)> interface WifiMaster0/AccessPoint0 wps pin

pin: 60180360

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 Job6asneHa komaHaa show interface wps pin.

3.130.37 show interface wps status
OnucaHue MNMoka3saTb ctaTyc WPS Toukmn goctyna.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi
Cunoncuc (show)> interface names> wps status
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name ms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTEepderica
BeiBOA, dnemeHT 3HaueHne
wps KopHeBoii y3en.
configured HactpoeH nn WPS ans AaHHOI TOUKM JOCTyna.
auto-self-pin CocTosiHMe pexunma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems A0 3aKkpbITUS ceccnu B CeKyHAax.
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NMpumep (show)> interface WifiMaster0/AccessPoint® wps status

wps :
configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue

2.00 Job6asneHa komaHaa show interface wps status.

3.130.38 show internet status

OnucaHue MNpoBepuTb HaNMuUKe NOAKIKYEHVS K IHTepHeTy Ha ycTponcTee. MIHAnKaTop
"MIHTepHeT" (rnobyc) Ha Kopnyce yCTPOWMCTBa ropuT, ecauv nposepka
NOAK/IIOYEHMA K MOMYASPHbBIM CaiTamM NPOoLL/a yYCneLHo.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CrnHoncuc I(shom0> internet status

Mpumep (show)> internet status

checked: Tue Apr 24 17:14:37 2018
reliable: yes
gateway-accessible: yes
dns-accessible: yes
host-accessible: yes
internet: yes

gateway:
interface: GigabitEthernetl
address: 192.168.1.1
failures: 0
accessible: yes
excluded: no

hosts:
host:
name: example.net
failures: 0
resolved: yes
accessible: yes
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host:
name: google.com
failures: 0
resolved: no
accessible: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.11 JobaBneHa komaHaa show internet status.
3.130.39 show ip arp
OnucaHue OTobpaxaeT cogepxunmoe Ketua ARP.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (show)> iparp

Mpumep (show)> ip arp
IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31 Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e:07:1d Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc Home
10.10.30.34 a0:88:b4:40:9c:98  GuestWiFi
192.168.75.203 7c:61:93:e€e:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16 Home
82.138.72.163 34:51:c9:c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36 Home
192.168.75.204 4c:0f:6e:4b:3c:ba Home
82.138.72.129 00:30:48:89:b5:9f ISP

WcTopusa nsmeHeHum Bepcus onucaHve
2.00 JobasneHa komaHaa show ip arp.

3.130.40 show ip dhcp bindings

OnucaHwue Mokasatb ctatyc DHCP-server. ECAv BbINOAHUTL KOMaHAy 6€3 aprymeHTa, 10
Ha 3KpaH byAeT BbiBeJeH BeCb CNUCOK BblAeneHHbIX IP Ana Bcex nynos.

Mpedukc no Het
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MeHsieT HacTpouikm  Hert
MHorokpaTtHbIiA BBog, Het

CuHoncuc

(show)>  ip dhcp bindings [ pool>]
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
pool Ctpoka Vma nyna.
NMpumep (show)> ip dhcp bindings _WEBADMIN
lease:

ip: 192.168.15.211
mac: 00:26:c7:4a:€0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

Jlo6aBneHa komaHaa show ip dhcp bindings.

3.130.41 show ip dhcp pool

OonucaHue Moka3aTb MHpOpMaLMIo 06 ornpeseneHHOM nyne. Eciv BbINOAHWUTE KOMaHAy
6e3 apryMeHTa, TO Ha 3KpaH byzeT BbiBeAeHa MHPOpMaL s 060 BCex nynax

CUCTEMBI.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  ip dhcp pool [ «pool;]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

pool CTpoka Vmsa nyna.
Mpumep (show)> ip dhcp pool 123

pool, name = 123:
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WcTopusa nsmeHeHum

interface, binding = auto:
network: 0.0.0.0/0
begin: 0.0.0.0
end: 0.0.0.0
router, default
lease, default
state: down

yes: 0.0.0.0
yes: 25200

debug: no
Bepcus OnucaHue
2.03 Job6asneHa komaHaa show ip dhcp pool.

3.130.42 show ip hotspot

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

lMoka3aTb CAMNCOK XOCTOB, MOAKNHOYEHHbIX K XOT-CNoTy.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

I(shom0> ip hotspot

(show)> ip hotspot

host:
mac: 24:92:0e:92:e5:44
via: 24:92:0e:92:e5:44
ip: 192.168.1.41
hostname: android-41d997d510af8ff9
name:

interface:
id: Bridge0
name: Home

description: Home network (Wired and wireless hosts)

expires: 207328
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 4911
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

Air (KN-1611) — CnpaBOYHVK KOMaHZ,
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txrate: 65
ht: 20
mode: 1ln
gi: 800
rssi: -24
mcs: 7
host:

mac: 20:aa:4b:5c:09:0e
via: 20:aa:4b:5c:09:0e
ip: 192.168.1.51
hostname: Julia-PC
name:

interface:
id: Bridge0
name: Home
description: Home network (Wired and wireless hosts)

expires: 212967
registered: no
access: permit

schedule:
active: yes
rxbytes: 0
txbytes: 0
uptime: 884
link: up

ssid: Bewilderbeast
ap: WifiMaster@/AccessPoint0
authenticated: yes

txrate: 130
ht: 20
mode: 1ln
gi: 800
rssi: -37
mcs: 15
VICTOleﬂ V|3MEHEHV"‘/’| Bepcmﬂ onvucaHue
2.09 Job6asneHa komaHaa show ip hotspot.

3.130.43 show ip hotspot rrd

OonuncaHmne MokasaTb HPopMaLMo 0 TpadurKe 3aperMcTpMpPOBaHHOrO XOCTa No
npuHumny Round Robin Database.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)>  ip hotspot wmacs rrdattributes [ «details]
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mac MAC-agpec MAC-agapec
3aperncTpmpoBaHHOro
XOoCTa.
attribute rxspeed Twrn ckopocTn nepegaun
txspeed AAHHbIX.
rxbytes
txbytes
detail 0 YpoBeHb geTanunsaunm 1
cekyHaa.
1 YpoBeHb geTanunsauunm 2
CeKyHJabl.
2 YpoBeHb feTannsaunn 3
CeKyHAbl.
3 YpoBeHb feTannsauun 5
CeKyHA,.
4 YpoBeHb geTanusaymun
15 cekyHa.
5 YpoBeHb geTanusayumn
30 cekyHA,.
6 YpoBeHb geTanunsaunm 1
MUHYTa.
7 YpoBeHb geTannsauunm 2
MWHYTbI.
8 YpoBeHb feTannsaunn 3
MWHYTbI.
9 YpoBeHb feTanmsaunm 5
MUHYT.
10 YpoBeHb geTanusaymn
15 MUHYT.
11 YpoBeHb geTanusaymn
30 MUHYT.
Npumep (show)> ip hotspot a8:1e:84:85:f2:11 rrd rxspeed
data:

t: 2180.491855
v: 16298

data:
t: 2177.492050
v: 9026
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t:
V:

data:
data:

t:
V:

(show)> ip hotspot a8

data:

t
data:

v
data:

t

v
data:

t

(show)> ip hotspot a8

2174.491916
11450

2171.491843
626

:1e:84:85:12:11 rrd txspeed

1 2228.491841
: 952

1 2225.491920
: 8813

1 2222.492053
: 28746

1 2219.491845
1 22474

:1e:84:85:12:11 rrd rxbytes

data:
t: 2279.491860
v: 4197

data:
t: 2276.492050
v: 362

data:
t: 2273.492040
v: 14337

data:
t: 2270.491862
v: 3281

(show)> ip hotspot a8

data:

< rt+

data:

< rt+

:1e:84:85:f2:11 rrd txbytes

1 2360.491865
1 3342

: 2357.491853

142
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WcTopusa nsmeHeHum

data:
t: 2354.491949
v: 3333
data:
t: 2351.491847
v: 3390
Bepcus OnucaHue
2.14 Job6asneHa komaHaa show ip hotspot rrd.

3.130.44 show ip hotspot summary

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb MHPOopMaLMIO O Tpadrke HECKONBKMX 3aperncTprpOoBaHHbLIX XOCTOB
no npuHumny Round Robin Database.

(show)>  ip hotspot summary «<attribute; [ detail «detail>][ count
«count ]
AprymeHT 3HauyeHue OnuncaHwue
attribute rxspeed 3HayeHue T1Mna CKOPOCTW nepeaayv JaHHbIX.
txspeed
rxbytes
txbytes
detail 0 YpoBeHb geTannsaumm 3 ceKyHAbI.
1 YpoBeHb geTanusaumm 60 cekyHA.
2 YpoBeHb geTanusaumu 180 cekyHA.
3 YpoBeHb getanusauun 1440 cekyHa.
count Lenoe uncno |Konnuectso xoCToB. ECnu He ykasaHo,

0To6pa>KaeTc9| BeCb CMCOK XOCTOB.

(show)> ip hotspot summary rxspeed

t: 255

host:

active: yes
name: toshiba
rxspeed: 143964
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host:
active: yes
name: 1nx
rxspeed: 24749

host:
active: yes
name: oneplus6
rxspeed: 2558

(show)> ip hotspot summary rxspeed detail 0
t: 0

host:
active: yes
name: toshiba
rxspeed: 186519

host:
active: yes
name: oneplus6
rxspeed: 94298

host:
active: yes
name: 1lnx
rxspeed: 8237

(show)> ip hotspot summary rxspeed count 3
t: 255

host:
active: yes
name: toshiba
rxspeed: 390322

host:
active: yes
name: Llnx
rxspeed: 53518

host:
active: yes
name: oneplus6
rxspeed: 5284

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.14 JobasneHa komaHaa show ip hotspot summary.
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3.130.45 show ip http proxy

OnucaHue MokasaTb ctatyc HTTP-npokcw.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I(shom0> ip http proxy
Mpumep (show)> ip http proxy
proxy:
name: modem
domain: myhomemodem.keenetic.link
upstream: http://192.168.8.1:80
allow: public

ndns: yes

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue
2.09 [JobaeneHa komaHaa show ip http proxy.

3.130.46 show ip name-server

OnucaHune

npuopuTeTa.
Mpedunkc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

Moka3aTb CMMCOK TekyLLmx agpecoB DNS-cepBepoB B nopsigke ybbiBaHWs

CuHoncuc I(shom0> ip name-server
Npumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
global: no
server:
address: 82.131.72.15
domain:
global: no
server:
address: 82.132.76.130

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

427



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

domain: zydata.ru

global: yes
Bepcus OnucaHue
2.00 Job6asneHa komaHaa show ip name-server.

3.130.47 show ip nat

OnucaHue Moka3saTe Tabanuy TpaHCAALNM CeTEBbIX aApeCoB.
Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc (show)>  ip nat [tcp]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
tcp Kmouesoe Tonbko 3anucy ¢ Tunom TCP byayT
C/10B0 BblBe/ileHbl Ha 3KpaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0
udp 10.1.30.34 6482 213.199.179.158 40006 1
213.199.179.158 40006 82.138.7.164 6482 1
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show ip nat.

3.130.48 show ip neighbour

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

AprymeHThl

Mpumep

lMokasaTb CNMCoK O6Hapy)KEHHbIX Ha CeTeBOM ypOBHE XOCTOB.

(show)>  ip neighbour [alive]
AprymeHT |3HauyeHwue OnucaHue
alive KmioyeBoe cnoBo|[10Ka3aTb aKTUBHbIE XOCThI.

(show)> ip neighbour

neighbour:

address-family:
address: 192.

id: 1

via: b8:88:el:2b:30:af
mac: b8:88:el:2b:30:af

ipv4

168.22.16

interface: Bridge0
first-seen: 251387

last-seen: 0

leasetime: 7372

expired: no
wireless: no

neighbour:

id: 4

via: b8:88:e2:4b:30:af
mac: b8:88:e2:4b:30:af

address-family: ipv6
addresses:
address:

address: fe80::a022:a505:faeb6:c891
status: active
last-seen: 3

interface: Bridge0
first-seen: 251371
last-seen: 251371

leasetime: 0
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expired: no
wireless: no

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.10 Job6asneHa komaHaa show ip neighbour.

3.130.49 show ip policy

OnucaHue MokasaTk cTatyc Nnpoduas 4ocTyna B VIHTepHer.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncue (show)>  ippolicy[ policy:]
AprymeHTbI AprymeHT |3HauyeHune OnucaHue
policy lpogunb HasBaHune npoduns goctyna.
pocrtyna
Mpumep (show)> ip policy

policy, name = Policy®, description = VPN-OpenVPN:
mark: fffffdoo
table: 42

route:
destination: 10.1.30.0/24
gateway: 0.0.0.0
interface: Guest
metric: 0
proto: boot
floating: no

route:
destination: 172.16.3.33/32
gateway: 0.0.0.0
interface: L2TPVPN
metric: 0
proto: boot
floating: no

route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
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floating:

policy, name =

Policy3, description =

no

Home:

mark: fffffdo3

table: 45

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

(show)> ip policy Policy®
policy, name = Policy0:

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

172.16.3.33/32
0.0.0.0
L2TPVPN

0

boot

no

192.168.1.0/24
0.0.0.0

Home

0

boot

no

mark: fffffdoo

table: 42

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:
interface:
metric:
proto:
floating:

route:

destination:
gateway:

0.0.0.0/0
193.0.174.1
ISP

0

boot

no

10.1.30.0/24
0.0.0.0
Guest

0

boot

no

185.230.127.84/32
193.0.174.1

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

431



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 192.168.1.0/24
gateway: 0.0.0.0
interface: Home
metric: 0
proto: boot
floating: no
route:
destination: 193.0.174.0/24
gateway: 0.0.0.0
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.0/25
gateway: 193.0.174.10
interface: ISP
metric: 0
proto: boot
floating: no
route:
destination: 193.0.175.22/32
gateway: 193.0.174.1
interface: ISP
metric: 0
proto: boot
floating: no
Bepcusa OnucaHue
2.12 Job6asneHa komaHaa show ip policy.

3.130.50 show ip route

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

HeTt

Het

MHorokpaTtHbiiA BBog, Het

MokasaTb TekyLLyo TabnuLy MapLIpyTM3aLnn.
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

(show)> ip route[sort«criteria «direction]
AprymeHT 3HaueHue |OnucaHue
direction ascending |3anucy Tabamubl MapLIpyTU3auum byayT
ynopsiilodeHbl Mo BO3pacTaHuio.
descending |3anucm Tabanubl MapLipyTusauum byayt
yrnopsifoyeHbl No yobIBaHMIO.
criteria interface |CopTupoBka3anucei byaeT ocyLLecTBIeHa
no nMeHun nHTepoerica.
gateway CopTurpoBKa 3anucein byaeT ocyLLecTBleHa
no ajpecy Lwnto3a.
destination|CopTupoBKa 3anuncer byaeTt ocyLlecTBneHa
no ajgpecy HazHavyeHns

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
Bepcus OnucaHve

2.00 Job6asneHa komaHaa show ip route.

3.130.51 show ipsec

OnuncaHwne

MNpejukc no

MeHsieT HacTpoiAKK

Moka3zaTb nHOopMaLmio 0 cocTosaHUN IPsec/IKE cnyx6bl strongSwan.

Het

HeTt

MHorokpaTtHbiiA BBog, Het

CunHoncunc

Mpumep

I(shom0>ipsec

(show)> ipsec

ipsec_statusall:
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WcTopusa nsmeHeHum

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC_SHA1l 96/PRF HMAC SHA1/MODP 1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
minutes

test{304}: 172.16.200.0/24 === 172.16.201.0/24
Bepcusa OnucaHue
2.06 JobasneHa komaHaa show ipsec.

3.130.52 show ipv6 addresses

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

lNMoka3saTb cnucok Tekywmnx IPv6-agpecos.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I(shom0> ipv6 addresses
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MNpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:cebd:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvcaHue
2.00 Job6asneHa komaHaa show ipv6 addresses.
3.130.53 show ipv6 prefixes
OnucaHue Moka3saTb cnncok Tekywmx IPve-npedurkcos.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbliA BBog, Het

CuHoncuc I(shom0> ipv6 prefixes

NMpumep (show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

2001:db8::/64
ISP

infinite
infinite

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

prefix:

prefix:

infinite
infinite

fd01:db8:43::/48

interface:
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valid-lifetime: infinite
preferred-lifetime: infinite

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.00 JobasneHa komaHaa show ipv6 prefixes.

3.130.54 show ipv6 routes

OnucaHue lNoka3aTb cnncok TekyLwnx IPv6-mapLUpyTOB.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> ipv6 routes
Npumep (show)> ipv6 routes
route :
destination: 2001:db8::/64
gateway: ::
interface: Home
route :
destination: fd3c:4268:1559::/64
gateway: ::
interface: Home
route :
destination: fd01l:db8:43::/64
gateway: ::
interface: Home
WcTopusa nsmeHeHum Bepcus onucaHve

2.00 JobasneHa komaHaa show ipv6 routes.

3.130.55 show kabinet status

OnucaHwue MpoBepuTb cocTosiHUE N KOHbUrypaumto aBTopusaTopa KABINET.
Mpedukc no Het
MeHsieT HacTpoiikm  HeTt
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(show)> kabinet status
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NMpumep (show)> kabinet status
kabinet:
enabled: yes
wan: yes

state: STOPPED

server: 10.0.0.1

access-level: internet
protocol-version: 2

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 JobaBneHa komaHaa show kabinet status.

3.130.56 show last-change

OnucaHwue MokasaTb KTO 1 KOrAa nocneiHnii pas BHOCUA U3MEHEHMS B HACTPOMKMN.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Cunoncuc I (show)> last-change
Mpumep (show)> last-change
date: Thu, 12 Jul 2012 10:01:47 GMT
agent: cli
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobasneHa komaHaa show last-change.

3.130.57 show led

OonuncaHmne Moka3aTb MHPOPMaLMIO MO YKa3aHHOMY CBETOAMOAHOMY MHAMKATOPY. Ecan
BbIMNONHUTBL KOMaHAy 6€3 apryMeHTa, To Ha 3KpaH byAeT BbiBeeH BeCb CMINCOK
CBETOAMNOAHBIX MHAMKATOPOB Ha ycTpoicTee. Habop NHANKATOPOB 3aBUCUT
OT annapaTHO KoHbUrypaumn.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)>  led [ name> ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name SYS Ha3BaHVve nHavkatopa. Konnyecrtso

EN JAOCTYMNHbIX NHANKATOPOB 3aBNCUT OT
Bbl6paHHOro yCTPONCTBA.

Fw_UPD

ACT ACK
WAN
DSL
WLAN
WLANS
wPS 1
WPS 2
WPS_3
WPS 4
WPS5 1
WPS5 2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

Mpumep (show)> led FN_1

leds:
led, index = 0:
name: FN 1
user _configurable: yes
virtual: no

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.05 Job6aBneHa komaHaa show led.

3.130.58 show led bindings

OnucaHue MokasaTb ynpaBnsoLmii 06 beKT, CBA3aHHLIN C yKa3aHHbIMU CBETOAMOAHbLIM
NHAMKATOPOM. ECin BINOAHUTL KOMaHAY 6e3 aprymeHTa, 6yeT BoiBeAeH
BeCb CMNCOK CBETOANOAHBLIX MHANKATOPOB C VX YNPaBAAOLWMMY 06bEKTaMu,
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Mpedukc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbiia BBog, Het

CuvHoncuc (show)>

led [ <name> lbindings

AprymeHTbI AprymeHT

3HayeHue

OonvicaHune

name

SYS

FN

HasBaHwue vHAMKaTopa. Habop A0CTYNHbIX
NHANKATOPOB 3aBUCUT OT BbIGPaHHOMO

yCTpPOICTBA.

FW_UPD
ACT ACK
WAN

DSL
WLAN
WLANS
wPS 1
WPS 2
WPS_3
WPS 4
WPS5 1
WPS5 2
WPS5 3
WPS5 4
USB_1
USB_2
LTE

Mpumep (show)> led bindings

bindings:

binding, index = 0:
led: SYS
user_configurable: no
active control: SystemState
default control: SystemState

binding, index = 1:
led: FN 1
user_configurable: yes
active control: UsblPortDeviceAttached
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default control: UsblPortDeviceAttached

binding, index = 2:
led: FN 2
user_configurable: yes
active control: Usb2PortDeviceAttached
default control: Usb2PortDeviceAttached

binding, index = 3:
led: ACT_ACK
user_configurable: no
active control: ButtonActivityAcknowledgement
default control: ButtonActivityAcknowledgement

binding, index = 4:
led: FW UPD
user_configurable: no
active control:
default control:

binding, index = 5:
led: WAN
user_configurable: no
active control: WanConnected
default control: WanConnected

binding, index = 6:
led: WLAN
user_configurable: no
active control: WlanActivity
default control: WlanActivity

binding, index = 7:
led: WPS 1
user_configurable: no
active control: WlanWpslActivity
default control: WlanWpslActivity

binding, index = 8:
led: WPS 2
user_configurable: no
active control: WlanWps2Activity
default control: WlanWps2Activity

binding, index = 9:
led: WPS 3
user_configurable: no
active control: WlanWps3Activity
default control: WlanWps3Activity

binding, index = 10:
led: WPS 4
user_configurable: no
active control: WlanWps4Activity
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default control: WlanWps4Activity

binding, index = 11:
led: WPS STA
user_configurable: no
active control: WstaWpsActivity
default control: WstaWpsActivity

binding, index = 12:
led: WLAN5
user_configurable: no
active control: Wlan5Activity
default control: Wlan5Activity

binding, index = 13:
led: WPS5 1
user_configurable: no
active control: Wlan5WpslActivity
default control: Wlan5WpslActivity

binding, index = 14:
led: WPS5 2
user_configurable: no
active control: Wlan5Wps2Activity
default control: Wlan5Wps2Activity

binding, index = 15:
led: WPS5 3
user_configurable: no
active control: Wlan5Wps3Activity
default control: Wlan5Wps3Activity

binding, index = 16:
led: WPS5 4
user_configurable: no
active control: Wlan5Wps4Activity
default control: Wlan5Wps4Activity

binding, index = 17:
led: WPS5 STA
user_configurable: no
active control: WstaSWpsActivity
default control: WstaSWpsActivity

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

Job6asneHa komaHaa show led bindings.
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3.130.59 show led controls

OonuncaHmne MokasaTb CMMCOK YNPaBASOLWNX 06 EKTOB CBETOAMOAHBIX MHANKATOPOB
cncteMsbl. IocTynHble ynpaBastoLme 06bekTbl 3aBUCAT OT KOHPUIypaLmm
obopyaoBaHMs.

Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuiHoncuc I(shom0> led controls

Mpumep (show)> led controls

controls:
control, index = 0:
name: SystemState
short description: System state
owner: ndm
user _configurable: no

control, index = 1:
name: ButtonActivityAcknowledgement
short _description: Button activity acknowledgement
owner: ndm
user _configurable: no

control, index = 2:
name: SelectedSchedule
short description: Selected schedule is active
owner: ndm
user_configurable: yes

control, index = 3:
name: SelectedWan
short _description: Selected WAN interface has default »
route
owner: ndm
user_configurable: yes

control, index = 4:
name: BackupWan
short description: Backup WAN interface has default route
owner: ndm
user_configurable: yes

control, index = 5:
name: WanConnected
short _description: WAN interface connected
owner: ndm
user _configurable: no
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control, index = 6:

name:
short description:

owner:
user _configurable:

UsblPortDeviceAttached

USB port 1 known device attached
ndm

yes

control, index = 7:

name:
short description:

owner:
user _configurable:

Usb2PortDeviceAttached

USB port 2 known device attached
ndm

yes

control, index = 8:

name:
short description:

owner:
user _configurable:

UpdatesAvailable

Firmware updates available
ndm

yes

control, index = 9:

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

OpkgLedControl
OPKG LED control
ndm

yes

10:

Wlan5Activity

WLAN 5GHz interface activity
mt7615 ap

no

11:

Wlan5Wps1lActivity

WLAN 5GHz SSID 1 WPS activity
mt7615 ap

no

12:

Wlan5Wps2Activity

WLAN 5GHz SSID 2 WPS activity
mt7615 ap

no

= 13:
Wlan5Wps3Activity
WLAN 5GHz SSID 3 WPS activity
mt7615 ap
no

= 14:
Wlan5Wps4Activity
WLAN 5GHz SSID 4 WPS activity
mt7615 ap
no

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

443



naBa 3 OnncaHme KoMaHp,

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index =

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

control, index

name:
short description:

owner:
user _configurable:

15:
WlanActivity
WLAN 2.4GHz interface activity
mt7615 ap
no
16:
WlanWpslActivity
WLAN 2.4GHz SSID 1 WPS activity
mt7615 ap
no
17:
WlanWps2Activity
WLAN 2.4GHz SSID 2 WPS activity
mt7615 ap
no
18:
WlanWps3Activity
WLAN 2.4GHz SSID 3 WPS activity
mt7615 ap
no
19:
WlanWps4Activity
WLAN 2.4GHz SSID 4 WPS activity
mt7615 ap
no
= 20:
Wsta5WpsActivity
Station 5GHz WPS activity
mt7615 ap
no
= 21:
WstaWpsActivity
Station 2.4GHz WPS activity
mt7615 ap
no

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

JobaBneHa komaHAa show led controls.

3.130.60 show log

OnuncaHune

MokaszaTb COAEPXMMOE CUCTEMHOTO XypHana (3anmcu, KOTopble COXPaHUINCh

B LMKANYeckoM bydepe), a Takxke HOBble 3anncy No Mepe NX MNOCTYNAeHs.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.130.61 show

OnucaHwne

Mpe¢ukc no

KomaHgza paboTaeT B $OHOBOM pexrMe, TO eCTb A0 MPUHYANTENbHON
OCTaHOBKW Nonb3oBaTteneM no Ha)xatuto [Ctri]+[C].

Het
Het
Het
(show)>  log [ @nax-lines>] [once]
AprymeHT 3HayeHne |OnucaHve
max-lines Yenoe uucno |Konnyectso BO3BpaLLaeMbIX CTPOK SIOrOB.
once Knwouyesoe MokaszaTk TekyLwmii nor v BblnT B CLI.
CJ10BO
(show)> log
Time Message

I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster®/AccessPoint0Q: »
STA(d8:b3:77:36:05:cl)

occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl)

pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster®/AccessPoint0: »
STA(d8:b3:77:36:05:cl1) had

deauthenticated.
Bepcus OnucaHve
2.00 [JobasneHa komaHaa show log.

mws associations

lMoka3saTb CNNCOK TOYeK AOCTYMNa Ha ycuauTtene, ceasaHHoM ¢ MIV/S
KOHTPOJI1EPOM.

HeT

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

445



naBa 3 OnncaHme KoMaHp,

MeHsieT HacTpoAKM

Het

MHorokpaTtHbIiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nameHeHui

I(shom0> mws associations

(show)> mws associations

station:
mac: 51:ef:22:11:17:1a
ap: WifiMasterl/Backhaul@
authenticated: yes
txrate: 585
rxrate: 270
uptime: 31
txbytes: 33569
rxbytes: 74324
ht: 80
mode: 1llac
gi: 800
rssi: -27
mcs: 7
txss: 2
ebf: yes
mu: yes
Bepcus OnucaHve
3.01 JobaBneHa komaHaa show mws associations.

3.130.62 show mws candidate

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpoWiKKn

HeT

Het

MHorokpaTtHbliA BBog, Het

CviHoncmc

AprymeHThl

Mpumep

Moka3aTb CMMCOK KaHANAATOB UM OMVCaHNe onpesesieHHOro KaHauaaTa
no 3afiaHHOMY MAeHTUUKaTOpY.

(show)> mws candidate [ «candidate> ]
AprymeHT 3HauyeHue OnucaHwue
candidate CTpoka ID yctpoiictBa — MAC-agpec nnwn CID.

(show)> mws candidate 50:ff:20:08:71:61

candidate:
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mac: 50:1f:20:08:71:61
cid:

mode:

model:

state: DISCONNECTED

(show)> mws candidate 50:ff:20:08:71:61

candidate:
mac: 50:ff:20:08:71:61
cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
mode: ap
model: Extra (KN-1710)
state: COMPATIBLE
fw: 2.15.A.4.0-1
fw-available: 2.15.A.4.0-1
license: 273720056272398

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.15 JobasneHa komaHaa show mws candidate.

3.130.63 show mws log

OnucaHue Moka3aTb XXypHan NOAKNHUYEHNM 1 NepexoioB OT OAHON TOUKM AOCTYMA K
Aapyroii B npegenax M/S. KomaHaa pabotaeT B $OHOBOM pexrme, TO eCTb
[0 NPUHYAUTENbHOV OCTaHOBKW NoJjib30oBaTeneM no Haxatuto [Ctri]+[C].

Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)> mws log [ wmax-lines>][once]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
max-lines Lenoe uncno |OrpaHMYeHne KoNM4ecTBa 3anmncein B
oTBeTe.
once Kno4esoe MokasaTb nocneaHne 3anmcK B XypHarne.
C/1080
NMpumep (show)> mws log 1
Time Message

[Jan 17 15:04:58] : 64:22:19:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)
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(show)> mws log once

Time Message

[Jan 17 14:46:37] : 64:22:1f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

[Jan 17 15:04:50] : 64:22:19:51:b1:82: 50:ff:20:00:11:82 (5 »
GHz) -> disassociated

[Jan 17 15:04:58] : 64:a2:f9:51:b1:82: associated -> »
50:ff:20:00:11:82 (5 GHz)

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.15 Job6asneHa komaHaa show mws log.

3.130.64 show mws member

OonuncaHmne MokasaTb CNMCOK 3aXBaYeHHbIX YCTPOMCTB MM ONMUCaHWe onpeaeneHHOro
yCTpOCTBa Mo 3ajaHHOMY naeHTudmnKaTopy.

Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  mws member [ <member; ]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.
Npumep (show)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253
member:

cid: abl409a2-0f87-11e8-8f23-3d5f5921b253
model: Extra (KN-1710)
mac: 50:ff:20:08:7a:6a
ip: 192.168.1.43
mode: ap
fw: 2.15.
fw-available: 2.1
dual-band: yes

system:
cpuload: 3
memory: 32680/131072
uptime: 2696
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rci:
errors: 0
VICTOleﬂ V|3MEHEHV"‘/’| Bepc”ﬂ onvucaHue
2.15 JobaBneHa komaHaa show mws member.

3.130.65 show ndns

OnucaHue lNokasaTb napameTpbl KeenDNS, nonyyeHHble U3 nocneHero 3anpoca Ha
cepsep (cMm. komaHabl ndns get-booked v ndns get-update).

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncmc I@hom0> ndns
Mpumep (show)> ndns
name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct
ttp:
direct: yes
interface: GigabitEthernetl
address: 41.189.34.56
WcTopusa nsmeHeHum Bepcus onucaHve

2.07 JobaBneHa komaHaa show ndns.

3.130.66 show netfilter

OonucaHue Moka3aTb MHPOpMaLMo 0 paboTe ceTeBOro skpaHa. Heo6xoanmo Ans
o6ecneyeHns yaaneHHoM TeXNoaAepxKKu.

Mpedukc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc (show)>  netfilter
WcTopuns nsmeHeHnit |Bepcus onucaHue
2.00 JobaBneHa komaHAa show netfilter.

3.130.67 show ntce hosts

OnucaHue MokasaTb CNMCOK XOCTOB, onpeAeneHHbIX Cnyx6oi NTCE, nx onepayyioHHYyo
CUCTEMY U CINCOK MPUIOXEHUIA Ha HUX.

MNpejukc no Het
MeHsieT HacTpovikm  Hert

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(show)> ntce hosts
Mpumep (show)> ntce hosts
host:
mac: 20:aa:4b:5c:09:0e

class_name: unknown

device name: unknown

flow_types:

flow_type: skype

WcTopuns nsmeHeHWit |Bepcua onucaHue

2.09 Job6asneHa komaHaa show ntce hosts. MNpexHee
Ha3BaHue KoMaHabl show dpi hosts.

3.130.68 show ntp status

OnucaHwue MokasaTb cMcTeMHble HacTpoikm NTP.

OCHOBHbIe cBeaeHuA 0 cocTossHUN NTP

©® Bpewms, NpoLuejllee C MOMeHTa NocaeAHen CUHXPOHU3aLUN B CeKYHAAX.
® [pu3HaK nocneaHen CUHXPOHM3aLNUN.
© T[pr3HaK HaYanbHOWM CUHXPOHMU3aLMN,
©® Bpewms ycTaHOBNEHO B cOOTBeTCTBUN € cepBepomM NDSS.
© Bpems yCcTaHOBNEHO MOJib30BaTeIeM BPYYHYIO.
MNpedukc no Het

MeHsieT HacTpouikm  Hert
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MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(shom0> ntp status
Npumep (show)> ntp status
status:
elapsed: 435146 ©
server: l.pool.ntp.org
accurate: yes @
synchronized: yes ©
ndsstime: no @
usertime: no ©
WcTopuns nsmeHeHnit |Bepcus onucaHue

2.00 Job6asneHa komaHaa show ntp status.

3.130.69 show nvox call-history

OonuncaHmne MokasaTb CMMCOK 3BOHKOB, 3aperncTprvpoBaHHbIX C MOMEHTa BK/IHOYEeHMS
NHTEepPHeT-LeHTpa.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> nvox call-history

Mpumep (show)> nvox call-history

call history:
revision: 13

call:
type: missed
index: 0
start time: Thu Sep 14 12:13:23 2017
line: SIPLabl
hs: KX-TPA60
other party number: 3254
other party name:
duration:
release code:
release reason: rejected

call:
type: accepted
index: 1
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start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

call:
type:

index:

start _time:

line:

hs:

other party number:
other party name:
duration:

Thu Sep 14 12:13:32 2017
SIPLabl

Gigaset A540CAT

3254

3

internal
2
Thu Sep 14 12:13:51 2017
intercom
Gigaset A540CAT
hsl
KX-TGA250
3

internal
3
Thu Sep 14 12:14:07 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
2

internal

4

Thu Sep 14 12:14:24 2017
intercom

Gigaset A540CAT

hs*

0

internal
5
Thu Sep 14 12:14:42 2017
intercom
Gigaset A540CAT
hs2
KX-TPA60O
0
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release code:
release reason:

call:
type:
index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:
type:
index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:
type:
index:
start _time:
line:
hs:
other party number:
other party name:
duration:
release code:
release reason:

call:

type:
index:

start _time:

line:

hs:

other party number:
other party name:
duration:

release code:
release reason:

outgoing

6
Thu Sep 14 12:15:44 2017
Data Group
Gigaset A540CAT
0443647362

0

missed

7
Thu Sep 14 12:15:44 2017
Data Group

3647362

forwarded

8
Thu Sep 14 12:17:30 2017
Data Group

3647362

61773
0687852828

outgoing

9
Thu Sep 14 12:17:30 2017
Data Group

Panasonic KX-TPAGO
0443647362

0
480
Temporarily Not Available
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHaa show dect call-history.

3.05

KomaHaa nepenmMeHoBaHa B show nvox call-history.

3.130.70 show ping-check

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn

Het

Het

MokasaTtb nHpopmaumto o npodune Ping Check. NMpwn NCNONbL30BaHNM
KOMaH/bl 6e3 apryMeHTa BbIBOAATCS AaHHble 060 BCeX Npodunsx.

MHorokpaTtHbiiA BBog Het

CuvHoncuc

(show)>  ping-check[<«profile name>]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

profile name Ctpoka HasBaHune npoduns.
Mpumep (show)> ping-check

WcTopus nsmeHeHum

pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1
mode: connect
interface: ISP
fail count: 0
status: pass
pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue
2.04 Job6asneHa komaHaa show ping-check.
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3.130.71 show ppe

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoiAKK

MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

UcTopuns nameHeHuii

Moka3aTb COCTOAHME MeXaHM3Ma NakeTHOM 06paboTKu.
Het
Het

Het
I(shom0> ppe

(show)> ppe
hw_nat:

Total Entry Count = 2

IPv4 NAPT=1122 : 13.33.96.244:443->10.77.140.59:56457 => »
13.33.96.244:443->192.168.232.44:56457

IPv4 NAPT=5454 : 173.194.220.97:443->10.77.140.59:56553 => »
173.194.220.97:443->192.168.232.44:56553

done
Bepcus OnucaHve
2.03 [JobaeneHa komaHaa show ppe.

3.130.72 show processes

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpouKKn

MokaszaTb CTaTUCTUKY NCNONB30BaHWS NpoLeccopa cy>xbamm n npoueccamu.
HeT

Het

MHorokpaTtHbIiA BBog, Het

CviHoncmc

Mpumep

I(shom0> processes

(show)> processes

process, id = NETBIOS browser:
name: nqnd

arg: -i
arg: 50ff20001e87
state: S (sleeping)

pid: 629
ppid: 192

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 455



naBa 3 OnncaHme KoMaHp,

vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

3188 kB
1548 kB
136 kB
4 kB
1448 kB
0 kB

1

15

interval: 30

service:

cpu:
now: 17319.483753
min: 0
max: 0
avg: 0
cur: 0

configured: yes

alive: yes

started: yes
state: STARTED

process, id

name:
arg:
arg:
arg:
arg:

state:
pid:
ppid:
vm-size:
vm-data:
vm-stk:
vm-exe:
vm-lib:
vm-swap:
threads:
fds:

statistics:

= Dns::Proxy::Policy0:
ndnproxy

-C

/var/ndnproxy Policy@.conf
-p

/var/ndnproxy Policy0.pid

S (sleeping)
630

192
1676 kB
504 kB
136 kB
108 kB
896 kB
0 kB

1

10

interval: 30

cpu:
now: 17319.483764
min: 0O
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WcTopusa nsmeHeHum

3.130.73 show

OnuncaHune

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

Mpumep

max: 0
avg: 0
cur: 0

service:
configured: yes
alive: yes
started: yes
state: STARTED

Bepcus OnucaHue

2.09 JobasneHa komaHaa show processes.

running-config

MokasaTb TekyLlme HaCTPOWKN, KOTOpble coaepXnT darin
system:running-config TOYHO Tak Xe, KaK 3TO AefiaeT KOMaHJa more.

HeTt
HeT

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: Keenetic Start
I $$$ Version: 2.06.1
I $$$ Agent: http/rci
I $$$ Last change: Fri, 12 Jan 2017 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi

deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
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access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN
type dyndns
|
interface FastEthernet0
up
!
interface FastEthernet0/0
switchport mode access
switchport access vlan 1
|
interface FastEthernet0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit FastEthernet0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
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!

ip
ip
ip
ip

!
ip

!

ip
ip
ip
ip

route 82.138.7.141 ISP auto

route 82.138.7.132 ISP auto

route 82.138.7.27 PPTPO auto

dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

dhcp host A 00:01:02:03:04:
dhcp host B 00:01:02:03:04:
nat Home

nat GuestWiFi

05 1.1.1.1
06 1.1.1.2

ipv6 subnet Default

bind Home
number 0
mode slaac

ipv6 local-prefix default

no

ppe

upnp lan Home
torrent

rpc-port 8090
peer-port 51413

user admin

password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test

password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service dhcp
service dns-proxy
service ftp
service cifs
service http
service telnet
service ntp-client
service upnp

cifs

share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jo6aeneHa komaHaa show running-config.

3.130.74 show schedule

OnucaHue MNoka3aTb NapamMeTpbl onpejeneHHOro pacnucaHus. Ecnm BbinoHNTL
KOoMaHAy 6e3 aprymeHTa, To 6yAeT oTobpaxKeH BeCb CNUCOK pacnucaHui B
cucTeme.

MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc (show)>  schedule [ <name> ]
AprymeHTbI Argument |3HaueHme |OnucaHune
name Ctpoka Ha3sBaHue pacnmncaHus.
Mpumep (show)> schedule 123
schedule, name = 123:
action, type = start, left = 561514, next = yes:
dow: Tue
time: 01:29
action, type = stop, left = 564274:
dow: Tue
time: 02:15
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.06 JobaeneHa komaHaa show schedule.

3.130.75 show self-test

OnucaHue Moka3aTb COBOKYMHY MHPOPMAaLMIO O CUCTEMHOM akTUBHOCTU. Heobxoa1mo
AN obecneyeHns yaaneHHOW TeXNoAAePXKKN.

Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBog, Het

CuHoncunc I (show)> self-test
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JobaeneHa komaHaa show self-test.

3.130.76 show site-survey

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

MokasaTb AOCTYMHble 6eCnpoBOAHbIE CeTU.
HeTt
HeTt
HeTt

Radio

(show)> site-survey name»

AprymeHT |3HayeHue OnucaHwue

Cnu1CcoK AOCTYMNHbIX ANsi Bbi6Opa
NHTepeicoB MOXHO YBUAETL BBEAS

KOMaHay site-survey [Tab].

name Uma uHTepgesica|lonHoe nMst nHTepdelica UAn NCEBLOHUM.

(show)> site-survey [Tab]

Usage template:
site-survey {name}

Choose:
WifiMasterl
WifiMaster0

(show)> site-survey WifiStation0

ESSID MAC Ch Rate Q
Gena 00:23:f8:5b:d3:f5 11 300Mbit/s 100
Keenetic-2034 00:23:f8:5b:d3:f4 11 300Mbit/s 100
Sonar 40:4a:03:b4:5d:18 4 54Mbit/s 34
Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa show site-survey.

3.130.77 show ssh fingerprint

OnucaHwne

Moka3aTb TekyLue Knun SSH-cepsepa.
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Mpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(shom0> ssh fingerprint
Mpumep (show)> ssh fingerprint
rsa: MD5:d0:b0:d4:f7:da:7b:c0:e0:d0:c8:8f:ea:85:3c:09:00
rsa: SHAL1:Nhxg8KNeE62E8zAZIngImcrJkmA
rsa: SHA256:1M7MyrIaq4qFGT/dyF/t8TbJk5tCzreeGuh03zaydu4
ecdsa: »
MD5:a6:db:b4:fb:3c:b9:ae:31:ca:6d:ca:ed:62:73:a5:7e
ecdsa: SHA1l:ndwg/dx/dP/P8rMkJcVC3XB8nFo
ecdsa: »
SHA256:Wp1K9d8MsquQBt1BeBlpV1yKdCN1Vay3BtBWbj0xs+o
NcTopus nsmeHeHum Bepcus onucaHue

2.12 Jlo6aBneHa komaHaa show ssh fingerprint.

3.130.78 show sstp-server

OnucaHwue Moka3aTb TekyLme MoAKIYeHNA K cepBepy SSTP.
Mpejukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

CuHoncuc I(shom0> sstp-server

Mpumep (show)> sstp-server

enabled: yes
ndns-name: mymy.keenetic.link
has-ndns-certificate: yes

tunnel:
clientaddress: 172.16.3.33
username: mymy
uptime: 29
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statistic:
rxpackets: 121
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 14715
rxerrors: 0
rxdropped: 0
txpackets: 78
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 48265
txerrors: 0
txdropped: 0
timestamp: 104530.202229
last-overflow: 0.000000
WcTopuns nsmeHeHunit |Bepcus onucaHue
2.12 Job6asneHa komaHaa show sstp-server.

3.130.79 show system

OnucaHwue MNMoka3aTb obLyee COCTOSAHNE CUCTEMBI.

OCHOBHbIe CBeA€HNA 0 COCTOAHUUN CUCTEMBbI

©® 3arpyska LeHTpasibHOro npoLeccopa, B NpoLeHTax.

® ViHdopMauus 0 3aHATOM 1 NMeOLLEeiCca B HaNU4YMmM NaMaTu, B
KnnobamTax

©® ViHbopmauusa 06 ncnonb3oBaHuM dalina Nogxkayku, B knnobarrax.

O Bpewms paboTbl CMCTEMbl C MOMEHTA 3aMnycka, B CeKyHAax.
Mpejukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTHbI BBOA, HeT

CuHoncuc I(show)> system
NMpumep (config)> show system
hostname: Undefined
domainname: WORKGROUP
cpuload: 0 ©
memory: 13984/28976 @
swap: 0/0 ©
uptime: 153787 O
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JobaeneHa komaHaa show system.

3.130.80 show system cpustat

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

Het

Het

MHorokpaTtHbiiA BBog, Het

CuvHoncuc

Mpumep

MokazaTb cBeAeHMA 06 NCNONb30BaAHUN npoueccopa yCTpOVICTBa.

I(shom0> system cpustat

(show)> system cpustat

interval: 36

busy:

cur: 1

min: 0

max: 11

avg: 2
user:

cur: 0

min: 0

max: 10

avg: 1
nice:

cur: 0

min: 0

max: 0

avg: 0
system:

cur: 0

min: 0

max: 2

avg: 0
iowait:

cur: 0

min: 0

max: 0

avg: 0
irq:

cur: 0
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min: O
max: 0
avg: 0
sirq:
cur: 0
min: O
max: 0
avg: 0
VICTOleﬂ N3MeHeHUn Bepcmﬂ onvucaHue
2.09 Job6asneHa komaHaa show system cpustat.
3.130.81 show tags
OnucaHwue lNMokasaTb AOCTYMHbIE MONbL30BaTe/IbCKME TEru.
Npedukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
CuHoncuc I (show)> tags
Mpumep (show)> tags
tag: cli
tag: readonly
tag: http-proxy
tag: http
tag: printers
tag: cifs
tag: ftp
tag: ipsec-xauth
tag: ipsec-12tp
tag: opt
tag: sstp
tag: torrent
tag: vpn
WcTopusa nsmeHeHunm Bepcus onwvcaHve
2.00 JobasneHa komaHaa show tags.
3.130.82 show threads
OnucaHue lMoka3aTb CNNCOK aKTUBHbIX NOTOKOB B NDM.
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Mpedukc no

MeHsieT HaCTpoWiKKn

Het

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(shom0> threads

(show)> threads

thread:
name: Cloud agent service
tid: 518
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481435
min: 0
max: 0
avg: 0
cur: 0
thread:
name: FTP brute force detection
tid: 519
lock list complete: yes
locks:
statistics:

interval: 30

cpu:
now: 17771.481440
min: O
max: 0
avg: 0
cur: 0
Bepcus OnucaHue
2.09 JobaeneHa komaHza show threads.

3.130.83 show torrent status

OnucaHwne

Mpejukc no

Het

Moka3aTb cocTosiHMeE KnveHTa BitTorrent.

466

CnpaBoyHuK kKoMmaHa — Air (KN-1611)



naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc I(show)> torrent status
MNpumep (show)> torrent status
state: running
rpc-port: 8090
WcTopusa nsmeHeHum Bepcums OnucaHue

2.03 JobasneHa komaHaa show torrent status.

3.130.84 show upnp redirect

OnucaHwue MokasaTb NpaBwna TpaHcAauMy noptos UPnP. ECnn BbIMOAHNTL KOMaHAY
6e3 aprymeHTa, TO BeCb CMMUCOK NPaBWUA TPAHCIALMN ByAeT BblBeAeH Ha
3KpaH.

Mpedunkc no Het

MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CuHoncuc (show)>  upnp redirect [( protocols <interfaces ports) | <index> ]

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
protocol tcp Ha akpaH 6yayT BbiBefeHbl Npasunaa TCP.
udp Ha akpaH 6yayT BbiBefeHbl Npasuia UDP.
interface ms Ha skpaH 6yayT BbiBefeHbl npasuaa ¢

uHTeppeiica |yKasaHHbIM MHTepdericoM.

port Uenoe uucno |Ha skpaH 6yayT BbiBeAeHbl Npasuna ¢
yKa3aHHbIM MOPTOM.

index Lenoe uucno |Ha akpaH 6yseT BbiBe4eHO NpaBuio C
YKa3aHHbIM NOPSAAKOBbIM HOMEPOM.

Mpumep (show)> upnp redirect udp ISP 11175
entry:
index: 1

interface: ISP
protocol: udp
port: 11175
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to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)

packets: 0
bytes: 0
VICTOleﬂ M3MeHeHuiA Bepcmﬂ onvucaHue
2.00 Job6asneHa komaHaa show upnp redirect.
3.130.85 show version
OnucaHue lMoka3aTb BEPCUIO MUKPOMPOrpamMmel.

Mpejukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncuc I(Shom0> version

Mpumep (show)> version

release: 2.10.C.1.0-0
arch: mips

ndm:
exact: 0-d32118a
cdate: 11 Dec 2017

bsp:
exact: 0-cbe0525
cdate: 11 Dec 2017

ndw:
version: 4.2.3.92
features: »
wifi button, flexible menu,emulate firmware progress
components: »
ddns,dotlx,interface-extras,miniupnpd, nathelper-ftp,
>
nathelper-pptp,nathelper-sip,ppe,trafficcontrol,
>
cloudcontrol, base, components, corewireless,dhcpd, 12tp,
>

igmp,easyconfig,pingcheck, ppp, pptp,pppoe, ydns

manufacturer: Keenetic Ltd.
vendor: Keenetic
series: KN
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model: Start (KN-1110)
hw version: 10118000
hw id: KN-1110
device: Start
class: Internet Center
WcTopusa nsmeHeHum Bepcus onucaHuve
2.00 JobaBneHa kKomaHAa show version.

3.130.86 show vpn-server

OnucaHue lNoka3saTb TekyLMe nogkntoyeHus K cepsepy VPN.

Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(shom0> vpn-server
Npumep (show)> vpn-server
tunnel:
clientaddress: 172.16.1.33
username: test
uptime: 3
statistic:
rxpackets: 51
rx-multicast-packets: 0
rx-broadcast-packets: 0
rxbytes: 5440
rxerrors: 0
rxdropped: 0
txpackets: 46
tx-multicast-packets: 0
tx-broadcast-packets: 0
txbytes: 9229
txerrors: 0
txdropped: 0
timestamp: 146237.254244
last-overflow: 0.000000
VlCTOpI/IH N3MeHeHUn Bepcmﬂ onucaHuve

2.04 JobasneHa komaHaa show vpn-server.
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3.131 snmp community

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3agaTb HoBoOe 1Ms ana SNMP coobuiectBa. [1o ymMoa4aHmMIo, MCNOb3yeTCs
CTaHAapTHOe nm4 public.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.
[Ja

Ja

Het

(config)>  snmp community «community>

(config)> no snmp community

AprymeHT 3HayeHne |OnucaHue

community CTpoka HoBoe Ha3BaHue coobuiecTBa.

(config)> snmp community Co_test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community

Snmp: :Manager: SNMP community reset to "public".

Bepcus OnucaHue

2.08 JobaBneHa kKOMaHAa shmp community.

3.132 snmp contact

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

MpncBouTb KOHTakTHOE UMA SNVP areHTy. 10 yMONYaHMIo UMA He
ornpegeneHo.

KomaHgaa ¢ npedrKcoM no yaanset HacTPOKY.
[Ja

Ja

Het

(config)>  snmp contact «contact>

(config)> no snmp contact

AprymeHT 3HayeHue |OnucaHue

contact CTpoka KoHTakTHas nHpopmaumsa SNMP.
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Mpumep (config)> snmp contact Cont_test
Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact
Snmp: :Manager: SNMP community info reset.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.08 JobasneHa koOMaHAa snmp contact.

3.133 snmp location

OnucaHwue YKasatb pacrniosioxxeHune SNMP areHTa. [10 yMOn4aHWIO pacrnonoxXeHne He
ornpegeneHo.

KomaHga ¢ npedunkcom no yganseTt HacTPOnKy.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIia BBog, Het

Cunoncnc (config)>  snmp location <location
(config)> no snmp location
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
location CTpoka PacnonoxeHve SNMP ycTpoiicTBa.
Mpumep (config)> snmp location Odintsovo
Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa komaHaa snmp location.

3.134 sstp-server

OnucaHue JocTyn K rpynne KOMaHZ4 ANS HaCTPOMKK NapameTpos cepsepa SSTP.
Mpejukc no Het
MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het
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BxoXxaeHue B rpynny (sstp-server)

CuvHoncuc

UcTopuns nameHeHuii

(config)> sstp-server
Bepcus OnucaHve
2.12 JobasneHa KoMaHaa sstp-server.

3.134.1 sstp-server dhcp route

OnucaHune

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb MapLupyT, nepesaBaeMbli yepes coobuieHmns DHCP INFORM,
KnneHTtam SSTP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT NoslyYeHune ykasaHHOro MapLupyTa.
Ecnu BBeCT KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEeHEHO NoJlyyeHme Bcex
MapLUpYTOB.

Ja
Ja
Ja
(sstp-server)>  dhcp route caddress, anask»

(sstp-server)> no dhcp route [ «@address» anasks |

AprymeHT 3HayeHne |OnucaHue
address IP-agpec Ajpec ceTeBOro K/MeHTa.
mask IP-macka Macka ceteBoro knmneHTa. CyLecTeyeT ABa

crnocoba BBOAA MacKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBI NpedurKca
(Hanpumep, /24).

(sstp-server)> dhcp route 192.168.2.0/24
SstpServer: :Manager: Added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(sstp-server)> no dhcp route
SstpServer: :Manager: Cleared DHCP INFORM routes.

Bepcus

OnucaHune

2.12

JobaBneHa komaHaa sstp-server dhcp route.
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3.134.2 sstp-server interface

OnucaHue CBsi3aTb cepBep SSTP ¢ ykaszaHHbIM nHTepdericom.
KomaHga ¢ npedunkcom no paspeiBaeT CBA3b.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (sstp-server)>  interface <interface»
(sstp-server)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface Wmsa uHTepgerica|llonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
Cnncok AOCTYMNHbIX NHTeP$encoB MOXHO
YBUAETL C MOMOLLbI0 KOMaHAbl interface
[Tab].
Mpumep (sstp-server)> interface [Tab]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster0/AccessPointl
GuestWiFi
(sstp-server)> interface Bridge0
SstpServer: :Manager: Bound to Bridge0.
VICTOpI/Iﬂ V|3MEHeHV||7| Bepcmﬂ onvcaHue

2.12 Jlo6aBneHa komaHaa sstp-server interface.

3.134.3 sstp-server ipvécp

OnucaHue Brknrounte nogaepxky IPv6. [ins kaxzaoro SSTP-cepBepa CO34at0Tcs
DHCP-nynbl IPv6. Mo ymMOn4aHMIO HacTpOMKa OTK/IOYEHa.
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Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedurkcom no oTkaoyaeT nogaepxky IPve.

Ja
Aa

Het

I (sstp-server)>  ipvécp

I (sstp-server)> no ipvécp

(sstp-server)> ipv6cp
SstpServer: :Manager: IPv6 control protocol enabled.

(sstp-server)> no ipvécp

SstpServer: :Manager: IPv6 control protocol disabled.

Bepcus

OnucaHue

3.00

[JlobaBneHa KoMaHza sstp-server ipvécp.

3.134.4 sstp-server Icp echo

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHThl

Onpepenutb NpaBuna TectupoBaHunsa SSTP-noaknoueHnn cpeacteamm LCP

echo.

KomaHgaa c npedumkcom no otkntouaet LCP echo.

Ja
Ja

Het

(sstp-server)>

(sstp-server)> no lcp echo

lcp echo <intervals <count> [adaptive]

AprymeHT

3HayeHue

OnwucaHune

interval

Lenoe uucno

WHTepBan mexay otTnpaskamu LCP echo,
B ceKyHAax. Ecnn B TeueHue yka3aHHOro
WHTepBana BpeMeHu OT yAaneHHOoMN
CTOPOHbI He 6bl1 Nony4yeH LCP 3anpoc, e
byzeT oTnpaBaeH Takol 3anpoc C
oxugaHunem oteeta LCP reply.

count

Lenoe u4ucno

Konunuectso oTnpasfieHHbIX NOAPAS,
3anpocoB LCP echo Ha KoTopble He 6bla
nonyuyeH oteet LCP reply. Ecnum count
3anpocoB LCP echo ocTanuce 6e3 oTBeTa,
coeAnHeHMe byaeT pasopBaHo.
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Mpumep

UcTopuns nameHeHuii

AprymeHT |3HauyeHune OnuncaHwue

adaptive |KmoweBoe croBo  |Pppd 6yaet otnpaBnsaTh 3anpoc LCP echo
TOJ/IbKO B TOM C/ly4ae, ec/iv OT y4aneHHOro
y3na HeT Tpaduka.

(sstp-server)> lcp echo 5 3
SstpServer: :Manager: LCP echo parameters updated.

Bepcus OnucaHve

2.12 JobasneHa komaHgaa sstp-server Icp echo.

3.134.5 sstp-server Icp force-pap

OnucaHune

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

MpUHYANTENBHO MCMOb30BaTh PEXUM ayTeHTUdMKaumm PAP aAnsa cepsepa
SSTP.

KomaHga ¢ npednkcom no oTKIoYaeT NpUHYyANTENbHOE UCNOob30BaHne
PAP.

Ja

Ja

Het

I (sstp-server)>  lcp force-pap

I (sstp-server)> no lcp force-pap

(sstp-server)> lcp force-pap
SstpServer: :Manager: Forced PAP-only authentication.

(sstp-server)> no lcp force-pap
SstpServer: :Manager: Disabled forcing PAP-only authentication.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga sstp-server Icp force-pap.

3.134.6 sstp-server mru

OnucaHwne

Mpedukc no

YcTaHOBUTL 3HaveHue MRU koTopoe byaeT nepegaHo SSTP-cepsepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHgaa ¢ npedrKcoM no ycTaHaBNVBAET 3HAUEHME MO YMONYAHWIO.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc (sstp-server)>  mru«alues

(sstp-server)> no mru
AprymeHTbI AprymeHT 3HaueHme |OnucaHue

value Uesnoe uyucsno |3HadeHmne MRU. MoxeT NpuUHMMaTL

3Ha4veHus oT 128 o 1500 BkNtoUnTENBHO.

Mpumep (sstp-server)> mru 200

SstpServer: :Manager: MRU set to 200.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

212 JobaBneHa KoMaHAa sstp-server mru.

3.134.7 sstp-server mtu

OnucaHue YcTaHOBUTL 3HaveHe MTU, koTopoe byaeT nepeaaHo SSTP-cepsepy. MNo
YMONYaHUIO NCMOJIb3yeTcsd 3HaueHve 1350.

KomaHga ¢ npedurkcom no ycTaHaBAMBAET 3HaUEHME MO YMOAYAHUIO.
MNpe¢ukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (sstp-server)>  mtualues

(sstp-server)> no mtu
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

value UYenoe uucno |3HadeHne MTU. MoxXeT NpUHNMaTh

3HayeHnsa oT 128 o 1500 BkAOUNTENIBHO.

MNpumep (sstp-server)> mtu 200

SstpServer::Manager: MTU set to 200.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

212 JlobaBneHa KoMaHAa sstp-server mtu.
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3.134.8 sstp-server multi-login

OnucaHue PaspewnTb nogkntoveHme K cepepy SSTP HeCKoNbKMX Nonb3oBaTenei ¢
O HOro aKKayHTa.

KomaHga ¢ npedrnkKcom no oTKIoUaeT 3Ty BO3MOXHOCTb.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (sstp-server)>  multi-login

I (sstp-server)> no multi-login
Npumep (sstp-server)> multi-login

SstpServer: :Manager: Enabled multiple login.
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie

2.12 JobaBneHa koMmaHaa sstp-server multi-login.

3.134.9 sstp-server pool-range

OnucaHwue HasHaunTb nNyn agpecos A/S KINEHTOB, NOAKN0YaoLLNXCA K cepBepy SSTP.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

CuHoncuc (sstp-server)>  pool-range <begim [«sizes]
(sstp-server)> no pool-range
AprymeHTbl AprymeHT 3HaueHme |OnucaHue
begin IP-agpec HauvanbHbIl agpec nyna.
size UYenoe uucno |Pasmep nyna. Ecnv 3HaueHue He ykasaHo,
ncnosnb3yeTcd pasmep nyna 10.
Mpumep (sstp-server)> pool-range 192.168.1.22 7
SstpServer: :Manager: Configured pool range 192.168.1.22 to »
192.168.1.28.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JlobaeneHa komaHaa sstp-server pool-range.

3.134.10 sstp-server static-ip

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

Ha3HaunTb NOCTOAHHbIN IP-a,a,pec rnosib3oBaTento. [Nonib3oBaTte b B CMCTEME
AO/IXeH NMeTb MeTKy sstp.

KomMaHza ¢ npedpurKcom no yaansaeTt npmuBasky.
Ja
Ja
Ja
(sstp-server)>  static-ip <name> <address»

(sstp-server)> no static-ip name>

AprymeHT 3HayeHne |OnucaHue
name CTpoka JTorviH.
address IP-agpec HasHauaembiln IP-agpec.

(sstp-server)> static-ip admin 192.168.1.22
SstpServer: :Manager: Static IP 192.168.1.22 assigned to user »
"admin".

Bepcus OnucaHve

2.12 Jlo6aBneHa KkoMmaHaa sstp-server static-ip.

3.135 system

OnucaHune

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

JocTtyn K rpynne KOMaHA AN HAaCTPOMKM rnobanbHbIX NapamMeTposB.
HeTt
HeTt
Het

(system)

I (config)> system

478

CnpaBoyHuK kKoMmaHa — Air (KN-1611)




naBa 3 OnncaHme KOMaHA,

WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.00

Jo6aBneHa koMaHza system.

3.135.1 system button

OnucaHwne

HaCTpOVITb KHOMKW Ha Kopnyce yCTpOVICTBa Ha BbIMNOJIHEHWE onpejeNeHHbIX

AencTBuii. Habop 06paboTUMKOB 3aBMCUT OT anmnapaTHoM KoHGUrypaumm u
YCTaHOBNEHHbIX MOAYNeN.

KomaHga ¢ npeprkcoM No OTMeHSAEeT HaCTPOIKY.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (system)> button <buttons on <actions do <handlers
(system)> no button <button
AprymeHTbl AprymeHT 3HaueHune OnuncaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OJAVHOYHBIN KUK,
double-click JIBOVIHOW KUK,
hold HaxaTb 1 yjepXuBaTb B
TeyeHwue 3 cekyHA. KHormky
RESET yaep>xnBaeTca B
TeyeHue 10 cekyHA.
trigger M3meHeHVe no3unymmn
nepekatoyartens.
handler FactoryReset Cbpoc cncTemMbl B 3aBOACKME
3HaYeHWs Mo YMONYaHUIO.
Reboot [Mepe3arpyska cncrembl.
WifiToggle BktoueHve/Bblk/ItOUEHNE
Wi-Fi.
WifiGuestApToggle BrnroyeHve/BbikIrOUEHMe
roctesoro Wi-Fi.
WpsStartMainAp 3anyctnte WPS (Tonbko ans
2,4T1Tw).
WpsStartMainAp5 3anyctutb WPS (TonbKko ana 5
o).
WpsStartAllMainAp 3anyctutb WPS (Bce nosiockl
4acToThl).
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AprymeHT 3HauyeHue OnuncaHwue
WifiSwitch MNepexkntovatens Wi-Fi
BKJ/1/BbIK/1.
Mpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.03 JobasneHa koMaHAa system button.

3.135.2 system clock date

OnucaHune YCTaHOBUTb CUCTEMHBbIE AATY 1 BPEMS.
Mpedukc no Het
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)> clock date «date-and-time>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
date-and-time |[CTpoka Tekywas gata v Bpems B popmate DD MM
YYYY HH:MM:SS.
NMpumep (system)> clock date 18 07 2012 09:52:33
System date and time has been changed.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHga system clock date.

3.135.3 system clock timezone

OnucaHwune YCTaHOBUTb 4YaCOBOI NOSIC CUCTEMBbI.

KomaHga c npedurkcom no yctaHaBAMBaeT YacoBOW MOSAC MO YMOJTYAHMIO
(GMT).

Mpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOA, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(system)>

clock timezone <1

ocality»

(system)> no clock timezone <locality»

AprymeHT

3HauyeHue

OnucaHue

locality

Ctpoka

HasBaHue ropoga, 0603HavaroLLero
YyacoBoOl NoscC.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".

Bepcus

OnucaHune

2.00

JobasneHa komaHaa system clock timezone.

3.135.4 system configuration factory-reset

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

BocctaHOBUTL 3aBoAcKMe HaCTpOVIKM ANA BCEX PEXMMOB.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

Mpumep

UcTopuns nameHeHuii

I(systenn> configuration factory-reset

(system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »

defaults.

Bepcus OnucaHve

2.00 Jlo6aBneHa koMmaHaa system configuration
factory-reset.

3.135.5 system configuration save

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

COXpaHI/ITb CNCTEMHbIE HaCTpOVIKVI.

HeT

Ja

Het

I (system)>

configuration save
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Npumep (system)> configuration save
Saving configuration.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.05.B.1 JobasneHa KomaHaa system configuration save.

3.135.6 system debug

OnucaHue BkarounTb otnagky cmctemsl. 1o ymonyaHuo napameTp OTKIOYEH.
KomaHga ¢ npednkKcom no oTKA0YaeT HaCTPOKKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Cunoncuc I (system)>  debug

I (system)> no debug
Mpumep (system)> debug

Core: :Debug: System debug enabled.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.03 JobaBneHa komaHaa system debug.

3.135.7 system description

OonucaHue 3ajaTb ONMCaHWe CUCTEMbI B BUAE MPON3BOJIbHOM CTPOKU. M0 yMOAYaHMIO
ncnonb3syetcsa ctpoka Air (KN-1611).

KomaHga ¢ npedurkcom no Bo3BpaLlaeT onmcaHne rno yMoadaHuo.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (system)> description «description

I (system)> no description
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
description CTtpoka OnucaHve cncTeMbl ANIMHOM He 6onee 256
6anT.
Mpumep (system)> description DEVICE

Core::System::Info: Description saved.

(config)> show version

manufacturer:

Keenetic Ltd.
vendor: Keenetic
series: KN

model: Ultra (KN-1810)
hw_version: 10188000
hw _id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: DEVICE

(config)> show running-config

set vm.swappiness 60

set vm.overcommit memory 0

set vm.vfs cache pressure 1000
set dev.usb.force usb2 0
domainname WORKGROUP

hostname Keenetic Ultra
description DEVICE

(system)> no description
Core::System::Info: Description reset to default.

(config)> show version

manufacturer:

Keenetic Ltd.
vendor: Keenetic
series: KN
model: Ultra (KN-1810)
hw_version: 10188000
hw_id: KN-1810
device: Ultra
class: Internet Center
region: RU
description: Keenetic Ultra (KN-1810)
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
2.15 [Jlo6baBneHa komaHaa system description.
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3.135.8 system domainname

OnuncaHwne
Mpedukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

MpncBonTb CUCTEME AOMEHHOE UMS.

KomaHga ¢ npedurkcom no yaanset JOMeHHOe NMs.
Ja

Ja

Het

(system)>  domainname <domain»

(system)> no domainname

AprymeHT 3HayeHne |OnucaHue

domain CTtpoka JomMmeHHOoe nwvs.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa system domainname.

3.135.9 system dump-report disable

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

OTKNOUNTL Nepeavy AMarHoCcTnYeckon nHpopmauymm. Mo ymonyaHuto
HaCTpoWKa BbIK/IlOYEHa.

KomaHaa ¢ npedunKcom no BkIOUaeT nepejavy ANarHoCTU4eckom
nHpopmaumn.

Ja
Ja
Het
I(system)> dump-report disable

I (system)> no dump-report disable

(system)> dump-report disable
Core::Ndss: Dump-reporting disabled.

(system)> no dump-report disable
Core::Ndss: Dump-reporting enabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 [JobaeneHa komaHaa system dump-report disable.

3.135.10 system hostname

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb CUCTEMHOE NMS XOCTa. VIMSA XOCTa UCMOb3YyeTes A/ist
NAEHTNOVKALMM Y313 B CETU. DTO HEO6X0AMMO A1t obecrneveHns paboThbl
HeKOTOPbIX BCTPOEHHbIX CYX6, Takmnx kak CIFS.

KoMaHAa ¢ Npeprkcom no ycTaHaBAMBaeT 3HaUeHME MO YMOJTYaHNI,
3aBUCsILLEe OT HAa3BaHWSA MOAENM YCTPOMCTBa.

Ja

Aa

Het

(system)> hostname <hostnames

(system)> no hostname

AprymeHT 3HauyeHue |OnucaHue

hostname CTpoka MMs XoCTa cucTembl.

(system)> hostname KN1010
Core::System: :Hostname: The host name set.

(system)> no hostname
Core::System: :Hostname: The host name reset.

Bepcus OnucaHve

2.00 [JlobaBneHa komaHaa system hostname.

3.135.11 system led

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

HaCTpOI/ITb NHANKATOpPbI 06u_|,ero Ha3HayeHus. o YMONYaHNO MHANKATOP
FN nokasbiBaeT Hannume o6HOBNEHU AnAa CNCTeMbl.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja
Ja
Ja
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Cunoncuc (system)>  led <led> indicate «controls
(system)>no led [ <led> [indicate] ]
AprymeHTbI AprymeHT 3HaueHue OnucaHue
led FN HasBaHwe nHgmkartopa.
control UpdatesAvailable WHankaTop coobLuaert, Uto ecTb
06HOBNEHUS ANSA BaLLero
yCTpoOKCTBa.

BackupWan VHAMKaTOp nokasbiBaeT, YTo B
AAHHbIA MOMEHT aKTUBHbIM
ABNSAETCA pesepBHoe
NoAKAOUeHVe.

SelectedWan VHAmnKaTop nokasbiBaeT
cocTtosHne nHTepdeiica,
yKa3aHHOro rnpy NnoMoLum
komaHgpl interface led wan.

SelectedSchedule VHamnkaTop nokasbiBaeT
COCTOSIHME 3aM/IaHNPOBAHHOrO
COb6bITUSA, YKa3aHHOTro Mpu
nomoLum komaHzgbl schedule led.

OpkgLedControl MHAnKaTop rnokasbiBaeT cTaTtyc
opkg.

indicate Knwyesoe croBo MONHOCTBIO OTK/IHOUNTL
VHANKATOP.
Npumep (system)> led FN indicate SelectedWan

Peripheral: :Manager:

(system)> no led FN indicate

Peripheral: :Manager:

"SelectedWan"

control bound to "FN" LED.

"FN" LED control binding removed.

UcTopuns nsmeHeHnii

Bepcus

OnucaHune

2.08

JobasneHa koMmaHaa system led.

3.135.12 system led shutdown

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN

MHorokpaTtHblIiA BBOJ,

BblkntounTb CBETOAMOALI Ha yCTpOI\/’ICTBe.

KomaHga ¢ I'Ipeq)I/IKCOM No BK/IKOYaeT cBeToAMNObI.

Ja
Ja

Het
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CuHoncuc (system)>  led shutdown tnode»
(system)> no led shutdown
AprymeHTbI AprymeHT 3HaueHue OnucaHue
mode all BbIK/1HOUNTE BCe CBETOAVOAbI.
Mpumep (system)> led shutdown all
Peripheral::Manager: LED shutdown mode set to "all".
(system)> led no shutdown
Peripheral::Manager: LED shutdown mode reset.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.08 [JobaeneHa komaHaa system led shutdown.

3.135.13 system log clear

OnuncaHue OUNCTUTL CUCTEMHBIV XXYPHan.
MNpedukc no Het

MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I (system)>  log clear
Mpumep (system)> log clear

Syslog: the system log has been cleared.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.00 Jlo6aBneHa komaHaa system log clear.

3.135.14 system log reduction

OonucaHune BKIHOUMTL COKPALLEHVIE MOBTOPHbIX COOBLLEHNI B CUCTEMHOM XYypHarse. Mo
YMO/TYaHMIO MapaMeTp BK/IHOYEH.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTHbIi BBog, Het
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Cunoncuc I (system)>  log reduction
I (system)> no log reduction
Mpumep (system)> log reduction
(system)> no log reduction
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa system log reduction.

3.135.15 system log server

OonucaHue [06aBUTb yaaneHHbI cepBep ANsi XpaHEHWSI CUCTEMHOIO XypHana.
Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)>  log server <address [: qports]
(system)> no log server [ <address; [: port>]]
AprymeHTbI AprymeHTt 3HaueHue OnucaHue
address IP-agpec Ajpec yaaneHHoro cepsepa AN
XpaHeHUs CUCTEMHOIO XypHana.
port Lenoe uucno Homep noprta yaaneHHoro
cepsepa.
Mpumep (system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.
WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.00 JobaBneHa komaHaa system log server.

3.135.16 system log suppress

OnucaHue Jo6aBuTb NpaBnIo NogaBneHNs COO6LLEHUIA.
KomaHga c npedumkcom no yganseT NpaBuso.
Mpedukc no Ja

MeHsieT HacTpoiikn  [a
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MHorokpaTHbIl/i BBog, /[la

CuHoncunc (system)>  log suppress <ident»

(system)> no log suppress [ <ident> ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

ident Ctpoka NaeHTudmnkaTop npoLecca, coobLieHus
KOTOPOro HYXHO NoAaBUTb.

Mpumep (system)> log suppress kernel
Core::Syslog: Added suppression "kernel".

(system)> no log suppress kernel
Core::Syslog: Deleted suppression "kernel".

(system)> log suppress transmissiond
Core::Syslog: Added suppression "transmissiond".

(system)> no log suppress transmissiond
Core::Syslog: Deleted suppression "transmissiond".

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.04 Jlo6aBneHa komaHga system log suppress.

3.135.17 system mode

OnucaHwne BblbpaTh pexxuvm paboThbl Air.
Mpedukc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (system)>  mode mode»
AprymeHTbI AprymeHT 3HauyeHue OnucaHue
mode router OCHOBHOI pexunMm.
client Pexum ceTeBoro agantepa AN
noAkntoYeHus yctpoincTs Ethernet
K ceTn Wi-Fi.
repeater Pexxum ycnnutens ans
pacwmpeHus cetn Wi-Fi ¢
NOMOLLIbI0 6eCcnpoBOAHOrO
coegviHeHus.
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Mpumep

UcTopuns nameHeHuii

AprymeHT 3HaueHue OnucaHwue

ap Pexxm Toukn goctyna ans
pacwupeHus cetn Wi-Fi ¢
noMoLLbH NpoBogHoro Ethernet
coefviHeHus.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHve

2.05 JobasneHa koMaHaa system mode.

3.135.18 system reboot

OnucaHune

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

BbINonHWTL Nepesarpysky cuctembl. ECiv ykasaH napameTp, nepesarpyska
BbINOAHUTCA 3aMn1aHNPOBAHO Yepes 3aZaHHbI MHTepPBa B CEeKYHAAX.
Micnonb3oBaHMe KOMaHZAbI NP yXe yCTaHOBIEHHOM TaliMepe 3aMeHsieT
CTapoe 3Ha4eHVe TaliMepa HOBbIM.

Micnonb3oBaHMWe 3aniaHNPOBaHHOW nepe3sarpyskn yA06HO B TOM C/lyyae,
KOrAa OCyLLECTBASETCS YAa/leHHOe yrpaB/eHe YCTPOCTBOM, U
NoNb30BaTeNto HensBecTeH 3pdekT OT NPUMEHEHUS KaKNX-TMB0 KOMaHA,.
3 onaceHns NoTepsTb KOHTPOJIb HaZ YCTPOICTBOM MO/b30BaTe/lb MOXET
BK/IIOUMTb 3aM1aHMPOBAHHYHO Nepe3arpysky, KoTopasi cpaboTaeT yepes
3ajaHHbI MHTepBan BpemeHU. CUcTemMa BepHeTCs B NepBOHaYaibHoe
COCTOsIHVE, B KOTOPOM OHa CHOBa 6yZeT JOCTYMHa Mo CeTu.

KomaHaa ¢ npeprKCcom no oTMeHsieT nepesarpysKky Uan yaanset npuBasKy
K pacnucaHmtio.

Ja
HeT

Het

(system)> reboot [ <intervals> | schedule <schedules]

(system)> no reboot [ schedule]

AprymeHT 3HaueHue |OnucaHue

interval Lenoe umncno |NHTepBan, Yepes KOTOPbIV BbINOAHUTCS
nepesarpyska, B cekyHzaax. Ecnm He ykasaH,
nepesarpyska BbIMOJIHUTCA HeMe1eHHO.

schedule Pacnucanne |Ha3BaHue pacnuncaHus, CO34aHHOro npu
nomMoLuwy rpynnel KoMaHa schedule.
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MNpumep (system)> reboot 20
Core::System: :RebootManager: Rebooting in 20 seconds.

(system)> no reboot
Core::System: :RebootManager: Reboot cancelled.

(system)> reboot schedule rebootroute
Core::System: :RebootManager: Set reboot schedule "rebootroute".

(system)> no reboot schedule
Core::System: :RebootManager: Schedule disabled.

WcTopusa nsmeHeHum Bepcus onuvucaHve
2.00 JobasneHa komaHaa system reboot.
2.12 [JobaeneH aprymeHT schedule.

3.135.19 system set

OnucaHue YCTaHOBWUTbL 3Ha4eHne YKa3aHHOro CMCTEMHOIO NapamMeTpa 1 COXPaHNTb
M3MEHEHWA B TEKYLUNX HaCTpOI‘/JIKaX.

KomaHaa ¢ npedrkcoM no BO3BpaLLAeT NapaMeTpy 3HaUeHMe, KOTOPoe 6bi10
YCTaHOBJIEHO MO YMOYaHUNIO, O MEPBOr0 N3MEHEH S,

Mpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (system)> set <names «values
(system)> no set name»
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name CTtpoka NaeHTUdnKaTOp CUCTEMHOrO NapameTpa.
value CTtpoka HoBoe 3HaueHVe cncTeMHOro NnapamMeTpa.
MNpumep (config)> system

(system)> set net.ipv4.ip_forward 1

(system)> set net.ipv4.tcp_fin_timeout 30

(system)> set net.ipv4.tcp_keepalive_ time 120

(system)> set »
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200
(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit

(config)> show running-config

system
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set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue
2.00 JobasneHa koMaHaa system set.

3.135.20 system trace lock threshold

OnucaHune YCTaHOBUTb MOPOr 6/10KVPOBKU OTCEXNBAHNS ANA CUCTEMHbIX MOTOKOB.
Ecnn noporosoe 3HaveHme npeBbiwaeTcs, MHGopMaLma 06 3TOM noToke
(Hanpumep, o ceccumn SCGI) coxpaHAeTCA B CMCTEMHOM XypHane. 1o
YMOJIHaHUIO, NapameTp OTK/OYEH.

KomaHga ¢ npedunkcom no otkaoyaeT GyHKLMIO Nopora 6/10KMPOBKU.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikm  Het
MHorokpaTtHbiiA BBog, Het

CnHoncumc (system)> system trace lock threshold «threshold

(system)> no system trace lock threshold

AprymeHTbl AprymeHT 3HaueHue |OnucaHue

threshold CTpoka lNoporoBoe 3HaveHMe B MUNANCEKYHAAX.
MoxeT npnHnmMaTe 3HavyeHus ot 100 go
100000000 BrkntounTenbHO. Noporoesoe
3HayeHme He COXPaHSeTca B
startup-config.

Mpumep (system)> system trace lock threshold 100
Lockable: Set threshold to 100 ms.

(system)> no trace lock threshold
Lockable: Reset threshold.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

3.03 [JobasneHa komaHaa system trace lock threshold.
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naBa 3 OnncaHme KOMaHA,

3.136 tools

OnucaHwue

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

WcTopus nsmeHeHum

JocTtyn K rpynne KOMaHA AN TeCTUPOBaHUS CUCTEMHON cpeabl.
Het
HeTt
HeTt

(tools)

(config)> tools

Bepcus OnucaHue

2.00 [ob6aBneHa komaHaa tools.

3.136.1 tools arping

OnuncaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

JencTBre KoMaHAbl aHaNorM4YHoO KoMaHze tools ping, HO B oTAnuYMe OT Heé
paboTaeT Ha BTOPOM ypoBHe Mogenu OSI v ncnonb3syet npoTokos ARP.

Het
HeT

Het

(tools)> arping<address>source-interface«source-interface:[count
«count>][wait-time wait-times]

AprymeHT 3HayeHue |OnucaHue

address IP-agpec OnpawwnBaemsbliii IP-agpec.

source-interface|/ms Nmsa nutepderica-mcTtovHmMKa 3anpocos.

uHTEpPenica

count Uenoe uucno |Konnyectso 3anpocos. Ecnv He ykasaHo,
KoMaHJa byzeT paboTaTb A0 NpepbiBaHUA
nonb3oBaTeniem.

wait-time Uenoe uyucio |MakcnmanbHoe BpeMs OXNAAHNA OTBETS,
yKa3blBaeTCd B MUIINCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
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naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

Sent 4 probes, received 2 responses.
Process terminated.

Bepcus OnucaHue

2.00 JobasneHa koMmaHgaa tools arping.

3.136.2 tools ping

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMP ykazaHHOMY y3ny ceTun
1 3apurKcMpoBaTh NoctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKoM 3anpoca 1 noayyeHrem oteeta Round Trip Time (RTT) no3sonser
ornpesenaTb ABYCTOPOHHME 3aePXXKM MO MapLUPYTY 1 4acTOTy NoTepun
NakeToB, TO eCTb KOCBEHHO OMNpeAeNiaTh 3arpy>XeHHOCTb Ha KaHanax nepegaym
AAHHbBIX M MTPOMEXYTOUHbIX YyCTPOCTBaX.

MonHoe oTtcyTcTBMEe ICMP-0TBETOB MOXET TakXe 03HayaTh, YTO YAANEHHbIN
y3en (MIn Kako-nMbo 13 MpOMeXyTOUHbIX MapLLUpYyTLN3aTopoB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Het
Het

HeTt

(tools)>  ping <hosts [ count «count> ][ size packetsize]

AprymeHT 3HayeHne |OnucaHue
host Crpoka JomeHHoe rma nnn IP-agpec xocTa.
count lenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecin

He yka3aHo, KoMaHza byzeT paboTaTb A0
npepbiBaHNS NONb30BaTeNEM.

packetsize Uenoe umucno |Pasmep nonsa gaHHbix ICMP Echo-Request
B 6anTax. Mo ymon4aHmo — 56, uTo
BMecCTe € 8-6aTOBbIM 3aro/IOBKOM 3aJaeT
pasmep ICMP-nakeTta — 64 6ariTa.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 JlobasneHa KoMaHga tools ping.

3.136.3 tools ping6

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

OTtnpaBuTb 3anpockl Echo-Request npoTtokona ICMPV6 ykazaHHOMY y311y
ceTu 1 3apuKcmMpoBaTh noctynarLme oteeTbl Echo-Reply. Bpemsa mexay
OTMpaBKol 3anpoca 1 noayyeHnem otseta Round Trip Time (RTT) no3sonsiet
ornpeaenaTb ABYCTOPOHHME 3a4ePXXKM MO MapLUPYTY 1 YacTOTy NoTepun
NMaKeToB, TO eCTb KOCBEHHO OMpejeNiATb 3arpy>XeHHOCTb Ha KaHanax nepejaym
AAHHbBIX N MTPOMEXYTOUHbIX YCTPOCTBaXx.

MonHoe oTcyTcTBME ICMPV6-0TBETOB MOXET Tak)Ke 03HauaTh, YTO YAANEHHbIN
y3en (UAn Kakon-n1mbo 13 NPOMEXYTOUHbIX MapLUpyTN3aToOpOoB) 610KMpyeT
ICMP Echo-Reply nnu nrHopupyet ICMP Echo-Request.

Het
HeTt

Het

(tools)>  ping6 <hosts [ count «count> ][ size packetsizes]

AprymeHT 3HayeHue |OnucaHue
host CTpoka JomMeHHoe umsa unn IPve-agpec xocTa.
count Uenoe umucno |Konnyectso 3anpocos ICMPv6 Echo. Ecin

He yKa3aHo, KoMaHja byaeT paboTaTh A0
npepbIBaHUs NOIb30BaTeNEM.

packetsize Yernoe uyucsno |Pasmep nons gaHHbIx ICMPv6
Echo-Request B 6atiTax. 1o ymonyaHuo —
56, UTO BMeCTe C 8-6alATOBbIM 3ar0/10BKOM
3agaet pasmep ICMPv6-naketa — 64
bariTa.

(tools)> ping6 fd4b:fl2b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »
fd4b:f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1l, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 495



naBa 3 OnncaHme KoMaHp,

WcTopusa nsmeHeHum

3.136.4 tools traceroute

OnuncaHune
Mpe¢ukc no

MeHsieT HacTpoiAKK

time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.
Process terminated.

Bepcus

OnucaHmne

2.00

JobasneHa KomaHgaa tools ping6.

MokasaTb MapLUpPYT K CETEBOMY XOCT.

HeTt

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(tools)>  traceroute <hosts [count «counts] [interval <intervals]
[wait-time wait-times] [packet-size packet-sizes]
[max-ttlmax-ttD][port ports][source-address «source-addresss]
[source-interface «<source-interfaces] [type <types] [tos «tos>]

AprymeHT

3HauyeHve

OnucaHwue

host

Crpoka

Vma ueneBoro xocTa.

count

Lenoe uucno

Konnyectso npoBepoYHbIX
rMakeToB 3a oAuH npoxoga. Mo
YMOJIHaHUIO 3HaueHne — 3.
3HauyeHwme AOSIKHO 6bITb B
AvanasoHe [1;10].

interval

Lenoe uucno

Bpems B cekyHAax Mexay
OTNpPaBKOW NakeToB. 3HaueHne No
ymMonidaHuio — 0. 3HaueHune
JOJ/IKHO 6bITb B Anana3oHe [0;15].

wait-time

Lenoe uucno

Bpems oxungaHus peakumm Ha
NPOBEPOYHbIA NaKeT (B ceKyHAax).
3HayeHune No yMon4yaHuw — 1.
3HauyeHwme A0/IXHO 6bITb B
AvanasoHe [1, 15].

packet-size

Lenoe uucno

Pasmep naketa cornacHo
npoToKoJy type.

Ansa tmuna tep pa3Mep nakeTa no

YMONYaHMIO cocTaBasieT 52.
[nanasoH 3Ha4yeHwu [52].
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AprymeHT 3HaueHue OnucaHwue

Ana Tmnos udp v icmp pasmep
rakeTa no yMon4aHuo cocTaBnseT
60. lnanasoH 3HauYeHnn
[28;65535].

max-ttl Uenoe uucro MakcmmManbHoe Kom4ecTso
MpPoxoAo0B (3HayeHne
MaKCMMasibHOr0 CPOKa XU3HW)
TPaccMpoBKN. 3HaYeHre o
ymondaHuo — 30. 3HayeHune
[AOMKHO 6bITh B Anana3oHe [1;255].

port llenoe uuco MopT Ha3HaueHMs.

[na Tvna tcp no ymonyaHuio
ncnonb3yetcs nopt 80.

[na Tmna udp No yMon4aHuio
ncnosb3yercs nopt 33434.

[na Tmna icmp No ymonyaHuio
ucnonb3yertca nopt 1.

source-address Ctpoka Aapec ncxogsuiero nHTepdeinca

source-interface CTpoka VHTepdelic ana ncnonb3oBaHvA B
KauecTBe MHTepdelica-ncTouHmMKa
B NCXOAALLMX NaKeTax.

type tcp TCP npoToko”n.
udp UDP npotokon. Vicnonb3yeTtcs no
YMOJTHaHUIO.
icmp ICMP npoTokon.
tos Henoe uucno Tun O6CNyXMBaHWS. 3HaYeHme no

yMosi4aHuio — 0. 3HaueHune
JOJIKHO 6bITh B AMana3oHe [0;255]

Npumep (tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) 0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146 »
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

v

\j

\J

\J
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WcTopusa nsmeHeHum

7 ¥k X X X Xk

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *

process terminated

Bepcus OnucaHue

2.00 JobaBneHa komaHaa tools traceroute.

3.137 udpxy

OnucaHwue

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CviHoncmc

WcTopus nsmeHeHum

3.137.1 udpxy

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

JocTtyn K rpynne KoMaHA Ana HaCTPOVK/ NnapaMeTpoB udpxy.
HeTt
Het

Het

(udpxy)

(config)>  udpxy

Bepcus OnucaHue
2.03 JobaBneHa komaHAa udpxy.
buffer-size

YcTaHoBUTL pasmep bydepa udpxy. o yMONUYaHMIO NCMONb3YETCA 3HaYeHNe
2048.

KomaHga ¢ npedurkcom no cbpacbiBaeT pa3mep bydepa B 3HaveHume no
YMONYaHWUIO.

Aa

Ja

Hert

I (udpxy)>  buffer-size«size

I (udpxy)> no buffer-size
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
size lenoe uucno |Pasmep bydepa B 6anTax. MoxeT
NpUHMMaTL 3HayveHus ot 1 o 1048576.

Mpumep (udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.04 JobasneHa komaHaa udpxy buffer-size.

3.137.2 udpxy buffer-timeout

OonucaHue YCTaHOBUTb TaliM-ayT AN1st XpaHEHUS AaHHBIX B 6ydepe udpxy. Mo ymonyaHuo
MCnonb3yeTcs 3HaveHue 1.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET TalM-ayT Mo YMOAYAHUIO.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

CnHoncuc (udpxy)>  buffer-timeout timeout>
(udpxy)> no buffer-timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
timeout Uenoe 4ucno |3HaveHMe TaiM-ayTa B cekyHAax. MoxeT
NPUHMUMaTL 3HayeHws ot -1 go 60. -1 —
HeorpaHMYeHHbIN TalM-ayT.
Mpumep (udpxy)> buffer-timeout 10
Udpxy: :Manager: a hold data timeout set to 10 sec.
VICTOleﬂ I/I3M(EH€HI/II7I Bepcwﬂ OonvcaHuvie

2.04 JobasneHa komaHaa udpxy buffer-timeout.

3.137.3 udpxy interface

onucaHue CBsi3aTb UdpXy C yKa3aHHbIM NHTepdelicoM. Mo yMonyYaHnio NprBs3ka He
HacTpOeHa 1 UCNOoNb3yeTcs TekyLlee NOAKNOYEHME K MHTEPHETY.

KomaHga ¢ ﬂpeq)I/IKCOM No BO3BpallaeT 3HayeHne no yMmoad4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (udpxy)>  interface <interface»
(udpxy)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Wms uHTepgelica|llonHoe nmsa nHTepdeinca Nan NCEBAOHNM.
Cnncok AOCTYMNHbIX NHTEP$EencoB MOXHO
YBUAETL C MOMOLLbIO KOMaHAbl interface
[Tab].
Mpumep (udpxy)> interface [Tab]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
(udpxy)> interface ISP
Udpxy: :Manager: bound to FastEthernet®/Vlan2.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.02 Jlo6aBneHa komaHaa udpxy interface.

3.137.4 udpxy port

OnucaHwue YcTaHoBWUTL NopT gna HTTP-3anpocoB. 10 yMon4aHuto NCnob3yeTcsa
3HayeHve 4022.

KomaHza ¢ npedrKcom no Bo3BpaLLaeT 3HayeHre rno YMONYaHUI0.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHnii

(udpxy)>  port port>

(udpxy)> no port

AprymeHT 3HayeHne |OnucaHue

port lenoe uucno |Homep nopta. MoxeT NnpuHMUMaTh
3HauyeHus ot 0 go 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHve

2.03 JobasneHa komaHaa udpxy port.

3.137.5 udpxy renew-interval

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

YCTaHOBUTb nepunoj BO306HOB/IEHNS NnoANMNCKN Ha MY/NIbTUKAaCT-KaHain. Mo
YMONYaHW0 NCNONb3YeTCA 3HaYeHe 0, To eCTb MoAnmcka He BO306HOBNSAETCS.

KomaHzaa c npedrkcom no BO3BPALLAET 3HaUEHME MO YMONYAHMIO.
Ja

Ja

Het

(udpxy)>  renew-interval <renew-intervals

(udpxy)> no renew-interval

AprymeHT 3HayeHne |OnucaHue

renew-interval |Uenoe uucno |lNepnog BO306HOBAEHNS MOAMNCKA B
cekyHAax. MoxeT NpMHUMaTb 3HaueHns

ot 0 go 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 JobasneHa komaHaa udpxy renew-interval.
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3.137.6 udpxy timeout

OnucaHwue YCTaHOBUTb TaMM-ayT coegnHeHuns. Mo YMONYaHNIO NCMNOJIb3yeTCA 3HaYeHne
5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMon4YaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CnHoncuc (udpxy)>  timeout <timeout»

(udpxy)> no timeout
AprymeHTbI AprymeHT 3HaueHue |OnucaHue

timeout Lernoe umcno|3HaueHve TalimM-ayTa B cekyHAax. MoxeTt

NPUHMUMaTbL 3HayveHwsa oT 5 go 60.

Mpumep (udpxy)> timeout 10

Udpxy: :Manager: a stream timeout set to 10 sec.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvcaHue

2.03 JobasneHa komaHaa udpxy timeout.

3.138 upnp forward

OnucaHue JobaBnTb NepeHanpasnsatoLlee npaswno UPnP.
KomaHga ¢ npedunkcom no yaanaeT Npasuio U3 Crmncka.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica IP

CuHoncuc (config)> upnp forward protocols [ interface]<address: port»

(config)> no upnp forward [ <index> | (¢protocols> «address» ports)]

AprymeHTbI AprymeHT 3HaueHue ‘Onmcal-wle
protocol tcp Jo6aBuTb/yaanute NpaBunio Ans
npomokosaa TCP.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HauyeHue ‘Onwcal-wle

udp Jo6aBuTb/yaanuTe NpaBuno ans
npomokosaa UDP.

interface Ums Byaet pobaBneHo NpaBuIo AN
uHTepgeiica |yKasaHHOro nHtepderica.

address IP-agpec Byaet gobasneHo/yganeHo NpaBuIo 41
ykasaHHoro IP-agpeca.

port Lenoe uucno |bygeT so6aBneHo/yganeHo npaBuio ans
yKa3aHHOro rnopra.

index Yenoe uucso |bypet yaaneHo npaBuio C yKa3aHHbIM
nopsAKOBbIM HOMEPOM.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa upnp forward.

3.139 upnp lan

OnucaHue Ykazatb LAN-nHTepdeinc Ha KOTOpoM 3anyLueHa ciyxéa UPnP.
KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.

MNpedukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CrnHoncuc (config)> upnp lan<interface»

(config)> no upnp lan

AprymeHTbI AprymeHT |3HayeHune onucaHue

interface |Uma uHTepgeiica|llonHoe nMsa nHTepderica Nan NCeBAOHMM.
Crncok AOCTYNHbIX NHTepdEcoB MOXHO
yBUAETb C NOMOLLLI0 KoMaHAbl interface
[Tab].

MNpumep (config)> upnp lan [Tab]

Usage template:
lan {interface}

Choose:
GigabitEthernetl
ISP
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naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

3.140 upnp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster0/AccessPoint3
WifiMaster®/AccessPoint0

AccessPoint

WifiMasterl/AccessPoint?2
WifiMaster0/AccessPointl

GuestWiFi

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus OnucaHve
2.00 [JobaeneHa komaHza upnp lan.
redirect

Jo6aBuTb NpaBuao TpaHcaauum UPnP nopTa.

KomaHAa ¢ npedrkcom no yganseT npaBuio 13 cnvcka. Ecnv BbINoaHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK NpaBua 6yaeT OUULLEH.

Ja
Aa
Ja
IP

(config)>
to-port]

1

upnp redirect protocols> <interfaces «ports to-address, [

(config)> no upnp redirect [and forward | [ <index> | (¢protocols> port:)

AprymeHT 3HaueHue ‘OnmcaHme
protocol tcp JobaBuTb/yaanuTb NpaBuio Ans
npoTtokona TCP.
udp Jo6aBuTb/yaanuTb NpaBuo ans
npoTtokona UDP.
interface Nmsa byseT fobaBneHO NpaBuao ANs
MHTepgesica |yKasaHHOro nHtepoerica.
port lenoe uucno |bypet pobaBneHo/yaaneHo npaBuio Ans
yKa3aHHOro nopra.
to-address IP-agpec Byaet gobasneHo/yaaneHo NpaBuIo 41

YKa3aHHOro agpeca HadHa4yeHun4.
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naBa 3 OnncaHme KOMaHA,

AprymeHT 3HayeHue |OnucaHue

to-port Uenoe uucno |byaet gobasneHo/ysaneHo npaBuao ans
yKa3aHHOro nopTa Ha3HayeHus.

and forward Kmiw4yesoe Cnuvckun npaBua Nepecbinkny 1

C/10BO nepeHanpasneHns 6yayT yaaneHsbl.

index UYernoe yucso |byaet yaaneHo npaBuio C yKasaHHbIM

NopsAAKOBLIM HOMEPOM.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHvie
2.00 JobasneHa komaHaa upnp redirect.

3.141 user

OonuncaHmne JlocTyn K rpynne KOMaHz, ANst HACTPOVKM NapameTpoB yHeTHOI 3anmcu

nonb3oBaTens. Ecnv yueTHast 3anncb He HaliaeHa, KOMaHAa NbiTaeTcs ee
co34aTh.

MprmeyaHve:  Y4yeTHasa 3annchb C3ape3epBrPoOBaHHLIM UMeHeM admin He

MOXeT 6bITb yaaneHa. Kpome Toro, y nonb3oBatens admin
HeNb34 yAaANTb NPaBo AOCTYyNa K KOMaHAHOWN CTpoke.

KomaHga ¢ npedunkcom no yaanseT yueTHyI 3anuch noab3osaTtens.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBOg, [a
BxoxxgeHue B rpynny (config-user)

CuvHoncuc

(config)>  user name>
(config)> no user <name>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
name Crpoka ViMa nonb3oBaTens.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa koMmaHaa user.
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naBa 3 OnncaHme KoMaHp,

3.141.1 user password

OnuncaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YKa3aTb naponb nosb3osatens. [Naponb xpaHuTtca B Buae MD5-xewa,
BbIYNC/IEHHOIO N3 CTPOKW «user:realm:password». realm 3TO Ha3BaHue

MOJenn ycTpoicTea 13 ¢aiina startup-config. txt.

KomaHAa NpvHMUMaeT apryMeHT B BUAE OTKPbITON CTPOKM UM 3HAYEHNS
xeww-pyHKLUMN. COXpaHeHHbI Napoab UCNOb3yeTca ANA ayTeHTUdMKaumm
nonb3oBaTens.

KomaHaa ¢ npeprkcom no yaanseT naposb, YTo6bl NOb30BaTENb MOT
MONYYNTb AOCTYN K YCTPONCTBY 6€3 ayTEHTUPUKALMN.

Ja
Ja
Het
(config-user)>  password ( md5 <hash> | passwords)

(config-user)> no password

AprymeHT 3HauyeHne |OnucaHue
hash Ctpoka 3HayveHve MD5-xewwa.
password Ctpoka 3Ha4veHVe naposis B OTKPbLITOM BUje, 13

KOTOPOro aBTOMaTn4yeCkK BblYNCNAETCA
3Ha4eHWne Xella.

(config-user)> password 1111
Core::Authenticator: Password set has been changed for user »
“test".

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHaa user password.

3.141.2 user tag

OnucaHwne

MprCcBOUTE yYeTHOM 3anNncKy cneynansHy METKY, Hamymne KOTOpPOA
npoBepsieTcs B MOMEHT aBTOPM3aun NOIb30BaTeNS U BbINOJHEHUN UM
nobbIX fencTBui B cucteme. Habop foNyCTUMbIX 3HaYEHN METKW 3aBUCUT
OT PYHKUMOHANbHbIX BO3MOXHOCTE cUcTeMbI. [TONIHbIN CNMCOK NpuBeseH
B Tabnunue Huxe.

O,D,HOI7I yquH0|7| 3anncn MO>XHO HasHa4YnTb HECKOJ/IbKO Pa3HbIX METOK, BBOAA
KOMaHA4y MHOToKpaTHO. Ka>|<p,y+o MeTKY MO>XHO pacCMaTpuBaThb Kak
npeaoctaBsieHNe Nanm orpaHnyeHme onpeaeneHHbIX npas.

KomaHga c npedurKkcom no yaansiet 3asaHHyr MeTKy.
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naBa 3 OnncaHme KOMaHA,

MpumMeyaHue:  YueTHOW 3anmcm admin HeNb3A NPUCBOUTL MeTKy readonly

M yaanute MeTky cli nam ssh.

MNpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config-user)>  tag <tag
(config-user)>no tag [ <tag> ]
AprymeHTbI AprymeHT |[3HaueHue |OnV|caHV|e
tag cli JocTtyn Kk komaHaHowm ctpoke (TELNET n SSH).
readonly 3anperT BbINOJIHEHUA KOMaHZ, MEHSOLLMX
HaCTPOMKMN.
http-proxy Joctyn K HTTP proxy.
http Joctyn K Web-nHTepdericy.
afp Joctyn K USB xpaHunuuy vepes Apple File
Protocol.
printers Joctyn K USB-npmnHTEpam no nNpoToKoy
SMB/CIFS.
cifs MNoakntoueHme K cnyxbée ¢pannos u
npuHTepoB Windows.
vpn-dlna MoakntoueHne K DLNA ana TyHHeneih PPTP,
L2TP/IPSec, SSTP.
ftp MNMoakntoveHvie K BCTpoeHHoMy FTP-cepsepy.
ipsec-xauth MoaxkntoueHre K BCTPOEHHOMY
IPsec/XAuth-cepBepy.
ipsec-12tp MoaxknoueHre K BCTPOEHHOMY
L2TP/IPSec-cepBepy.
opt JocTyn K cepBuCcam nog ynpasneHnsm
OptWare.
sftp Joctyn K dainoBomy cepepy SFTP.
sstp MoaknoYeHme K BCTPOEHHOMY
SSTP-cepBepy.
torrent Bxog B nHTepdelic ynpaBieHus KINEHTOM
dalinoobmeHHbIX ceTein BitTorrent.
vpn MoaknoveHme K BCTPOEHHOMY
PPTP-cepBepy.
webdav Joctyn K dainosomy cepeepy WebDAV.
Mpumep (config-user)> tag cli

Core::Authenticator: User "admin" tagged with "cli".

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

507



naBa 3 OnncaHme KoMaHp,

UcTopuns nameHeHuii

(config-user)> tag readonly
Core::Authenticator: User "my" tagged with "readonly".

(config-user)> tag http-proxy
Core::Authenticator: User "admin" tagged with "http-proxy".

(config-user)> tag http
Core::Authenticator: User "admin" tagged with "http".

(config-user)> tag afp
Core::Authenticator: User "test" tagged with "afp".

(config-user)> tag printers
Core::Authenticator: User "admin" tagged with "printers".

(config-user)> tag cifs
Core::Authenticator: User "admin" tagged with "cifs".

(config-user)> tag vpn-dlna
Core::Authenticator: User "enpa" tagged with "vpn-dlna".

(config-user)> tag ftp
Core::Authenticator: User "admin" tagged with "ftp".

(config-user)> tag ipsec-xauth
Core::Authenticator: User "admin" tagged with "ipsec-xauth".

(config-user)> tag ipsec-12tp
Core::Authenticator: User "admin" tagged with "ipsec-12tp".

(config-user)> tag opt
Core::Authenticator: User "admin" tagged with "opt".

(config-user)> tag sftp
Core::Authenticator: User "test" tagged with "sftp".

(config-user)> tag sstp
Core::Authenticator: User "admin" tagged with "sstp".

(config-user)> tag torrent
Core::Authenticator: User "admin" tagged with "torrent".

(config-user)> tag vpn
Core::Authenticator: User "admin" tagged with "vpn".

(config-user)> tag webdav
Core::Authenticator: User "test" tagged with "webdav".

(config-user)> no tag readonly

Core::Authenticator: User "admin": "readonly" tag deleted.
Bepcus OnucaHve

2.00 [JobaeneHa KomaHza user tag

2.04 [JlobaBneHa meTka vpn.
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naBa 3 OnncaHme KOMaHA,

2.06 JobasneHbl MeTKM opt 1 ipsec-xauth.

2.10 [JobaeneHa meTka http-proxy.

2.1 [JlobaBneHa meTka ipsec-12tp.

2.12 [JobaBneHa meTka sstp.

3.04 Job6asneHbl MeTkM vpn-dina, sftp n webdav.
3.142 vpn-server
OnucaHwue JocTtyn K rpynne KomaHa Ana HacTpoliky napameTpoB cepsepa VPN.
Mpe¢ukc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (vpn-server)

Cunoncnc (config)> vpn-server
VICTOleﬂ N3MeHeHU Bepcmﬂ onucaHvie
2.04 JobaBneHa KOMaHza vpn-server.

3.142.1 vpn-server dhcp route

OnucaHwue Ha3HaunTb MapLupyT, nepegaBaemblii Yepes coobuieHns DHCP INFORM,
kKnneHtam VPN-cepsepa.

KomaHza ¢ nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yieT OTMEHEHO NoJyYeHre BCexX
MapLUpyTOB.

Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  dhcp route «address» anask»
(vpn-server)> no dhcp route [ «address» anasks ]
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-appec Ajfpec ceTeBOro KaneHTa.
mask IP-macka Macka ceTeBoro knmeHTa. CyllecTByeT ABa

cnocoba BBOJA MacKW: B KAHOHNYECKO
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naBa 3 OnncaHme KoMaHp,

Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HauyeHue

OnucaHue

dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbLI NpeduKkca (Hanpumep, /24).

(vpn-server)> dhcp route 192.168.2.0/24

VpnServer: :Manager: Added
192.168.2.0/255.255.255.0

DHCP INFORM route to »

(vpn-server)> no dhcp route
VpnServer: :Manager: Cleared DHCP INFORM routes.

Bepcus OnucaHve

2.12 [Jlo6aBneHa komaHaa vpn-server dhcp route.

3.142.2 vpn-server interface

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn

CesasaTtb cepBep VPN ¢ ykazaHHbIM MHTepdencom.

KomaHza c npedurkcomM no paspbiBaeT CBsA3b.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuHoncumc

AprymeHThl

Mpumep

(vpn-server)> no interface

(vpn-server)>  interface <interfaces

AprymeHT |3HauyeHue

OnucaHue

interface |Wmsa uHTepgeiica|llonHoe nMs HTepderica Nan NCeBAOHMM.

Cnncok AOCTYMHbIX NHTePhEnCcoB MOXHO
yBUAETb C MOMOLLbI0 KOMaHAbl interface
[Tabl.

(vpn-server)> interface [Tab]

Usage template:

interface {interface}

Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
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naBa 3 OnncaHme KOMaHA,

WifiMaster@/AccessPoint0
AccessPoint

(vpn-server)> interface FastEthernet0/Vlanl
VpnServer: :Manager: Bound to FastEthernet®/Vlianl

(vpn-server)> no interface
VpnServer::Manager: Reset interface binding.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 JlobaBneHa koMmaHaa vpn-server interface.

3.142.3 vpn-server ipvécp

OnucaHwue Brntounte nogaepxky IPv6. Ans kaxxaoro VPN-cepsepa cozaatotcss DHCP-niynbl
IPv6. Mo ymMonyaHuo HacTpoika OTKOYeHa.

KomaHga ¢ npedumkcom no oTkarouaeT nogaepxky IPve.
Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (vpn-server)>  ipvécp

I (vpn-server)> no ipvécp

Mpumep (vpn-server)> ipvécp
VpnServer: :Manager: IPv6 control protocol enabled.

(vpn-server)> no ipvécp
VpnServer::Manager: IPv6 control protocol disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.00 JobaBneHa KoMaHAa vpn-server ipvécp.

3.142.4 vpn-server Icp echo

OnucaHue OnpegennTb NpaBuaa TecTupoBaHus PPTP-nogkntoveHunin cpegcreamu LCP
echo.

KomaHpaa ¢ npedurkcom no oTkntovaet LCP echo.
Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KoMaHp,

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (vpn-server)>  lcp echo <intervals> <«count> [adaptive]
(vpn-server)>no lcp echo
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
interval Uenoe WNHTepBan mexay otnpaskamu LCP echo, B
unco cekyHAax. Ecnim B TeueHme yka3aHHOro
NHTepBasa BpeMeH OT YAaNeHHOW CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
OTrMpaBfieH Takol 3anpoc C OXUAaHMEM OTBEeTa
LCP reply.
count Uenoe KonnuectBo oTnpaBneHHbIX NOAPAA 3anpocoB
ynucso LCP echo Ha KoTopble He 6bl1 NoNyYeH oTBeT
LCP reply. Ecnu count 3anpocoB LCP echo
oCTanucb 6e3 oTBeTa, coenHeHne byaeT
pa3opBaHo.
adaptive Knwuesoe |Pppd 6yaeT oTnpasnaTe 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, eCnu OT y4alleHHOro y3na
HeT Tpaduka.
Mpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
VICTOleﬂ n3MeHeHuiA Bepc”ﬂ onucaHvie

2.06 JobasneHa KomaHaa vpn-server lcp echo.

3.142.5 vpn-server lockout-policy

OnucaHue 3asaTb NapamMeTpbl OTCIEXVBAHWA NOMNbITOK BTOPXEHWs NyTéM nepebopa
naponein VPN-cepsepa. Mo ymonyaHuo GyHKLUMSA BKAOYEHaA.

KomaHga ¢ npedunkcom no oTkIouYaeT obHapyXeHue nogoopa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncuc (vpn-server)>  vpn-server lockout-policy <threshold [«durations

[<observation-window]]

I (vpn-server)> no vpn-server lockout-policy
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
threshold Lenoe Konnuectso HeyAauHbIX MOMbITOK BXOAA
ynucsio B cuctemy. o no ymonyaHuio
yCTaHOB/IEHO 3HaveHue 5.
duration Lenoe MpoAo/KMTeNbHOCTL 3arpeTa
Yucso aBTOpU3aLMKM AN yKasaHHoro IP-agpeca

B MUHYyTax. [10 yMO/n4aHMIO yCTaHOBNEHO
3Ha4eHue 15.

observation-window (lesnoe MpoAoMKNTENBHOCTL HabNAEH WA 33
4ynucso NoA03pUTEeNbHOM aKTUBHOCTBIO B
MuHYyTax. Mo ymoi4aHnto ycTaHoOB/IeHO
3HayeHue 3.
Npumep (vpn-server)> lockout-policy 10 30 2

VpnServer: :Manager: Bruteforce detection is reconfigured.

(vpn-server)> no lockout-policy
VpnServer: :Manager: Bruteforce detection is disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 Job6asneHa koMmaHaa vpn-server lockout-policy.

3.142.6 vpn-server mppe

OnucaHwue YcTaHOBUTb pexunm ans wndposaHus MPPE. [0 yMOAYaHNIO MCNO/b3yeTCs
KU AnnHoM 40 6umT.

KomaHga ¢ npedrkcom no oTKAYaeT BblIOpaHHbIV pexnm.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  mppe @ode»
(vpn-server)> no mppe node»
AprymeHTbI AprymeHT 3HaueHme |OnucaHue
mode 40 AnvHa knova wugposaHmns 40 6UT.
128 AnnHa kntova wndposaHusa 128 6uT.
Mpumep (vpn-server)> mppe 40

VpnServer::Manager: Set encryption 40.
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naBa 3 OnncaHme KoMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa KoOmaHAa vpn-server mppe.

3.142.7 vpn-server mppe-optional

OnucaHune BkntounTs wnpposaHue MPPE.

KomaHga ¢ npepurkcom no oTkato4aeT WwudposBaHume.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

Cunoncnc I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional
Mpumep (vpn-server)> mppe-optional

VpnServer: :Manager: Unencrypted connections enabled.
WcTopusa nsmeHeHuim Bepcus onwvcaHve

2.04 JobasneHa KOMaHAa vpn-server mppe-optional.

3.142.8 vpn-server mru

OnucaHue YcraHoBUTL 3HaveHue MRU koTopoe byaeTt nepeaaHo PPTP-cepsepy. Mo
YMOJIYaHUIO NCMNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednkcom no ycTaHaB/AIMBAET 3HAaUEHME MO YMOAYAHUNIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (vpn-server)>  mru walue»
(vpn-server)> no mru

AprymeHTbl AprymeHT [3HaueHne |OnucaHune
value Uenoe uucno |MRU3HayeHne

Mpumep (vpn-server)> mru 200

VpnServer::Manager: mru set to 200.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 [JlobaeneHa KOmaHAa vpn-server mru.

3.142.9 vpn-server mtu

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcTaHOBUTbL 3HaveHue MTU, koTopoe byaeT nepeaaHo PPTP-cepeepy. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 1350.

KomaHga ¢ npednKcom no ycTaHaBAMBAET 3HAUYEHMe MO YMOYaHUIO.
Ja

Ja

Het

(vpn-server)>  mtu walue»

(vpn-server)> no mtu

AprymeHT |3HauyeHue OnucaHve

value UYenoe uucro |3HaueHue MTU. MoxeT NpUHUMAaTb 3HaYeHns
oT 128 po 1500 BKAKOUNTENBHO.

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus OnucaHve

2.04 [JlobasneHa KomaHza vpn-server mtu.

3.142.10 vpn-server multi-login

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CviHoncuc

PaspewunTtb nogxntoveHme K cepsepy VPN Heckonbkux nosib3oBaTteneil ¢
OfHOro aKKayHTa.

KomMaHga ¢ npeprKcoM No OTK/HYAET 3Ty BO3MOXHOCTb.
Ja

Ja

Het

I(vpn-server)> multi-login

I (vpn-server)> no multi-login
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naBa 3 OnncaHme KoMaHp,

NMpumep (vpn-server)> multi-login
VpnServer: :Manager: multi login enabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

2.04 JobasneHa komaHaa vpn-server multi-login.

3.142.11 vpn-server pool-range

OnucaHue HasHaunTb Nyn agpecoB A/1s KINEHTOB, NoAkntovaroLmxca kK cepsepy VPN.
KomaHga ¢ npedumkcom no yganset nyn.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (vpn-server)>  pool-range <begim [«size]
(vpn-server)> no pool-range
AprymeHTbI AprymMeHT |3HaueHue |OnucaHue
begin IP-agpec |HadanbHbIi agpec nyna.
size Yenoe Pasmep nyna. MoxeT NpUHMMaTh 3HayYeHVsa B
yucro AvianasoHe oT 1 fo 64 BkntounTenbHo. Ecnm
pa3mep He ykasaH, OH orpejensieTcs
aBTOMaTU4YeCcKU B 3aBMCUMOCTY OT YCTPOMCTBA.
Mpumep (vpn-server)> pool-range 172.168.1.22 20
VpnServer: :Manager: Configured pool range 172.168.1.22 to »
172.168.1.41.
(vpn-server)> no pool-range
VpnServer: :Manager: Reset pool range.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KkoMmaHga vpn-server pool-range.

3.142.12 vpn-server static-ip

OnucaHune HasHaunTb IP-agpec nonb3oBaTento. Monb3oBaTeNb B CUCTEME JO/MKEH METb
MeTKy vpn.

KomaHaa ¢ npeprkcom no yaanseT npuBs3ky.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (vpn-server)>  static-ip name> <address»

(vpn-server)> no static-ip name>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name CTtpoka JlorvH.

address IP-agpec HasHauaemsblin IP-agpec.

Mpumep (vpn-server)> static-ip test 172.16.1.35
VpnServer: :Manager: Static IP 172.16.1.35 assigned to user "test".

(vpn-server)> static-ip test
VpnServer: :Manager: Static IP address removed for user "test".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.04 [JlobaBneHa KoMaHAa vpn-server static-ip.

3.143 yandexdns

OnucaHwue JocTtyn B rpynny KoMaHa Ans HacTporiku npodunein Yondex.DNS.
Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiiA BBog Het

BxoxxgeHue B rpynny (yandexdns)

CunHoncuc (config)> yandexdns
UcTopusa nsmeHeHnim Bepcus onucaHuve
2.01 Jlo6aBneHa komaHza yandexdns.

3.143.1 yandexdns assign

OnucaHune HasHaunTb TMNbI 418 XOCTOB. 10 yMONYaHWIO AN BCEX XOCTOB MUCMOJIb3yeTcs
TMn safe. default MoxeT 6bITb Ha3HaYeH TONbLKO OAHOMY XOCTY.

KomaHga ¢ I'Ipe(bI/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.
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naBa 3 OnncaHme KoMaHp,

Mpedukc no

MeHsieT HaCTpoWiKKn

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

AprymeHTsl

UcTopuns nameHeHuii

(yandexdns)>  assign [ <host» ] «type>

(yandexdns)> no assign [ <hosts ]

AprymeHT 3HayeHne |OnucaHue

host MAC-agpec |XOCT, K KOTOPOMY MpUMeHsaeTca T1n
dunnbTpaumn. Ecnm He ykasaH, Tmn
MPUMeEHSAETCH KO BCEM XOCTaM.

type default PunbTpaumsa He NCMNob3yeTcs.

safe 3aLumTa oT BpeJOHOCHbIX U
MOLLUEHHNYECKNX CaNTOoB.

family 3aKpbIT JOCTYM K BPEAOHOCHBLIM U
MOLUEHHWNYECKNM caiTaM, a Takxe K
pecypcam A5 B3pOC/ibIX.

Bepcus OnucaHve

2.01 JobasneHa komaHaa yandexdns assign.

3.143.2 yandexdns check-availability

OnucaHune
Mpe¢ukc no

MeHsieT HacTpoWiKKn

MpoBepuTb AOCTYNHOCTb CNyX6bl Yandex.DNS.
HeTt

Het

MHorokpaTtHbiiA BBog, Het

CviHoncmc

Mpumep

UcTopuns nameHeHuii

I(yandexdns)> check-availability

(yandexdns)> check-availability

available
Bepcus OnucaHve
2.06 Jlo6aBneHa komaHaa yandexdns check-availability.

3.143.3 yandexdns enable

OnucaHwne

3anycTnTb cnyxey Yandex.DNS.
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naBa 3 OnncaHme KOMaHA,

KomaHaa ¢ npeprkCcomM no oCTaHaBNMBAET CyXO6y.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (yandexdns)>  enable

I (yandexdns)> no enable
Mpumep (yandexdns)> enable

YandexDns::Client: Yandex DNS is enabled.
MCTOpMﬂ N3MeHeHUn Bepc”ﬂ onvicaHue

2.01 JobasneHa komaHaa yandexdns enable.
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naBa 3 OnncaHme KoMaHp,
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noccapwin

Address and Control Field
Compression

Address Resolution Protocol

AdGuard DNS

Airtime Fairness

Automatic Certificate
Management Environment

Band Steering

[noccapui

LCP HacTpoiika, obecneynBatoLlas cxaTue noneii Address u Control
KaHaNbHOro ypoBHS.

NPOTOKOJ onpejeneHuns agpeca, NPOTOKON KaHaNbHOro YPOBHS,
npegHa3HaveHHbIV Ana onpegeneHns MAC-agpeca no n3BecTHOMY
IP-agpecy. Hanbonbluee pacnpocTpaHeHve 3STOT NPOTOKO NOAYYn
6narofaps noBcemMecTHOCTU ceTeid IP, nocTpoeHHbIX nosepx Ethernet,
MockoJsibKy npaktnyecku B 100% cnyyaes npu TaKOM coyeTaHumn
ncnonb3yetcs ARP. MNpeobpa3oBaHuve afpecoB BbIMOIHAETCS MyTem
novcka B Tabnuue, Tak HasbiBaeMoil ARP-Tabnnue. OHa cogepxuT
CTPOKM AN5 KaXAOro y31a ceTu. B AByx ctonbuax cogepxatcs IP- 1
Ethernet-agpeca. Ecnn TpebyeTtca npeobpasoBath IP-agpec B
Ethernet-agpec, To vLLeTCA 3aNnCb C COOTBETCTBYOLWNM IP-agpecom.

cepeuc AdGuard ansa 3aWwmThl JoMalLHel ceTn. ObecneymBaeT Tpu
pexunma 3alnTbl:

+ be3 punbTpauunK: 3aLMTa He NCNOb3YeTCs;
* be3 peknambl: 610KMPOBKa peknaMbl, TPEKUHIa U GULLNHTa;

+ CemeiHbI: 610KMpPOBKa pek/iaMbl, TPeKMHra, GULLINHIG, CaliTOB ANs
B3pOC/bIX, @ TakXke 6e3onacHbI MonCK B 6pay3epe.

3TO TeXHONOrsi, NpeAHa3HauYeHHas A/ NOBbILLEHWS 06LLel
NPOV3BOANTENBLHOCTM 6€CNPOBOAHON CETU NYTEM peLLeHNs Npobaembl
C MeZANeHHbIMUN KAMeHTaMW. Mpur BbICOKON aKTUBHOCTU MeZ/1IeHHbIX
yCTPOIiCTB, NponyckHas cnoco6HocTb Wi-Fi ceTn cHxkaeTcs. YTobbl
BbICTPLIM K/IMEHTAM He MPUXOANIOCH XAaTb OHepean Ha nepesady
AAHHBIX, TexHonorus Airtime Fairness orpaHMUMBaeT CeaHc CBA3M C
KIMEHTCKUM YCTPOCTBOM HE KOIMYECTBOM MakKeToB, @ BPEMEHEM NX
nepegauun.

ABNAETCA KOMMYHUKALMOHHBIM NPOTOKOJIOM A1 aBTOMaT13aLmnm
B3aVMMOAENCTBUIA MeXxay opraHamu cepTudunkaLmmn 1 Beb-cepeepamMm
CBOUX MoNb30BaTeell, N03BOSAA aBTOMaTNYeCcKoe pasBepTbiBaHNe
VHPPACTPYKTYPbl OTKPLITLIX KAKO4Yel No 04eHb HU3KOM LeHe. OH 6bin
pa3pabotaH Internet Security Research Group (ISRG) ans cBoeii cnyx6bl
wurposaHus Let's Encrypt.

3TO PyHKLMSA, KOTOpas NobyxaaeT 6ecnpoBoHbIE KINEHTHI C
NOAAEPXKOWN ABYX AMANa30HOB NOAKIUYATLCS K MeHee
nepenonHeHHon cetn 5 Iy, 1 octaBnATb ceTb 2,4 [TL AOCTynHOW AN
TexX K/IMEeHTOB, KOTOpPbIe NoAAepXMBatoT TONbKO 2,4 [T, Takm
06pasom, nponsBoamTenbHOCTL Wi-Fi MOXET 6bITh ynyulleHa A5t BCexX
KJINEHTOB.
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lnoccapui

Challenge-Handshake
Authentication Protocol

Change of Authorization

Cloudflare DNS

Command Line Interface

Compression Control
Protocol
Dead Peer Detection

Device Privacy Notice

DHCP

DHCP-server

LUIMPOKO PaCrpOCTPaHEHHbI anropmMTM NPOBEPKN NOANHHOCTH,
npesycMaTpuBaroLLMiA Nepejady He CaMOro Napons Noab3oBaTensd, a
KOCBEHHBbIX CBeAeHu 0 HEM. CHAP aBnsieTcs 6onee 6e30mnacHbIM
MeToAoM, Yem Password Authentication Protocol.

MeXaHW3M AN U3MeHEeHWs aTpnbyToB ceaHca ayTeHTUduKaumm u
asTopu3auunm RADIUS. MNo3BonseT HaCTPOUTb YXXe akKTUBHbIA ceaHc
KNVeHTa.

3710 ycnyra komnaHum Cloudflare no 3awmte gomaluHen ceTu.
ObecneurBaeT TpM peXxXmnma 3aLunThbl:

+ default: 3awuTa oTKNAOUEHS;
+ standard: 6e3onacHbiii DNS, 6e3 610KnpoBKY;
* malware: 6noknpoBKka BpeOHOCHbIX MPOrpamm;

+ family: 6noknpoBKa BpeAOHOCHbIX MPOrpaMm 1 CaliToB AN B3POC/IbIX.

NHTepdeinc KOMaHAHOM CTPOKM, Pa3HOBUAHOCTb TEKCTOBOMO

NHTepdeiica Mexay YenoBekoM 1 KOMMbOTEPOM, B KOTOPOM

WNHCTPYKLUMN KOMMbIOTEPY AAOTCS B OCHOBHOM MyTEM BBOZAA C
KNnaBMaTypbl TEKCTOBbIX CTPOK (KOMaHZ). TakxKe N3BeCTeH Mo
Ha3BaHWEeM KOHCO/b.

NCNonb3yeTca Ana yCTaHOBKU U HaCTpOI‘/JIKI/I alropmnTMoB OKaTnA JaHHbIX
Ha PPP.

3TO MeTOoA, I/ICI'IOJ'Ib3yEMbII7I ceTeBbIM yCTpOVICTB&MI/I ANA NpoBepKn
cywiecTtBoBaHMA U AOCTYNMHOCTUN APYTrNX CETEBbLIX yCTpOI‘;ICTB.

3TO NONIOXEeHWe 0 KOHOUAEHLMaNbLHOCTN yCTporicTBa Keenetic npu
06paboTke JaHHbIX.

NMPOTOKON AMHAMNUECKO KOHPUTYpaLIMK y3/1a, 3TO CETEBOW NPOTOKOS,
NO3BONSOLWNIA KOMMNbIOTEPaM aBTOMaTUYeckn nonyyateb IP-agpec n
Apyrvie napameTpbl, HeobxoanMble aaa paboTbl B ceT TCP/IP. laHHbI
NPOTOKON paboTaeT Mo MOAENU «K/IMEHT-CepBep». 119 aBTOMaTU4eCKomn
KOHGUrypauum KOMMboTep-KAMeHT Ha 3Tane KOHPUrypaumy ceTeBoro
yCTpoMcTBa obpaLlaeTcs K Tak Ha3biBaeMomy cepepy DHCP, u
NONyYaeT OT Hero Hy>XKHble NnapamMmeTpsl. CeTeBOM agMUHUCTPATOP
MOXeT 3a/laTb AMara3oH aJpecos, pacrnpejefisieMbliX CEpBepoM cpeau
KOMMbKOTEPOB. 3TO NO3BOJIAET U36eXaTb PYUHOM HACTPOMKN
KOMMbIOTEPOB CETU 1 YMeHbLUaeT KOAM4YecTBO owmnboK. MpoTokon
DHCP ncnonb3yetcs B 6onbLumHcTBe ceTeld TCP/IP.

DHCP-cepBep ynpasnsieT nynom IP-agpecos 1 nHbopmaumein o
KOHGUIypaLmnm KANeHTCKUX NapaMeTpoB, TakMX Kak LLUA03 Mo
YMONYaHUIO, JOMEHHOE VMS, CepBep NMEH, ApPYrX cepBepoB, Takmnx
Kak cepBep BpeMeHu 1 Tak ganee. [onyyunB KOPPeEKTHbIN 3anpoc,
cepBep BblAaeT KoMmnbloTepy IP-agpec, apeHay (MPoMeXXyToK BpeMeHU,
B TeyeHue KkoToporo IP-agpec geiicTBuTeNeH) U Apyrne HacTpoeyHble
napameTpsbl IP, Takme Kak Macka NoAceTy 1 L3 No yMONYaHuo. B
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noccapwin

3aBUCKMOCTM OT peann3aunm, DHCP-cepeep MOXeET UMeTb TP MeToa
Ha3HauyeHws IP-agpecos:

+ duHamuyeckoe pacnpedeseHue: CeTeBO aAMUHUCTPATOP Ha3HayaeT
onpegeneHHbln AnanasoH IP-agpecos ans DHCP, n kaxabii
K/IMEHTCKWIA KOMMbIOTep B IOKaNbHOW CeTW HacTpOeH 3anpalunBeaTb
IP-agpeca ot DHCP-cepBepa npuv nHnumanmsaumm cetu. Npouecc
3anpoca v npejocTaBAeHns NCNOob3yeT NPUHLMM apeHibl Ha
onpegeneHHbIn cpok, no3sonss DHCP-cepeepy Bo3BpaLLath (1 3aTem
nepepacnpegensts) IP-agpeca, KoTopble He 06HOBASIOTCS.

« aemomamuyeckoe pacnpedeneHue: DHCP-cepBep Ha NOCTOsIHHOe
MCNONb30BaHWe BbigeNseT NPOM3BO/bHbIN CBO6OAHBIV IP-agpec 13
onpeAenéHHOro aiMMHNCTPATOPOM AManasoHa. 3ToT cnocob
aHanorvyeH AnMHammn4eckoMy pacrnpegeneruto, Ho DHCP-cepBep
XPaHWT TabNULYy NPOLLbIX Ha3HauYeHW IP-agpeca, Tak YTo OH CKopee
BCEro HasHa4unT KNMEeHTY TOT Xe IP-agpec, YTo 1 paHbLue.

« cmamuyeckoe pacnpedeneHue: Cepsep DHCP BbigensieT IP-agpeca
Ha ocHoBe Tabnnupl ¢ napamn MAC/IP-agpecos, KoTopeble
3aMoJIHAKTCA BPYUHYH (BO3MOXHO, CETEBbLIM aAMUHVCTPAaTOPOM).
IP-appeca byayT BblAENATLCSA TONLKO ANSA KMEHTOB, b MAC-aapeca
yKa3aHbl B 3TOM Tabauue. 3Ta GyHKUMA (KOTopas NojAepXnBaeTcs
He BceMu cepBepamm DHCP) Takxe HasbiBaeTcs CTaTnyeckum
HazHaueHnem DHCP (DD-WRT), ¢uKcrpoBaHHbIM agpecom (no
aokymeHTauum dhcpd), pesepBupoBaHunem agpeca (Netgear),
PesepBupoBaHune DHCP nnu Ctatuyecknii DHCP (Cisco/Linksys) n
PesepsuposaHue IP nan MAC/IP npuBsska (MponsBoAnTensiMu
PasAnNYHbIX APYriX MapLUpyTN3aToOpPoOB).

Diffie-Hellman 3TO0 YacTb IKE NpoTOoKoAa, MO3BOASAIOLLANA ABYM 1 6oflee CTOpOHaM
NONYYUTb OOLLUIA CEKPETHbLIN KNHOY, NCMONb3YSA He3allULLEeHHbIA OT
NPOCYLUNBaHWA KaHan cBsi3u. MNoly4eHHbIn IPsec KoY NCMonb3yeTcs
ANa WndpoBaHNS AaNbHelLero o6MeHa ¢ MOMOLLbHO airopuTMOB
CUMMETPUYHOrO WndpoBaHKUA.

DLNA CTaHAAPT, MO3BONAOLLMIA COBMECTVMBIM YCTPOMCTBAM NepejaBaThb U
NPUHMMATL NO AOMALLHEN CeTU Pa3/INYHbIA Mena-KOHTEHT
(n306pakeHNs], My3bIKy, BUAEO), @ Tak)Xe 0TObpaxaTb ero B pexvme
peasibHOro BpeMeHu. 3T0 TEXHOOMNA AN COeANHEHMS JOMALLHMX
KOMMbOTEPOB, MOBUBHbIX TeNepOHOB, HOYTOYKOB 1 6bITOBOWA
3N1eKTPOHUKWN B e4MNHYI0 LMPPOBYHO CeTb. YCTPONCTBA, KOTOpble
nogaepxmBatoT cneundurkaymo DLNA, no xxenaHWto nonb3oBaTens
MOTYT HaCTPamBaTbCsA N 06 beANHATLCA B AOMALLIHION CeTb B
aBTOMAaTUYECKOM pexume.

Domain Name System CUCTEMA JOMEHHbBIX MMEH, KOMMbIOTEPHAs pacrpeienéHHas cuctema
ANsi noNyyYeHns nHbopMaLmm o JoMeHax. Yallle BCero Ucnosb3yeTcs
ANst nonyyeHus IP-agpeca no MMeHM XocTa (KoMnbloTepa nam
yCTpOIiCTBa), NoNyYeHUs MHGOPMaLMN O MapLLpPYTU3aLUK NOYThI,
06CNYXMBAKOLLMX Y3N1aX A/ MPOTOKO/OB B JOMEHe.

DNS nosepx HTTPS cMcTeMa AOMEHHbIX MeH, KOMMbloTepHasa pacrnpejeneHHas cuctema
ANs nosyvyeHna nHopmMaLmm o JoMeHax C UCNoib30BaHNEM
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DNS nosepx TLS

DNS rebinding

Encapsulating Security
Payload

End-user license agreement

Fast Transition

Fully Qualified Domain
Name

Full Cone NAT

Generic Routing
Encapsulation

! https://tools.ietf.org/html/rfc8484
2 https://tools.ietf.org/html/rfc7858
3 https://tools.ietf.org/html/rfc8310

6e3onacHo nepefaun AaHHbIX MEXAY y31aMu ceTu VIHTepHeT no
rnpotokony HTTPS. 3ToT MeToZ 3ak/ito4aeTcs B NOBbILWIEHNN
KOHPUAEHLMANbHOCTM 1 6€30MacHOCTY MoJib30BaTeNell NyTemM
npeAoTBPaLLEeHMs NPOCAYLINBAHUA N MAHUMNYINPOBAHUSA AAHHBIMU
DNS c nomoLupbto atak TMna "man-in-the-middle". CtaHgapT onucaH B
RFC 8484,

CYCTeMa AOMEHHbIX VIMEH, KOMMbIOTepHasa pacrnpegeneHHas cmcrema
Ans nony4veHns MHGopMaLMm 0 AOMEHax C UCMOAb30BaHNEM
6e3onacHomn nepep,iatwl p,aHHblx3|vle>K,qy NHTepHeT-y3namn. CtaHgapT
onucaH B RFC 7858 n RFC 8310°.

dopma KoMMNbIOTEpHOW aTaku Ha Beb-cepBuUChl. B faHHO aTake
BpeJOHOCHas Beb-CTpaHMLa 3acTaBnseT bpaysep rnocetutens
3anycTUTb CKPUNT, 06paLLAloLLMIACA K APYTUM CaillTaM U CepBrCcaMm.
ATaka MOXeT 6bITb NCNOb30BaHa A5 MPOHUKHOBEHUS B JIOKaNbHble
CeTu, Korja aTakyoLmnii 3acTaBnseT Beb-6pay3ep xXepTBbl 06paLLaThcs
K yCTPOWCTBaM MO YacTHbIM (MpvBaTHbIM) IP-agpecam v Bo3Bpawatb
pe3ynbTaThl 3TUX ObpaLLeHMiA aTakytoLlemy. Takxke ataka MoxeT
MCNONb30BaThCA A5 TOrO, YTOOLI MopaXaeMsblil 6pay3ep BbINOAHSAN
OTNpaBKy cnamMa Ha Beb-caliThbl, 1 Ans DDOS-aTak v Apyrnx
BPeAOHOCHbIX AeAHUIA.

3TO YacTb Habopa NpoTokonoB IPsec. B IPSec oH obecneunBaet
MOA/IMIHHOCTb MPOUCXOXAEHUS, LLe/IOCTHOCTb W 3aLnTy
KOHPUAEHLMANBHOCTY MakeToB.

ABNAETCA pnNagn4eckmm 4oroBopomM Mexagy aBTopom nporpaMMmHOro
obecneyeHus nnun n3gartenem N nonbsoBaTtesieM 3TOro NPUIOKeHNA.

3TO HOBad KOHUeNnumna poyMmmnHra, Korga Ha4dasibHoe rnoarsepxageHume
MOAK/IHOYEHUST K HOBOW TOUKe AO0CTYyrMa BbIMNO/JIHAETCA AaXKe npexje
UeM KJIMEHT MOAK/TIUYNTCSA K 3TON TOUKe A0CTyna.

VMS OMEHa, He nMetoLLiee HeO4HO3HAYHOCTEN B onpeAeneHun.
BrntouaeT B ceba MMeHa BcexX poanTeNbCKMX AOMEHOB nepapxmm
Domain Name System.

Takke Ctatnyeckunii NAT, NAT ogviH K o4HOMY, NepeajpecaL s nopToB

3TO eANHCTBEHHbIN TUMN NAT, B KOTOPOM MOPT NOCTOSAHHO OTKPbLIT U
pa3peLlaeT BXoAsLLMe CoeAnHEHMA ¢ 1loboro BHelwHero y3na. Full
Cone NAT conocTtaBnseT ny6nnyHei IP-agpec v nopt c IP-agpecom n
NOPTOM NOKaJIbHON ceTu. JTI60 BHELLHWIA XOCT MOXEeT OTNPaBAsATb
AaHHble Ha IP-aZpec nokanbHOM CeTy Yepes COOTBETCTBYIOLLNA eMy
IP-agpec n nopt NAT. OTNpaBuTb AaHHbIE Yepes 4pYyroi NopT He
nonyuntcsa. Cratnvecknii NAT Heo6xoAMM, KOria ceTeBoe yCTPOMCTBO
B YaCTHOW CeTW JOMKHO 6bITb JOCTYMNHO U3 VIHTepHeTa.

NMPOTOKOJ1 TYHHE/IMPOBAHMS CETEBLIX MAKETOB, Pa3paboTaHHbIN
KomnaHwen Cisco Systems. Ero ocHOBHOe Ha3sHayeHne —
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Hash Message
Authentication Code

NpemMnoTeHTHOCTb

Inter-Access Point Protocol

Internet Control Message
Protocol

Internet Group
Management Protocol

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

VHKaNcynaums nakeTos CeTeBOro ypoBHs cetesoin mogenn OSI B IP
rnakeThl.

OAVIH N3 MEXaHN3MOB NPOBEPKN LLeN0CTHOCTU NHPOpMaLUK,
NO3BONAOLLMIA rapaHTUPOBATL TO, UTO AAaHHbIe, MepeAaBaemble UIn
XPaHALLMECs B HEHAAEXHO cpese, He 6bIV U3MEHEHbI MOCTOPOHHVIMM
nvuamu.

CBOWCTBO MaTeMaTMYeCKoro 06bLeKTa, KOTOpPOE NPOABIAETCA B TOM,
4YTO NOBTOPHOE AeNCTBME Haj 06EKTOM He U3MEHSIET ero.

NMPOTOKOJ1 06MeHa CnyxxebHo nHopmaLmen ana nepesadum AaHHbIX
MeXAy ToUuKamu A0oCTyna. JaHHbI NPOTOKON ABASETCS
pekoMeHzaLmel, KOTopas OnNucbiBaeT Heobs3aTeIbHOE pacLLUMpeHMe
IEEE 802.11, obecneurBaroLlee 6eCnpoBOAHYH TOUKY AOCTyMNa ANS
KOMMYHVKaLMN MeXAy CUCTEMAMU Pa3HbIX MPON3BOAUTENEN.

NPOTOKO/ MeXCeTeBbIX YNPaBAAOLLNX COO6LLEHNIA, CeTeBOV MPOTOKOS,
BXOZALLWI B cTek npoTokosioB TCP/IP. B ocHoBHOM ICMP ncnonb3yeTcs
ANS nepegayn coobLieHnin 06 owmbKax N APYrux NCKIHUNTENbHBIX
CUTYaLUAX, BOSHUKLLMNX MPY nepejade JaHHbIX, HAanpumMep,
3anpallvBaemas ycnyra HefoCTynHa, Uan XocT, Wi MapLupyTn3aTop
He oTBeyaroT. Takxe Ha ICMP Bo3nararoTcs HEKOTOpPble CePBHCHbIE

byHKUNN.

3TO MHTEPHET-NPOTOKON, KOTOPbIA 0becrneyrBaeT BOSMOXHOCTb
KOMIMbIOTEpY COO6LLUNTL O CBOE MPUHAANEXHOCTU K rpynne paccbiikm
Ha coceiHVe MapLUpyTr3aTopsl. [pynnosas paccblika No3BosiseT
OAHOMY KOMMbIOTEPY MO VHTEPHETY PACCbIaTb KOHTEHT 4PYrM
KOMMblOTEPAM, 3aNHTEPEeCcOBaHHbLIM B MOJYyYEHNIN PACChIIKA.
IpynnoBas paccblika MOXeT 6bITb UCMONb30BaHa B TaKNX CAyYasX,
Kak 06HOB/eHWe afpecHbIX KHUT Monb3oBaTeneri MObUNbHbIX
KOMIMbIOTEPOB, paccbiiika NHGOPMAaLMOHHLIX 6loNneTeHel nNo
KOMnaHuu, 1 "a¢mpHoe BelaHre" LWNPOKOMONAOCHbLIX MPOrpaMm
MOTOKOBOro MyJibTUMeANa A5 ayANTOPUM, KOTopas "HacTpownnack"
Ha nonyyeHwue rpyrnoBow paccolnku.

3TO CTaHAApPTHbIV NpoToko IPsec, ncnonb3yembix AN obecrneyeHns
6e30MacHOCTV B3aVIMOAEeNCTBNA B BUPTYa/bHbIX YacTHbIX ceTax. Lenb
IKE - co3aaHume 3aLMLLeHHOro ayTeHTUGULIMPOBAHHOIO KaHasa CBA3N
C MOMOLLbIO anropuTma obmeHa kntovamu Diffie-Hellman pns cogaHuns
06LLIero CeKpeTHOro K/koYa C ganbHerwnm indpoBaHmeM IPsec cBs3u.

OCHOBHOW KOMMYHWKaLMOHHbIi NPOTOKON B ceTh NHTepHeT. B
coBpeMeHHol ceTn IHTepHeT ncnonb3yetcs IP yeTBépToin Bepcmn,
TakXe N3BeCcTHbI Kak IPv4. Ero npeeMHMK — LLecTas Bepcus
npotokona, IPv6.

NPOTOKOJ1 YIPaBJ/iIeH s CeTEeBbIM YPOBHEM AN YCTAHOBKN, HACTPONKM
1 paspsblBa IP nogknroueHums nosepx Point-to-Point Protocol (PPP)
coeguHeHus. IPCP ncnonb3syeT TOT XXe MexaHM3M 06MeHa naketamu,
uTo N LCP. O6MeH naketamu IPCP He npoucxoanT 40 Tex nop, noka
PPP He HauHET a3y cornacoBaHus NMPOTOKO/1a CETEBOro YPOBHS.
Nto6ble nakeTbl IPCP, nonyyeHHbIe A0 TOro, Kak HauHéTcs 3Ta ¢dasa,
AOKHBI 6bITE OTOPOLLEHBI.
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Internet Protocol Security

IPsec Passthrough

IPsec Security Association

IPinIP

IPv6CP

Layer 2 Tunneling Protocol

Link Control Protocol

Habop NPOTOKONOB ANs 06ecneyeHs 3aLLMTbl AaHHbIX, NepejaBaeMbIX
no MexceTeBOMY NpoToKony Internet Protocol. No3BonsieT ocyLLecTBNATb
NoATBepPXAeHMe NOANMHHOCTY (ayTeHTUPMKAaLMIO), MPOBEpPKY
LenocTHocTn n/mnn wnposaHue IP-nakeToB. IPsec Takke BkAOUaeT
B Ce65 MPOTOKO/Ibl ANSA 3aLLMLLEHHOIO O6MeHa KItYamMu B ceTu
VHTepHeT. B 0OCHOBHOM, NPUMEHSETCA /15 OpraHm3aLmnm
VpN-CoeANHEHUIA.

3TO TexHonorus, kotopasi nossonsieT VPN-Tpadurky npoxoantsb yepes
NAT.

nmeeT dyHAaMeHTanbHoe 3HaveHne ang IPsec. SA — 370 CBA3b MeXay
ABYMS UV HECKONBKMMU CYLLHOCTSAMU, KOTOPAs ONUCbIBaeT Kak
CYLLHOCTM BYyAyT NCNONb30BaTh CYX6bl 6e30MacHOCTY ANS
6e3onacHoro obmMeHa gaHHbIMU. Kaxxgoe nogknroveHme IPsec moxeT
obecneynTb WNPpOBaHME, LLeNOCTHOCTb, MOA/IMHHOCTL UV BCE
BMmecTe. Korga cnyxba 6e3onacHocTn onpegeneHa, Asa nupa IPsec
AOMKHBI ONpefennTb, Kakme anropuTMbl UCNONL30BaThL (Hanpumep,
DES nnw 3DES gnsa wndposaHus, MD5 nnav SHA ana uenoctHocTw).
Mocne NpUHATUS peLLeHns OTHOCUTENBHO anropuUTMOB, ABa YCTPOICTBa
AOMKHbBI MOAENNTLCS KAK0YaMU AN YCTaHOBNEHNS ceccumn. SA 3TO
MeTOoJ, KOTOpbI ncnonb3yeT IPsec, UTobbl OTC/IeXMBaTh BCe CBeAeHUs,
Kacatowmecsa gaHHoM ceccmm cBszm IPSec.

3TO NPOTOKOA IP-TYyHHEeNnMpoBaHMs, KOTOPLIM MHKaNcynnpyeT oguH
IP-nakeT B gpyroi IP-naker.

OTBeYaeT 33 HACTPOIiKY, BKIOUYEHME N OTKI0UeHne Moy el
npoTtokona IPv6 Ha o6oux KoHuax Point-to-Point (PPP) coeagnHeHMs.
IPv6CP ncnonb3yeT TOT e MexaH13M obMeHa naketamm 4To u
npotokon Link Control Protocol. ObmeH naketamu IPv6CP He
NPOVCXOANT A0 Tex nop, noka PPP He HauHET $a3y cornacoBaHums
NpOTOKO/Ia CeTeBOro ypoBHS. Jltobble nakeTbl IPV6CP, nony4veHHble 40
TOro, Kak Ha4yHéTcA 3Ta $pasa, AO0MXKHbI 6bITb OTOEPOLLEHBI.

NMPOTOKOJI TYHHENPOBAHNSA BTOPOr0 YPOBHSA. B KOMMbIOTEPHbIX CETAX
TYHHEe/bHbIA MPOTOKO, NCNOAL3YIOLLMIACA ANA NOAAEPXKKN
BUPTYaNbHbIX YaCTHbIX ceTeil. [naBHoe JO0CTOMHCTBO L2TP coctonT B
TOM, YTO 3TOT NPOTOKOJ1 MO3BOJIAET CO3/aBaTb TYHHE/b He TOJIbKO B
cetax IP, Ho 1 B Takux, kak ATM, X.25 n Frame Relay. HecmoTps Ha To,
yTo L2TP fleicTBYeT Hanogo6re NpoToKoAa KaHaNbHOro YPOBHS
mMogenn OSI, Ha camoM Jesie OH AB/SeTCA NPOTOKO/IOM CeaHCOBOro
YPOBHS 1 UCMOAb3YeT 3aperncTpmpoBaHHbIin UDP-nopT 1701.

MPOTOKO ynpasneHus coegnHeHmnem, LCP aBnseTcs yacTbio NpoToKo1a
Point-to-Point Protocol. Mpwn ycTaHOBAeHUW coefnHeHuns PPP
nepejaroLlee 1 MpUHMMatoLLLee yCTPOCTBO OOMEHNBAIOTCA NakeTaMum
LCP ansa yTouHeHus cneundumyeckomn nHGopmarmm, Kotopas
noTpebyeTcsa Npu nepejayde AaHHbIX.

MNakeTtbl LCP genaTtca Ha TpuW Knacca:

* TakeTbl ANsi OpraHM3aLMmn KaHana ceasu. Micnonb3yroTes Ans
opraHv3auum 1 Bblbopa KOHPUrypaLmm kaHana
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Link Layer Discovery
Protocol

Low-Density Parity-Check

Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

Maximum Transmission

Unit

Modular Wi-Fi System

Multicast DNS

+ MNakeTbl AN151 3aBEPLLEHUS AeNCTBMA KaHana. Micnonb3yroTcs aas
3aBepLUeHs AeCTBMA KaHana CBsA3U

* [lakeTbl Anga nogaepxaHuma pa6OTOCI'IOCO6HOCTI/I KaHana.
|/|CI'IOJ'Ib3y}OTCF| Ana nogaepXXaHma n otTnajgkm KaHana

MPOTOKO/ KaHaNbHOr0 YPOBHS, MO3BOAAOLWMIA CETEBOMY
060pyA0BaHMIO OMNoBeLLaTL 060pyA0BaHMe, paboTatoLLee B 10KaNbHOWA
CeTU, O CBOEM CyLLEeCTBOBAHWM 1 NepeaaBaTb eMy CBOU
XapakKTepUCTUNKKN, a TakKXKe nonydaTb OT HEro aHasiorm4yHble cBeeHNA.

NHdopmauwms, cobpaHHas nocpeactsoM LLDP, HakannvBaeTcs B
YCTPOMCTBaxX 1 MOXET 6bITb C HUX 3anpoLueHa nocpeactsoMm SNMP.

KOZ, C Manoi NNOTHOCTbIO NMPOBEPOK Ha YETHOCTb, UCMO/b3YyeMblli B
nepegaye nHGopMaLMKM KO, YaCTHbIA Cllyyail 6,10KOBOr0 IMHENHOIO
KoZa € NpoBepKoin YETHOCTU. OCOBEHHOCTLIO ABNSETCS Manas
NAOTHOCTb 3HAYMMbIX 31€MEHTOB MPOBEPOYHON MaTPULLbl, 3@ CHET
yero JOCTUraeTcs OTHOCUTENbHAsA NPOCTOTa peanmsaunmn CpescTs
KOAMPOBaHMA.

NMPOTOKON LUNPPOBAHNSA fAHHbIX, UCMOJIb3YEeMbI MOBEPX COeANHEHUI
Point-to-Point Protocol. icnone3yeT anropntm RSA RC4. MPPE
nopaepxmeaet 40-, 56- 1 128-6UTHble KNHOUYM, KOTOPbIE MEHAIOTCA B
TeueHue ceccum (HacToTa CMeHbI K/loYel ycTaHaBAMBaeTCA B NpoLiecce
X3HALLelKa coegnHeHns PPP, eCTb BO3MOXHOCTb reHepupoBaTh Mo
HOBOMY KJ1HOUY Ha KaxAblli nakeT). MPPE obecneynBaeT 6e30NacHOCTb
rnepeaayv JaHHbIX Ans nogknrodeHnsa PPTP mexay VPN-knvneHToM n
VPN-cepBepom.

onpegensietT MakCMMasbHbIV pa3mep (B bainTax) 610Kka, KOTOPbLI MOXKET
6bITb NPUHAT Ha KAHA/IbHOM YPOBHE KOMMYHUKALIMOHHOMO MPOTOKONA.

ABNAETCA NapaMeTpom npoTokosa TCP 1 onpeaensieT MakCUManbHbI
pa3mep 6n0Ka AaHHbIX B 6baiTax ans cermeHTa TCP. Takum obpa3om
3TOT MapamMeTp He yunTbiBaeT AnHY 3aronoskos TCP v IP.

MaKkCMMasbHbIN pa3mMep 610ka (B baliTax), KOTOPbLIA MOXET ObITb
rnepejaH Ha KaHaNIbHOM ypoBHe ceTeBol mogenu OSI. 3HaueHne MTU
MOXET 6bITb OnpeAeneHo cTaHZapToOM (Hanpumep ans Ethernet), nn6o
MOXET BbIOMPATbLCA B MOMEHT YCTaHOBKU COeAMHEHMS (0BbIYHO B
clyyae NpsAMbIX MOAKAHOYEHN TOUKA-TOUKA). YeM BbilLe 3HaveHne
MTU, TeM MeHbLLe 3aro/1I0BKOB Nnepefaércs no ceTy — a 3HauuT, BblLle
NMPONYCcKHast CNOCOB6HOCTb.

cncTemMa, No3BoiAroLWwad O6'b€AI/IHI/ITb HeCKOJ1IbKO yCTpOI‘;ICTB KnHeTtuk
B eAnHOe NHTEPHET-NPOCTPAaHCTBO, pacrnpejeneHHoe no njaowaan.
OaHo n3 yCTpOI7ICTB Ha3Ha4vaeTcqa BegyuwnMm, oCtajibHble — B€40MbIMN.

3TO CNOCO6 MCMONBL30BaHNA 3HAKOMbIX NporpaMmmupyembix DNS
nHTepdericoB, popmMaToB NakeToB 1 ONepaLOHHON CEMaHTUKN B
HebOoNbLLUOW CeTu, rae He ycTaHOBeH 06bl4vHbIVi DNS-cepBep. MpoTokon
mDNS vcnonb3yeT MHoroagpecHsle IP-naketel UDP v peann3oBaH B
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naketax nporpamm Apple Bonjour 1 Avahi ¢ OTKpbITEIM MCXOAHBIM
KOZOM.

Network Access Control List ~ npaBwuna, 3agaHHble ans IP-nHTepdelicoB, KOTopble AOCTYMHbI Ha
MapLLpYyTM3aTope, KaXa0e cO CrNCKOM XOCTOB UK CeTel,
paspeLuatoLee Uan 3arnpeLlatoLLee 1crnoJib3oBaHue cepsurca. CNnckn
KOHTPOASA JOCTYNa MOTYT YNPaBAaThb Kak BXOAALLMM, TaK Y NCXOAALLM
Tpadumkom.

Network Flow CeTeBOW NPOTOKO, NpeAHa3HavYeHHbIN A5 y4éta ceTeBoro Tpaduka,
KoTopbIr ncnonb3yet UDP nnm SCTP NpoTOKOAbI ANS Nepesayn JaHHbIX
0 Tpaduke KonnektTopy. Konnekrop - 370 NpUNoXeHne, paboTaroLLee
Ha cepBepe 1 3aHNMatoLLLeecst C6OPOM CTaTUCTUKK, KOTOpas NoJslyvyeHa
OT CEHCOpPOB. B pon ceHcopa BbICTYMaeT yCTPONCTBO, KOTOpoe
cobupaeT CTaTUCTUKY O Tpaduke 1 NepeaeT ee KONNeKToOpy. B
KauecTBe CeHCopa MOXET BbICTyMNaTb MapLLUPYTU3aTOP UV KOMMYTaTop
TpeTbero yposHs Cisco.

Network Time Protocol ceTeBOW NPOTOKOA ANS CUHXPOHM3ALUN BHYTPEHHMX YacoB
KOMMbIOTEpPa C UCMOJIb30BaHNEM CeTel C MepeMeHHOMN TaTEHTHOCTLIO.
NTP ncnonbsyet ans ceoein pabotbl npoTokon UDP. Hanbonee
LLIMpoKoe rnprimeHeHme npotokoa NTP HaxoauTt ansa peanmsauum
cepBepoB TOYHOIO BPEMeHW.

Network Traffic Takoke DPI, Deep Packet Inspection

Classification Engine
TEeXHONOTNSA HAKOMAEHUSA CTaTUCTUYECKMX AaHHbIX, MPOBEPKU U

dunbTPaLMM ceTeBbIX NAKETOB NO UX COAePXUMOMY. B oTanume ot
6paHamayspos, Deep Packet Inspection aHannsmnpyeT He TONIbKO
3aro/IoBKM NakeToB, HO 1 MONHOe coAepXnmoe Tpadnka Ha YPOBHSAX
mMogenn OSI co BToporo u Bbilwe. Deep Packet Inspection cnoco6Ho
06HapyXuBaTb 1 6710KMpOBaTb BUPYChI, PUNLTPOBATL MHPOPMALUIO,
He y0BNeTBOPSIOLLYIO 3aJlaHHbIM KPUTEPUAM.

Deep Packet Inspection yacto ncnosb3yeTtcsa npoBalijepaMu aas
KOHTpONA Tpaduka, a MHoraa un anst 6J10KMPOBKN HEKOTOPbIX
NPUAOXeHWIA, Takmx Kak BitTorrent. C nomouubto Deep Packet
Inspection MOXHO onpeaennTs, Kakoe NPUIoXKeHNe creHeprupoBano
VAW MonyyaeT AaHHbIe, M HA OCHOBAaHWW 3TOr0 NpeAnpUHSATL
Kakoe-nnbo pelncteme. Momurmo 6iokmpoBaHus, Deep Packet Inspection
MOXeT cobmpaTb NOAPO6HYHO CTaTUCTUKY COeAMHEHNS KaXA0ro
nonb3oBaTens no otTaensHocTU. Takke, npu nomoluy quality of service
Deep Packet Inspection MoxeT ynpaBnsiTb CKOPOCTLIO Nepesaun
OTAeNbHbIX MakeToB, NOAHAB eé UK, HaNPOTUB, YMEHbLLVB.

Open Package ynpoLleHHasa cMcTemMa ynpasneHuna naketamu. lNpegHasHaveHa 414
BCTpaviBaeMbIX CUCTEM Ha OCHOBeE Linux 1 ncnonb3yerca B AaHHOM
KayecTese B OpenWrt4 n Entware” npoekTax. NakeTbl Opkg ncnonb3yroT
pacwimpeHmns . ipk.

Opportunistic Wireless ABNAETCA pacwmpeHvem ctaHgapTa IEEE 802.11, cXoXuM € METOZ0M
Encryption wrndpoBaHNA 04HOBPEMEHHON NPOBEPKM MOANNHHOCTY paBHbIX (SAE).

4 https://www.openwrt.org/
https://github.com/Entware/Entware
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noccapwin

Password Authentication
Protocol

Protected Extensible
Authentication Protocol

Perfect Forward Secrecy

Ping Check

Point-to-Point Protocol

Preamble

3TOT MeToA WNPPOBaHNS NPeA0CTaBASET NOb30BATENSAM TYULLYHO
3aLWMTy NpUY NOAKNHOUYEHUN K OTKPbITbIM Wi-Fi ceTam.

3TO NPOTOKON NPOBEPKU MOATNHHOCTN, KOTOPBLIA MCMONb3YeT Naposb.
PAP ncnonb3yeTtcsa coeguHeHnem Point-to-Point Protocol apnsi npoBepKun
nosb30BaTenein nepey NpejocTaBieHeM UM A0CTyNa K yAaneHHOMN
ceTn. PAP nepesaeT He 3alumndpoBaHHble naponn B dopmate ASCII no
ceTu u, cnefoBaTeslbHO, cCHUTaeTCs Hebe3onacHbIM.

NPOTOKON MHKaNcynunpyroLwmii Extensible Authentication Protocol (EAP)
BHYTpw Transport Layer Security (TLS) TyHHens. NpegHa3HayveH Ana
ycuneHus ctorikoct EAP, KoTopeblil NpegnonaraeT, 4to Gusnyeckunia
KaHan 3alnLéH 1 He MpUMeHsieT cneumanbHbIX Mep ANs 3almThbl
obmeHa.

CoBepLueHHas NpsMas CeKPeTHOCTb, CBONCTBO HEKOTOPbLIX MPOTOKO/0B
cornacosaHua kaoYa (Key-agreement), KOTopoe rapaHTUpyeT, uto
CECCMOHHbIE KJTHUM, MOyUYeHHbIe NPV NOMOLLIM Habopa Knto4el
A0NFOBPEMEHHOr0 NoJIb30BaH KA, He 6yiyT CKOMNPOMETVPOBaHbI Npu
KOMMpoMeTaLmn O4HOI0 U3 AONTOBPEMEHHbIX KJTHOYe.

onpegender pa6OTOCI'IOCO6HOCTb noAgKN4YeHna K NHTEPHETY NOo
AOCTYNHOCTN 3a4aHHOr0 y3/a. Pe3yanaT npoBepPKN MOXeT 6bITb
MCNOosIb30BaH ANA nepektoyeHna MmexXxay OCHOBHbIM 1 pe3epBHbIM
NOAKNMKOYEHNAMU K NHTEPHETY.

3TO NPOTOKO/ UCMONb3YeMbI A/151 YCTAHOBNEHWS MPSIMOIA CBA3M MeXay
ABYMS y3namu. OH MOXeT obecneynTb ayTeHTUUKaL MO COeANHEHWS,
wurdpoBaHme nepeaayn faHHbIX U okaTue. PPP ncnonb3yeTcs BO
MHOTMUX BUAax $pU3NYecknx ceTe, BKIoYas kabenb, TenepoHHyH
JINHWIO, COTOBYIO CBA3b, CNeuvann3npoBaHHbIe PagN0 IMHUN N
OMTOBOJIOKHO. Noc/e ycTaHOBNEHWSA COefHEeHNS HaYMHaeTCs
HacTpoiKa AONONHUTENBHON ceTu (YypoBeHb 3). Yalle Bcero
ncnonb3yetcs Internet Protocol Control Protocol.

3TO NepBas YacTb 610Ka JaHHbIX NpoTokona (PDU) dpumsmnueckoro
ypoBHs KoHBepreHumn (PLCP). 3arosioBKoOM ABSETCA OCTaBLUASACA
YaCTb MaKeToB AAHHbIX, KOTOPas COAEPXMUT 6osbLue nHGopmaLmm o
cxemMe MoAynsLmMm, CKOpoCTU nepesaydn, 1 0 MPOMeXXyTKe BpeMeHu,
TpebytoLeMcs 418 nepegayn Bcex 4aHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHOBe 6ecnpoBOAHON CBA3M
onpegenset annHy 6noka CRC (Cyclic Redundancy Check) ans
COeANHeHMA MeXAy TOUKOI A0CTyna U rocTeBbIMIN 6eCrnpoBOAHBIMMA
ajantepamu.

AnviHHas npeambyna:

« PLCP ¢ gnvHHOI npeambynoll nepeaaeTcs Ha ckopocty 1 MéunT/c
HE3aBMCMMO OT CKOPOCTM MepeAayn JaHHbIX Kagapa

+ OO6LLee BpeMs Nepegaydv ANVIHHOW Npeamby bl sBASETCS KOHCTaHTOMN
- 192 MUKpOCEKYHAbI

Air (KN-1611) — CnpaBOYHVK KOMaHZ, 529



lnoccapui

Protected Management
Frames

Protocol-Field-Compression

Radio Resource
Management

Remote Authentication in
Dial-In User Service

Restricted NAT

Secure Socket Tunneling
Protocol

+ CoBMeCTUMO C ycTapeBLnMmM cucteMamu IEEE 802.11 paboTarowymm
Ha 1 12 MéuT/c

KopoTkas npeambyna:

+ MNpeambyna nepepaeTca Ha ckopocty 1 MBUT/C, a 3arofIoBoK — Ha
2 MéuT/c

+ Ob6LLee BpeMs NepeAaydn KOPOTKOM Mpeambyibl ABASETCH KOHCTaHTOM
— 96 MMKpOCEKYHAbI

* He coBMecTUMO ¢ ycTapeBLnMn cnctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 MéuT/c

IEEE 802.11w 3TO CTaHAApPT 3aLLUMThl KA4POB YNpaBAeHuns N3 ceMencTBa
cTaHaapToB IEEE 802.11. 3Ta $yHKLMOHANBHOCTL HEO6X0AMMA AN
noBbILLeHMst 6e30MacHOCTV NyTeM obecrneyeHns KOHPUAEHLMANBHOCTU
JAHHbIX B Kajpax yrnpaBaeHus.

MeTO/ CcornacoBaHms oxatus nons Protocol B 3aronoskax PPP. Mo
yMonyaHwuto, Bce peanusauuv OJ/IKHbI nepegasath nakeTbl C 4BYMSA
okTeTamu nons Protocol.

npeacTaBnseT coboil CUCTEMHBI YPOBeHb ynpaBieHns
MeXKaHaNbHbIMU NOMexamu, pagnopecypcamm n Apyrmmm
XapakTepucTKamm paguonepesayn B ccteMax 6ecrpoBOAHON CBA3N.
RRM BkntoyvaeT B ceba mapaMeTpbl yripaBneHus,, Takme Kak MOLLHOCTb
nepegaun, pacnpegeneHue nonb3osateneii, bopMmpoBaHme
AvarpaMMmbl HarnpaBeHHOCTM, CKOPOCTU Nepesayn AaHHbIX, KPUTEPUN
nepezaun o06CNy>XMBaHWS, CXeMy MOAYNSLNN, OLLMGKUN CXeMbl
KOANPOBaHWSI.

CeTeBOV NPOTOKOA, NpeAHa3HauYeHHbI AN obecneveHns
LLeHTPaNN30BaHHOM ayTeHTUPUKaLMYM, aBTOpU3aLMN N YYETa
nonb3oBaTesen, MOAKIOYALLNXCSA K PAa3/IMUYHBLIM CETEBLIM C/TY>K6aM.,
Wcnonb3yeTtca, Hanpumep, Npu ayTeHTUGUKaLMM Nonb3oBaTeNnemn
Wi-Fi, VPN, B npowunowm, dialup-nogkntoueHunia, n gpyrnx nogo6HbIX
cnyyasx.

Takxe AnHammnyeckuin NAT

paboTaeT Tak e, Kak v Full Cone NAT, HO NpUMeHseT AONOJHUTENbHbIe
orpaHunyeHuns K IP-agpecy. lNpexae yem nosydatb NakeTbl OT IP-agpeca,
BHYTPEHHWI KNVEHT JOJIKEeH CHavasla cam OTMpaBuTb NakeTbl Ha Hero.
To ecTb ll060€e coeANHEHNE, NHULIMMPOBAHHOE C BHYTPEHHEro ajpeca,
No3BO/AET B fa/bHelLLeM NoyYaTb eMy NakeTbl C11060ro nopTa T0ro
Ny6/IMYHOr0 XOCTa, K KOTOPOMY OH OTMpPaB/s/l NakeT(bl) paHee.

NpPOTOKON 6€30MacHOro TYHHENVMPOBaHWSA COKETOB, CMPOEKTUPOBAHHbIN
ANS CO34aHNSA CUHXPOHHOM B3aMMOCBS3M NPY COBMECTHOM ObMeHe
VHpopMaLmen AByx nporpamMm. bnarogaps eMy MOXHO €034aTb
HeCKONbKO MOAKIOYEHIA IPOrpaMMbl MO OAHOMY COeANHEHNIO MeXAy
y3/1amu, B pesynbTaTe Yero foctmraetca 3¢ GekTBHOE UCMONb30BaHMe
ceTeBbIX pecypcoB. [TpoTokosn SSTP ocHoBaH Ha SSL, a He Ha PPTP n
ncnonb3yet TCP nopT 443 ans nepegaum Tpaduka.
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Service Set Identifier 3TO Moc/ie40BaTe/IbHOCTb CIMBOJIOB, KOTOPas YHUKalbHbIM 06pa3om
VIMeHyeT 6eCcnpoBOAHYHo okanbHyo ceTb (WLAN). 3To nms nossonseT
6ecrnpoBOAHbBIM CTAaHLMAM MOAKIHYATLCA K HYXXHOM CeTu, ec/in B
AAHHOM MecTe AOCTYMHO HEeCKOIbKO He3aBMCUMBbIX CeTel.

Shared key 3TO peXmnM, B KOTOPOM KOMMbIOTEP MOXET MOAYyYUTb JOCTYN K
b6ecnpoBoAHOl ceTu, ucnonb3aytoweit npotokon Wired Equivalent
Privacy. Mpv nomoLy O6LLero kKntoya KOMMNbIOTEP, OCHALLEHHbIN
6ecnpoBOAHBLIM MOAEMOM, MOXKET MOAY4YUTb AOCTYN K ito6oi ceTnn WEP
1N 06MeHNBaTbCS 3aNPPOBAHHLIMU NN He3aLWNPPOBAHHBIMU

JAaHHbIMN.
Simple Network 3TO CTaHAAPTHbLIA MHTEPHET-NPOTOKON A5 YyNPaB/IeHUs YCTPOMCTBaMM
Management Protocol B IP-ceTsix Ha ocHoBe apxuTtekTyp TCP/UDP. K nogaepxvsatoLmm

SNMP ycTpolicTBaM OTHOCSATCS MapLUPYTM3aTOPbl, KOMMYTaTOpbI,
cepBepbl, paboune CTaHLUW, MPUHTEPbI, MOAEMHbIe CTOKMN 1 Apyrie.

Transmission Control SBNAETCA OCHOBHbLIM MPOTOKOA0M 13 Habopa Internet Protocol. TCP —

Protocol 3TO TPAHCMOPTHbLIN MeXaHM3M, 06ecneunBaroLLi NOTOK JAHHbIX, C
npeABapuUTeNbHOM YCTAaHOBKOWM COeAVHEHMS, 3@ CYET 3TOro AAOLLMNIA
YyBEPEeHHOCTb B OCTOBEPHOCTM MOAYYaEMbIX AaHHbIX, OCyLLecTBASeT
NMOBTOPHbI 3aNPOC JaHHbIX B C1yyae notepu v ycTpaHseT
Ayb6ampoBaHve Npu NoslyvYeHnn AByX KON OAHOrO rnakeTa.

Tunnel Setup Protocol NPOTOKON HACTPOIKM TYHHENSs!, 3TOT CETeBOW NPOTOKON yrNpaB/eH st
NCNONb3YeTCs ANs COrnacoBaHUsi NapamMeTpoB HAaCcTPoliku IP TyHHens
MeXAyY KNMEHTCKUM XOCTOM TYHHENER 1 cepBepoM Cy>6bl TYHHenel.

Universal Access Method 3TO MeTOg, KOTOPbI N03BOASET abOHEHTY NOAYUNTL JOCTYN K
6ecnposogHoin ceTu Wi-Fi. IHTepHeT-6pay3ep OTKpPOeT CTpaHuLYy BXOAa,
rAe nosib3oBaTtesb J0/MKeH 3anoHNTL CBOU YUYeTHbIe JaHHbIe, Npex /e
UeM OH CMOXeT NosyunTb gocTtyn. B UAM ana aBTopusaunm
ncnonb3yertcs knmeHT RADIUS v cepsep RADIUS.

User Datagram Protocol SIBNAETCA OCHOBHbLIM NMPOTOKO/IOM U3 Habopa Internet Protocol. 310
TPaHCMOPTHLIV NPOTOKON ANSA NepeAayn AaHHbIX B ceTsx IP 6e3
yCTaHoOBNeHUA coeariHeHns. OH ABNSETCHA O4HUM M3 CaMbIX MPOCTbIX
MPOTOKO/1I0B TPAHCMOPTHOr0 ypoBHA Mogenu OSI. B otanyuve ot TCP,
UDP He noaTBepxAaeT A0CTaBKY AAHHbIX, HE 3a60TUTCS O KOPPEKTHOM
rnopsifike A4OCTaBKW U He fieNlaeT NOBTOPOB. 3aTO OTCYTCTBUE
COeANHEHNS, LOMNONIHUTENBbHOrO TpadmkKa N BO3MOXHOCTb
LIMPOKOBeLLAaTeNbHbIX PACChIIOK AeNAKT €ro ya406HbIM A5
MPUMEHEeHW, rae Mabl NoTepy, B MacCOBbIX PACcCbiIKaxX NOKaAbHOM
rnoAceTu, B MeAManpoToKonax v T. n.

udpxy cepBepHoe NpuoxeHve (daemon) 4nd nepeAayn JaHHbIX U3 CETeBOro
rnoToka My/ibTrKacT KaHana (sewaemoro no UDP) B HTTP coegmHeHme
3anpaluvBaroLLLero KaneHTa.

Universal Plug and Play 3TO apXuTeKTypa MHOrOPaHroBbIX COeANHEHWI MeX Ay NepCcoHaNbHbIMU
KOMIMbOTEPaMn U UHTeNNEeKTYaIbHbIMW YCTPONCTBaMu,
yCTaHOBJ/IEHHbLIMUW, Hanpumep, goMa. UPnP ctponTca Ha ocHoBe
CTaHAAPTOB W TEXHONIOMNIA MHTEepHeTa, Takux kak TCP/IP, HTTP n XML,
1 obecrneynBaeT aBTOMaTMYeCKOe MOAKYEH Ve MOA006HbIX YCTPONCTB
APYT K APYrY U NX COBMECTHYIO paboTy B ceTeBOl cpejie, B pesy/bTaTte
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Variable Gain Amplifiers

Virtual LAN

Web Distributed Authoring
and Versioning

Web Proxy Auto-Discovery
Protocol

WireGuard

Wi-Fi Multimedia

Wi-Fi Protected Access

yero ceTb (HanpumMep, AOMAaLLHSAA) CTAHOBUTCA NErKOW AN HACTPOVIKA
60/bLLEeMYy YNC/TY MOSIb30BaTenen.

Ycnnutenmc nepeMeHHbIM KO3¢¢I/ILI,I/I€HTOM ycnneHma ncnonb3yrTcAd
ANA ynyydweHnAa AHaMnYeCKNX XapakTepuncTtuk 6ECI'IpOBOAHOI7I CBA3N
nyTem MamMmeHeHns 3/1IeKTPOHHOIo K03CI)¢I/ILI,I/IEHTa ycnnenHma
HanpaXeHnA.

nornyeckas ("BrpTyanbHasa") 1okanbHasg KOMMbOTEPHas CeTb,
npeActaenseT coboi rpynny XocTos ¢ 06LnM HabopoM TpeboBaHWA,
KOTOpble B3auMOAENCTBYIOT TaK, Kak eciv 6bl OHW 661N MOAKNHOYEHbI
K LUMPOKOBELLATe/IbHOMY JJOMEHY, He3aBUCUMO OT VX GU3NYECKOro
MecToHaxoXaeHuns. VLAN rnMeeT Te Xxe CBOICTBa, YTo U dpur3nyeckas
JIoKa/IbHas CeTb, HO MO3BOJIIET KOHEYHbIM CTAHLIMSAM FPYNMMpoBaThLCA
BMeCTe, Jaxe eC/Ii OHU He HaXoAATCsA B O4HOMN GU3NYECKON ceTu.
Takasi peopraHnsaLusa MOXeT bbITb cjesaHa Ha OCHOBE NPOrpaMMHOro
obecrneyeHnss BMeCTO GM3NYECKOro nepemMeLLieHums yCTPOonCTB.

Habop pacwpeHnin N JONOAHeHNM K npoTokony HTTP,
NoAAep>XMBaKLLMX COBMECTHYIO0 paboTy nosb3oBaTenei Haj
pefakTupoBaHeM $aiioB 1 ynpasrieHne Garinamu Ha yaaneHHbIX
Beb-cepBepax. MNogaepxuvBaeT ayTeHTUdUKALMIO BEb-cepBepa n
SSL-umndpoaHwue ana HTTPS, ncnonbsys TCP-nopT 443 No yMO/T4aHMIO,

3TO MeTOZ, UCNOob3yeMblil KnneHTamu Ansa nomcka URL-agpeca dpainna
KoHUrypaumm npuv nomoLuy DHCP n/unu DNS meToa0B 06HapyXeHus.
Mocne okoHYaHUA 06HapyXeHUs 1 3arpyskun dainna KoHPUrypauum,
OH MOXeT 6bITb BbINOJIHEH A/19 orpejeneHns NPoKCK yKasaHHOro
URL-agpeca.

6ecniaTHoe NPorpaMMHOoE NPUIoXeHre C OTKPbLITEIM UCXOAHBIM KOA0M
1 NPOTOKON BUPTYyanbHOM YacTHo ceTun (VPN) ana cosgaHus
6e30mMacHbIX COefMHEHNIA TOUKa-TOUKa B MapLLPYTU3NPYeMbIX
KoHurypauumsx. Npotokon WireGuard ncrnonbsyeT cOBpeMeHHble
KpunTorpadpumyeckmne Bo3MoxHocTn Curve255519 ana obmeHa
kntovamn, ChaCha20 gnsa wndposaHusa n Poly1305 ans
ayTeHTUPUKaLMN JaHHbIX, SipHash 418 xawmpyeMblX Kao4ver 1
BLAKE2s ans xawmpoBaHus. [MogaepxmneaeT TpeTnii ypoBeHb ANs
06ounx npoTokonos IPv4 n IPv6.

asnsetcs ceptudukaymen Wi-Fi Alliance, 6asmpytoLeiicst Ha cTaHgapTe
IEEE 802.11e. OH 0becneyrBaeT OCHOBHbIE BO3MOXHOCTU QoS (quality
of service) gns cetein IEEE 802.11 nocpeAcTBOM NMpropeTU3aunm
MakeToB AAHHbIX MO YeTbipeM KaTeropusam: rosoc (AC_VO), Bnaeo
(AC_VI), HerapaHTMpoBaHHas goctaska (AC_BE), n Hu3kuin npuoputet
(AC_BK).

npeActaenseT cobori 06HOBNEHHYIO NporpamMMy cepTudumkaumm
ycTpoiicTB 6ecnpoBogHoi cBA3U. TexHonorua WPA npuLna Ha 3amMmeHy
TeXHONOrMK 3aLnTel 6ecnpoBoAHbIX ceTeir WEP. Matocamu WPA
ABNAOTCA YCUNEHHaa 6e30MacHOCTb AaHHbIX U Y)KeCTOUEHHbI
KOHTPO/Ib AOCTyNa K 6ecnpoBojHbIM ceTaM. HemManoBaxHoM
XapakTepUCTUKOM ABNSETCA COBMECTUMOCTb MEXY MHOXECTBOM
6ecrnpoBOAHbIX YCTPOMCTB Kak Ha annapaTHOM YPOBHe, TaK 1 Ha
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nporpaMMHoM. Ha gaHHbin MomeHT WPA, WPA2 n WPA3
paspabaTbiBalOTCA U NpoaBuratoTcs opraHusaumein Wi-Fi Alliance.

WPA3 ncnonbsyet 128-6utHoe windpposaHme B pexxrme WPA3-Personal
(192-6unT B WPA3-Enterprise). CtaHgapt WPA3 Takoke 3aMeHsieT obMmeH
kKntovamm Pre-Shared Key exchange v SAE kak onpegeneHo B IEEE
802.11-2016, uTo NpMBOAUNT K 6oNee 6e30nacHOMY HavanbHOMY 06MeHy
KNtoYaMn B NepcoHasibHOM pexunme.

WPA Enterprise - 3T0 pexXumM ayTeHTUdMKaLMM Ha OCHOBE MPOTOKO/A
IEEE 802.1X c ucnonb3oBaHVeM BHeLLHero cepeepa ayTeHTudunkaumm
RADIUS n nokanbHoro knveHta Supplicant.

Wi-Fi Protected Setup CTaHAapT (VM OAHOVIMEHHbI NPOTOKO/1) MOYyaBTOMATMYECKOro CO34aHuns
6ecnpoBoaHoi cet Wi-Fi, co3gaHHbIn Wi-Fi Alliance. Llenbto npoTokona
WPS aBnsieTcs ynpoLleHme npoLiecca HacTpolriky 6ecnpoBOgHON ceTy,
NoO3TOMY M3Ha4anbHO OH Ha3biBanca Wi-Fi Simple Config. MpoTokon
npu3BaH okasaTb NOMOLLb MOAbL30BaTENAM, KOTOopble He ob6iagaroT
LIMPOKVMU 3HAHUAMM 0 6€30MacHOCTY B 6eCnpoBOAHbIX CETAX, U Kak
cnefcTBMe, UMEKT CNI0XKHOCTY MNpU ocyLlecTBieHUn HacTpoek. WPS
aBTOMaTM4yeckn 0b603HavaeT UMSA CeTU 1 3a4aeT LWNPpPOBaHMe, AN
3aLMThl OT HECAHKLIMOHMPOBAHHOTIO A0CTYMNa B CETb, NPV 3TOM HeT
HEeo6X0AMMOCTW BPYUHYHO 3a/laBaTh BCE MapaMeTpsbl.

Wired Equivalent Privacy anropuTtm aas obecneyeHunsa 6esonacHocty ceteit Wi-Fi. icnonbsyeTtcs
Ans obecneveHns KOHPUAEHUMANBHOCTA N 3aLLNTbI NepeAaBaeMbIX
AAHHBIX aBTOPM30BaHHbIX MONb30BaTeneli 6ecnpoBOgHO CeTK OT
npocnywursaHus. Cyuiecteyet ase pasHoBuaHoct WEP: WEP-40 n
WEP-104, paznunyaroLlpecs ToNbKo A/IMHOW Kto4a. B HacTosLee Bpems
AAHHaA TeXHONOorVsA ABNAETCA YCTapeBLUen, Tak Kak ee B3/IOM MOXeT
6bITb OCYLLeCTB/IEH BCEro 3a HECKOJIbKO MUHYT. TeM He MeHee, OHa
MPOAO/IKAET LUMPOKO UCNOJb30BaTbCA. WPAZ.

Extended Authentication nnn XAUTH, obecneumnBaeT fONONHUTENbHbIA YPOBEHb NPOBEPKM
NOAJIMHHOCTW, NO3BONSAA LLIO3Y [PSec 3anpaLlnBaTh PaclUNPEHHYIO
aBTOPM3aLMIO YaNleHHbIX MoNb30BaTesein, TakMm 06pa3om 3acTaBnss
yZaneHHbIX Nofb3oBaTenein NpefocTaBisATb NX YUETHbIE JaHHble,
npexae 4yem noayumTb goctyn K VPN.

Yandex.DNS CepBUC KOMNaHUW AHAEKC AN 3aLLMThI AoMaLLHel ceTy. ObecneunBaeT
TpU pexumMa ¢uabTpayunm:

+ 6e3 dnnbTpaumn: pecypcbl He 610KMPYHOTCA

+ 6e30MacHbIN pexxmrm: 610KMPYHOTCA BPeAOHOCHbIE U MOLLEHHMYeckue
CalThI

* CeMeliHbI pexnM: 610KNPYIOTCS BPeLOHOCHbIE M MOLLEHHUYecKne
CalThbl, @ TaKXXe pecypcbl ANs B3POC/bIX
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Nepapxua nHtepodencos

PrncyHok A.1. BasoBble HTep¢eichl

FastEthernet GigabitEthernet

Mac IP Supplicant Peer
Ethernet Ppp Secure
I /: _____ ]
| | Pppoe PppTunnel
[ Bridge Vlan [ o o
I I
I I
| Pvc OpenVpn |
: : Pptp L2tp
I I
I I

PucyHok A.2. TYHHe N bHble NHTep¢EChbI

Ethernet P Secure Peer

Tunnel

Tunnel6

SecurelPTunnel /A \
. Tunnel6to4 Tunnel6in4
Eoip /A \

Gre Iplp
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PucyHok A.3. UHTepdericbl USB

Usb

T

UsbEthernet UsblLte UsbModem
CdcEthernet YotaOne

PucyHok A.4. UHTepdeiicbl Wi-Fi

Wireless Radio

N

AccessPoint WiFiStation WiFiMaster
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ba3bl ynpasnstoLleii nHpopmaumm (MIB) 4OCTYMHBI TONBKO AN YTEHUS.

MoaaepxwvsatoTca cnegyrowye MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoAAePXKMBAOTCS CIeAyHOLLIME SNIeMEHTbI AaHHbIX:

MoaAep>XMBaOTCA CleytoLe 31eMeHTbI AaHHbIX:

Ba3oBblii BapnaHT

SNMPv2-MIB::sysDescr

SNMPv2-MIB::sysUpTime

SNMPv2-MIB::sysContact

SNMPv2-MIB::sysName

SNMPv2-MIB::sysLocation

SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31

OID: 1.3.6.1.2.1.2

IF-MIB::ifNumber
IF-MIB::ifIndex
IF-MIB::ifDescr
IF-MIB::ifType
IF-MIB::ifMtu
IF-MIB::ifSpeed
IF-MIB::ifPhysAddress

IF-MIB::ifAdminStatus
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« IF-MIB::ifOperStatus
+ IF-MIB:ifLastChange
+ IF-MIB::ifInOctets
+ IF-MIB::ifInUcastPkts
+ IF-MIB::ifInDiscards
+ IF-MIB::ifInErrors
+ IF-MIB::ifOutOctets
+ IF-MIB::ifOutUcastPkts
+ IF-MIB::ifOutDiscards
+ IF-MIB::ifOutErrors
PaclumpeHHbIA OID 1.3.6.1.2.1.31
sapant « IF-MIB::ifName
+ IF-MIB::ifInMulticastPkts
+ IF-MIB::ifInBroadcastPkts
+ IF-MIB::ifOutMulticastPkts
+ IF-MIB::ifOutBroadcastPkts
+ IF-MIB::ifHCInOctets
+ IF-MIB::ifHCInUcastPkts
+ IF-MIB::ifHCInMulticastPkts
+ IF-MIB::ifHCInBroadcastPkts
+ IF-MIB::ifHCOutOctets
+ IF-MIB::ifHCOutUcastPkts
+ IF-MIB::ifHCOutMulticastPkts
+ IF-MIB::ifHCOutBroadcastPkts
« IF-MIB:ifLinkUpDownTrapEnable
+ IF-MIB::ifHighSpeed
+ IF-MIB::ifPromiscuousMode
+ IF-MIB::ifConnectorPresent

« IF-MIB::ifAlias
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+ IF-MIB::ifCounterDiscontinuityTime

Mpoueccop |CBUTY YcTpoiicTBO |OnucaHue
MT7621/RT63368|MT7530 Keenetic Giga III | NoaaepxvBaroTca
64-6UTHbIE CUeTUNKN BalT
RTL8376M Keenetic Ultra II no rnoptam CBUTYa,
) 32-6UTHbIE CYHETUUNKN
KeeneticLTE  |naketos no nopram centua.
MT7620 RTL8367B Keenetic Viva |EcTb knaccumkaums no
. TNy nakeTtoB.: broadcast,
Keeentic Extra |multicast n unicast.
WHTerpuposaHhbin| Keenetic 4G III |[Moaaep>xmnBaroTcs
o 32-6UTHbIe cHeTUNKN BaliT
Keenetic Lite II no nopTam CBUTYa U
L 16-6BUTHbIE CHETUNKMN
Keenetic Lite Il |55 o108 Mo nopram centua.
Keenetic Omni B cnyuae nepenosiHeHus
CYETUMKOB BbICTaBASAETCA
Keenetic Omni |BPeMs nocnesHero
I nepenosiHeHVs B
IFMIB:ifCounterDiscontinuityTime.
MT7628 WHTerpupoBaHHbi | Keenetic Start II| MNoaaep>xnBatoTcs TO/IbKO
o 16-6UTHbIE CYETUYNKM
Keenetic Lite IIl | nakeTos no noptam cemtua.
rev.B B cnyuae nepenonHeHus
) CYETUYNKOB BbICTaBASETCA
Keenetic 4G III BPeMS MOCNeAHEro
rev.B nepenonHeHvs B
Keenetic Air IFMIB:ifCounterDiscontinuityTime.
Keenetic ExtraIl

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

nOAAep)KI/IBaI-OTCFI cnegyrouine sneMeHTbl JaHHbIX:

+ TCP-MIB::tcpRtoAlgorithm

* TCP-MIB::tcpRtoMin
* TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens
* TCP-MIB::tcpPassiveOpens

+ TCP-MIB::tcpAttemptFails
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TCP-MIB::
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB:
TCP-MIB::
TCP-MIB::

tcpEstabResets

tcpCurrEstab

‘tcpInSegs

tcpOutSegs

‘tcpRetransSegs

tcpInErrs

tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

Moasep>KMBaOTCS CeAyroLLme 31eMeHTbl AaHHbIX:

+ UDP-MIB::udpInDatagrams

UDP-MIB::udpNoPorts

UDP-MIB::udpInErrors

UDP-MIB::udpOutDatagrams

UDP-MIB::udpHCInDatagrams

UDP-MIB::udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

nOAAep)KI/IBaI-OTCFI cegyrouine sneMeHTbl JaHHbIX!

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

MoaAep>XMBaOTCA CleAytoL/e 31eMeHTbI AaHHbIX:

NHdopmanyums 06 O3Y -« UCD-SNMP-MIB::memTotalReal

ycTpoiicTBa

* UCD-SNMP-MIB::memAvailReal
+ UCD-SNMP-MIB::memShared

* UCD-SNMP-MIB::memBuffer
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NHdopmauums o

USB-HakonuTtensx

NHdopmauums o

Harpyske Ha cuctemy

UCD-SNMP-MIB::

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB::
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:

memCached

:dskIndex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

laIndex
laNames
laLoad
laConfig

laLoadInt

:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts

Air (KN-1611) — CnpaBOYHVK KOMaHZ,

541



MprnnoxeHne B SNMP MIB

542 CnpaBoyHuK kKoMmaHa — Air (KN-1611)



YpoBHU WinppoBaHums IPsec

YpoBeHb WwWndpoBaHus onpegenset Habop anropmutmoB IKE n IPsec SA.

Hwxe ansa Kaxaoro ypoBHSA NpMBeAeH NOJHbIN CNINCOK aNrOPUTMOB B MOPSAKE YMEHbLLEHWSA
nprvopuTeTa, a Takxke Habop komaH crypto ike proposal g5 HacTpoOiK aHaNOrMYHOro
npodunsa Bpy4Hyto.

B crincke anropMTMOB yKa3bliBaeTcs:
* wundpoBaHme C ANVHOM Kao4a
+ xXew-byHKUMS ana popmumposaHua HMAC

* PFS pexxkum (NO, ecnv OTK/IHOYEH)

C.1 weak

IKE AES128-SHA1-MODP1024

AES128-SHA1-MODP768
AES128-MD5-MODP1024
AES128-MD5-MODP768
3DES-SHA1-MODP1024
3DES-SHA1-MODP768
3DES-MD5-MODP1024
3DES-MD5-MODP768
DES-SHA1-MODP1024
DES-SHA1-MODP768
DES-MD5-MODP1024

DES-MD5-MODP768
IPsec SA DES-MD5-NO

AES128-SHA1-NO
3DES-SHA1-NO
DES-SHA1-NO
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AES128-MD5-NO

3DES-MD5-NO
Proposal encryption des

encryption 3des
encryption aes-cbc-128
encryption aes-cbc-192
encryption aes-cbc-256
dh-group 1

dh-group 2

dh-group 5

dh-group 14

dh-group 15

dh-group 16

dh-group 17

dh-group 18

dh-group 25

dh-group 26

dh-group 19

dh-group 20

dh-group 21

integrity md5
integrity sha1
integrity sha256

integrity sha384

integrity sha512

C.2 normal

IKE

AES256-SHA1-MODP1536

AES256-SHA1-MODP1024
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AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

AES128-SHA1-NO
AES256-SHA1-NO

3DES-SHA1-NO

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2

C.3 normal-3des

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

3DES-SHA1-NO
AES256-SHA1-NO

AES128-SHA1-NO

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2
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C.4 strong

IKE

AES256-SHA1-MODP2048
AES256-SHA1-MODP1536
AES128-SHA1-MODP2048
AES128-SHA1-MODP1536

IPsec SA

AES256-SHA1-MODP1536
AES256-SHA1-MODP2048
AES256-SHA1-MODP2048

AES256-SHA1-MODP1536

Proposal

encryption aes-cbc-256
integrity sha1
dh-group 14

dh-group 5

C.5 weak-pfs

IKE

AES128-SHA1-MODP1024
AES128-SHA1-MODP768
AES128-MD5-MODP1024
AES128-MD5-MODP768
3DES-SHA1-MODP1024
3DES-SHA1-MODP768
3DES-MD5-MODP1024
3DES-MD5-MODP768
DES-SHA1-MODP1024
DES-SHA1-MODP768
DES-MD5-MODP1024

DES-MD5-MODP768

IPsec SA

DES-MD5-MODP1024
AES128-SHA1-NO

546

CnpaBoyHuK kKoMmaHa — Air (KN-1611)




MpunoxeHune C YpoBHU WwWindpoBaHus IPsec

3DES-SHA1-NO
DES-SHA1-NO
AES128-MD5-NO
3DES-MD5-NO
AES128-SHA1-MODP1024
3DES-SHA1-MODP1024
DES-SHA1-MODP1024
AES128-SHA1-MODP768
3DES-SHA1-MODP768
DES-SHA1-MODP768
AES128-MD5-MODP1024
3DES-MD5-MODP1024
AES128-MD5-MODP768
3DES-MD5-MODP768

DES-MD5-MODP768

Proposal

encryption aes-cbc-128
encryption 3des
encryption des
integrity sha1
integrity md5
dh-group 2

dh-group 1

C.6 normal-pfs

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536
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3DES-SHA1-MODP1024

IPsec SA

AES128-SHA1-MODP1024
AES128-SHA1-NO
AES256-SHA1-NO
3DES-SHA1-NO
AES256-SHA1-MODP1536
AES128-SHA1-MODP1536
3DES-SHA1-MODP1536
AES256-SHA1-MODP1024

3DES-SHA1-MODP1024

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2

C.7 normal-3des-pfs

IKE

AES256-SHA1-MODP1536
AES256-SHA1-MODP1024
AES128-SHA1-MODP1536
AES128-SHA1-MODP1024
3DES-SHA1-MODP1536

3DES-SHA1-MODP1024

IPsec SA

3DES-SHA1-MODP1024
3DES-SHA1-NO
AES256-SHA1T-NO
AES128-SHA1-NO
AES256-SHA1-MODP1536

AES128-SHA1-MODP1536
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3DES-SHA1-MODP1536
AES256-SHA1-MODP1024

3DES-SHA1-MODP1024

Proposal

encryption aes-cbc-256
encryption aes-cbc-128
encryption 3des
integrity sha1
dh-group 5

dh-group 2
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